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Introduction 
In most organizations, users need access to various systems both inside and outside of the organization to work effectively. More and more of these organizations are striving to become as dynamic as possible as workers increasingly request access to resources from “non-traditional” locations (i.e. from home or on the road) and not from a “locked-down” corporate intranet. Security administrators are increasingly tasked with more and more complex security requirements and both internal users and other users (like clients and consultants) need access to data, sometimes for very short periods of time and very pre-defined ways. This presents unique problems for those responsible for security within these organizations: they must be flexible to the dynamics of the organization, while at the same time make sure access is limited and no security holes are left open. The process of managing user access has grown so complex, it even has its own name.
Provisioning
Provisioning is the automation of all the steps required to manage (setup, amend, and revoke) user or system access entitlements or data relative to electronically published services. Thankfully, there are some modern frameworks and tools that make provisioning easier. This paper will discuss the open standards that Oracle has embraced and the tools they have created to manage users in these open standards.

What is LDAP?

LDAP stands for Lightweight Directory Access Protocol and has been around (mostly on Unix systems) for quite some time. Formally, it is defined as “A software protocol for enabling anyone to locate organizations, individuals, and other resources such as files and devices in a network, whether on the public Internet or on a corporate intranet”. What this simply means is that it is a standard for storing and accessing information about users in your organization. Information stored in an LDAP system is not limited to user information; it can describe the various users, applications, files, printers, and other resources accessible from a network. All of this information is collected into a special database, sometimes called a directory. A directory is a listing of information about objects arranged in some order that gives details about each object. Directories allow users or applications to find resources that have the characteristics needed for a particular task. A directory is often described as a database, but it is a specialized database that has characteristics that set it apart from general purpose relational databases. One special characteristic of directories is that they are accessed (read or searched) much more often than they are updated (written). The Lightweight Directory Access Protocol (LDAP) is an open industry standard that has evolved to meet these needs. LDAP defines a standard method for accessing and updating information in a directory.

One interesting thing to note is that the LDAP standard does not specify how to store information about users – just how to structure the information and how to access it. LDAP defines a communication protocol. That is, it defines the transport and format of messages used by a client to access data. Oracle, being Oracle, decided to store user data in its implementation of LDAP in an Oracle database. When you create an LDAP user, you are not creating an Oracle database user – you are just storing the information there.

The LDAP Model Structure

There are four basic models that comprise how data is stored inside of an LDAP directory:

· Information – This model describes how information is structured within LDAP. Entries, the basic unit of information stored, represent things the organization wants to keep track of. Most commonly, entries represent people within the organization, but they are not limited to that. Entries have attributes, which store descriptive things about an entity. For example, if the entity is a user, some attributes might include department, telephone number, location, etc. Attributes have what is called a syntax, which specifies what kind of data can be stored in the attribute. An attribute of zip code might be defined as numeric for U.S.-based workers and alphanumeric for Canada-based workers.

· Naming – This model defines how entries are identified and organized. Entries are organized in a tree-like structure called the Directory Information Tree (DIT). Entries are arranged within the DIT based on their distinguished name (DN). A DN is a unique name that unambiguously identifies a single entry. DNs are made up of a sequence of relative distinguished names (RDNs). Each RDN in a DN corresponds to a branch in the DIT leading from the root of the DIT to the directory entry. Each RDN is derived from the attributes of the directory entry. In the simple and common case, an RDN has the form <attribute name> = <value>. A DN is composed of a sequence of RDNs separated by commas.

· Functional – This model defines how entries within the LDAP tree are accessed. There are three basic categories of operations within LDAP: Query, Update and Authentication. Query includes the search and compare operations used to retrieve information from a directory; Update includes the add, delete, and modify operations used to update stored information in a directory and Authentication includes the bind, unbind, and abandon operations used to connect and disconnect to and from an LDAP server, establish access rights and protect information. Oracle provides a set of APIs and a package called DBMS_LDAP within PL/SQL to perform the operations listed above programmatically. 

· Security – Binding is the process of a client establishing a session with the LDAP server. The security model is based on the bind operation. There are several different bind operations possible, and thus the security mechanism applied is different as well. If a client requests access supplying a DN identifying itself along with a simple clear-text password, a greater amount of privileges is granted to that user. If no DN and password is declared, an anonymous session is assumed by the LDAP server. 

The directory stores and organizes data structures known as entries. A directory entry usually describes an object such as a person, a printer, a server, and so on. Each entry has a name called a distinguished name (DN) that uniquely identifies it. The DN consists of a sequence of parts called relative distinguished names (RDNs), much like a file name consists of a path of directory names in many operating systems such as UNIX and Windows. The entries can be arranged into a hierarchical tree-like structure based on their distinguished names. 

This tree of directory entries is called the Directory Information Tree (DIT). Each entry contains one or more attributes that describe the entry. Each attribute has a type and a value. A directory entry describes some object. An object class is a general description, sometimes called a template, of an object as opposed to the description of a particular object. The object classes that a directory server can store and the attributes they contain are described by schema. Schema define what object classes are allowed where in the directory, what attributes they must contain, what attributes are optional, and the syntax of each attribute. LDAP defines operations for accessing and modifying directory entries such as:

· Searching for entries meeting user-specified criteria

· Adding an entry

· Deleting an entry

· Modifying an entry

· Modifying the distinguished name or relative distinguished name of an entry (move)

· Comparing an entry

Syntaxes

As mentioned earlier, attributes have syntaxes which define what type of data can be stored in the attribute. Below is a table listing some of the LDAP Attribute Syntaxes:

Syntax 


Description

bin 


Binary information.

ces 


Case exact string, also known as a "directory string", case is significant during comparisons.

cis   


Case ignore string. Case is not significant during comparisons.

tel 


Telephone number. The numbers are treated as text, but all blanks and dashes are ignored.

dn 


Distinguished name.

Generalized Time 
Year, month, day, and time represented as a printable string.

Postal Address 

Postal address with lines separated by "$" characters.

Attributes

Virtually all LDAP systems contain common attributes. The table below lists the most common attributes:

Attribute

Alias 
Syntax 
Description

commonName

cn
cis 
Common name of an entry

surname

sn 
cis 
Surname (last name) of a person

telephoneNumber 
---
tel 
Telephone number 

organizationalUnitName
ou
cis 
Name of an organizational unit

owner 


---
dn
Distinguished name of the person that owns the entry

organization

o 
cis 
Name of an organization

jpegPhoto 

---
bin 
Photographic image in JPEG format

Schemas

Schemas have the following characteristics:

· They define the type of objects that can be stored in the directory

· They list the attributes of each object type

· They determine whether these attributes are required or optional

Schema-checking ensures that all required attributes for an entry are present before an entry is stored. Schema-checking also ensures that attributes not in the schema are not stored in the entry. Optional attributes can be filled in at any time. Schemas also define the inheritance and subclassing of objects and where in the DIT structure (hierarchy) objects may appear. The table below lists a few of the common schema (object classes and their required attributes):

Object Class 

Description 



Required Attributes

InetOrgPerson 

Defines entries for a person 

commonName (cn)

surname (sn)

organizationalUnit 
Defines entries for organizational

ou

units





organization 

Defines entries for organizations 

o

Oracle Internet Directory

Oracle’s implementation of LDAP is called Oracle Internet Directory (OID). OID is one of the components of the infrastructure of the Oracle Application Server. The screen shot in Figure 1 gives performance metrics and other various pieces of information about the LDAP server that is running as part of the Oracle Application Server. This is screen OAS administrators can use to check to make sure the LDAP server is running correctly. This is not the screen to create and/or modify users or attributes:
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Figure 1

Accessing OID

There are two ways to access OID, depending on what you wish to accomplish. If you simply want to add/modify/delete users or groups, you can do this via a web browser. If you want to look at and make structural changes to the LDAP directory itself, you need to use a tool local to your machine called Oracle Directory Manager.

The OID Web Page

Adding/Modifying Users

Oracle provides a graphical tool to add and modify users called the Self-Service Console. It is the easiest way of adding and modifying users in your organizations. Note the “Bulk” button in Figure 2; Oracle supports using bulk actions (creating, deleting, etc.) to make your migration to OID easier.
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Figure 2

Along the top of the table in Figure 2 are various buttons that allow administrators to add and/or modify users and groups easily, without having to remember any arcane syntax. To change any of the attributes associated with a user, simply select the radio button next to that user and click the “Edit” button.

Identity Management

Oracle defines Identity Management as “the creation, management, and use of online, or digital, entities. Identity management involves securely managing the full life cycle of a digital identity from creation (provisioning of digital identities) to maintenance (enforcing organizational policies regarding access to electronic resources), and, finally, to termination”. In Oracle Application Server, Oracle provides numerous methods for maintaining security. Oracle has been busy adding new features to its suite of Identity Management Products:

New features introduced with Oracle Application Server 10g (10.1.4.2.0):

· In Oracle Application Server 10g (10.1.4.2.0), administrators can now construct mapping rules by using the Oracle Directory Integration Server Administration tool.

New features introduced with Oracle Application Server 10g (10.1.4.0.1):

· Express configuration of the Sun Java System Directory Connector – Administrators can now perform an express configuration of the Sun Java System Directory connector. Express configuration uses default mappings and filtering to synchronize changes between Oracle Internet Directory and Sun Java System Directory server. Two synchronization profiles are created with express configuration: one profile that synchronizes changes from Sun Java System Directory to Oracle Internet Directory and another profile that synchronizes changes from Oracle Internet Directory to Sun Java System Directory. 

· Support for Microsoft Exchange Server with the Microsoft Active Directory Connector - The Microsoft Active Directory connector now supports integration with Microsoft Exchange Server. 

· Integration with Novell eDirectory and OpenLDAP - Oracle Directory Integration Platform now supports integration between Oracle Internet Directory and Novell eDirectory or OpenLDAP.

· Synchronization of passwords from Microsoft Active Directory - When synchronizing users from Microsoft Active Directory to Oracle Internet Directory, you can now also synchronize passwords by using Oracle Password Filter for Microsoft Active Directory. 

· Directory Integration Assistant support for SSL - The Directory Integration Assistant (dipassistant) now supports Secure Sockets Layer (SSL).

· Oracle Directory Integration Platform - Oracle Directory Integration and Provisioning is now called Oracle Directory Integration Platform.

New Features Introduced with Oracle Application Server 10g Release 2 (10.1.2):

· Enhanced provisioning capabilities and functionality - This release includes enhanced capabilities and functionality with Oracle Directory Integration Platform Provisioning. Administrators can also use the new Oracle Internet Directory Provisioning Console, a graphical interface for administrators to provision users in Oracle Internet Directory. The Oracle Internet Directory Provisioning Console was created with Oracle Delegated Administration Services, and works alongside the Oracle Internet Directory Self-Service Console.

· Graphical administration of Oracle Directory Integration Platform - Adminsitrators can use the new Oracle Directory Integration Server Administration tool, a Java-based utility for graphically administering the Oracle directory integration platform.

· Express configuration of the Microsoft Active Directory Connector—You can now perform an express configuration of the Microsoft Active Directory Connector. Express configuration uses default settings to automatically perform all required configurations, and also creates two synchronization profiles, one for import and one for export.

· Simplified configuration of Windows Native Authentication – A new guide now includes detail instructions for configuring Windows Native Authentication. 

Oracle’s Directory Manager

The tools we’ve seen up until this point allow us to doing the basics of user maintenance: add/update/modify/delete. What if we want to view or alter the main structure of our LDAP repository? We need to take a look at a client-based tool called Oracle Directory Manager (ODM). In Figure 3, the main page of the ODM is displayed. On the right-hand side is a list of the various entities stored within OID. Some are generic, like the users and groups nodes, common to almost all LDAP environments, and some are specific to Oracle’s implementation of LDAP. Figure 3 shows attributes that are common to all users on the system; if I were to select one of the users under the “Users” node (i.e. ias_admin, orcladmin, etc.), I could specific attribute information about any of those users. The dn attribute on the right side of the screen for the users on my server gives me the “path” on how to reach the users (read right to left):  cn=Users, dc=oski-mobile-4,dc=com.
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Figure 3

Sample LDAP code

Discussing all of the packages available for developers to interface with OID is beyond the scope of this paper/presentation, but the code listing below shows some simple PL/SQL and commentary.

For a client I was recently working with, I was asked to create a Portal page that automatically displayed a Discoverer report based on the user’s department number, which was stored in OID. I first created a Portal page that accepted the user’s department as a parameter, and then displayed the page with the Discoverer portlet where the Discoverer portlet took the page parameter (the department number) and displayed the correct information. But how could I construct the URL with the department number (read from OID) for the current user dynamically? Line numbers below are added for commentary:

1  declare p_user varchar2(100);

2        v_user_dn varchar2(100);

3        p_value varchar2(100);

4        p_url varchar2(200);

5 begin

6 p_user := portal.wwctx_api.get_user();

7 v_user_dn := 'cn='||p_user||',cn=users,'||orasso.wwsec_oid.get_subscriber_base;

8 p_value := orasso.wwsec_oid.get_attr_value(p_dn => v_user_dn, p_attr => 'departmentNumber');

9 p_url := '<a href="http://server1/portal/page/portal/Dashboard/HR?dept='||p_value||'">Click Here for the HR Page</a>';

10 htp.p(p_url);

11 end;

In line 6, I call a portal function (wwctx_api.get_user) to determine the current user. In line 7, I construct the “path” to the OID entity I’m interested in by concatenating the subscriber base (orasso.wwsec_oid.get_subscriber_base) with the users node of the OID tree (cn=users) with the current user (determined in line 6). 

Since Figure 3 showed me the “path”, I could have omitted the call to orasso.wwsec_oid.get_subscriber_base and hard-coded the dn value from Figure 3:

7 v_user_dn := 'cn='||p_user||',cn=users,dc=oski-mobile-4,dc=com';

but that would lock me into that server – moving the code to another server would break it.

In line 8, I actually make the call to get information out of OID: orasso.wwsec_oid.get_attr_value returns the attribute value for the user in question. The p_dn parameter is the “path” to the user I’m interested in (defined in line 7) and the p_attr parameter is the attribute I’m concerned with for that user (in this case, the user’s department number). In line 9, I construct the dynamic URL with the value of the department number for the current user (dept='||p_value||') .

Note: For this example, I used portal packages – for “traditional” PL/SQL coding that interfaces with OID, you can use the various procedures and functions within the DBMS_LDAP package.

Summary

Oracle Identity Management allows enterprises to manage end-to-end lifecycle of user identities across all enterprise resources both within and beyond the firewall. You can now deploy applications faster, apply the most granular protection to enterprise resources, automatically eliminate latent access privileges, and much more. Leverage the Oracle Identity and Access Management Suite in its entirety or deploy individual components of the suite to meet your unique needs. The Oracle Identity and Access Management Suite is comprehensive in providing best-in-class technologies. This includes web access control; identity administration; user provisioning; federated identity management; directory services, including virtual directory technologies; and enterprise wide user provisioning. It is also Hot-Pluggable and Open. Oracle Identity Management interoperates with all major directories, application servers, portals, business applications, databases, and operating systems. Oracle works with standards bodies such as the Liberty Alliance and OASIS, and supports, SAML, SPML, WS-*, Kerberos, and many more. Consult the Certification Matrix for supported platforms. Finally, it is Application-centric. It weaves security into applications as opposed to bolting it on, promising unprecedented efficiencies and ROI.
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