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The following is intended to outline our general 
product direction. It is intended for information 
purposes only, and may not be incorporated into any 
contract. It is not a commitment to deliver any 
material, code, or functionality, and should not be 
relied upon in making purchasing decisions.
The development, release, and timing of any 
features or functionality described for Oracle’s 
products remains at the sole discretion of Oracle.



Top Challenges for Enterprise IT Managers
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73%
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Consistent end-to-end application and 
service performance guarantees

Unplanned infrastructure changes 
resulting in incidents and downtime

Unanticipated infrastructure effects from 
consolidation & new application projects

Misconfiguration of network objects

First-class application management is critical to IT and business effectiveness

Source: Forrester Research, Top Five Challenges For Enterprise IT Infrastructure Managers — And How To Resolve Them, Thomas Mendel, March 2005



Oracle Strategy – Top-Down Application Management

• Discovery & mapping of application services, business services and business processes
• End-user Experience Mgmt and App Diagnostics (Application Performance Management)
• Business-centric Monitoring, Service Level Mgmt, Transaction Mgmt. and Reports

• Middleware Management 
• Database Management
• Server/OS Management
• Storage Management
• Network Management

• Testing, Provisioning, Patching
• Incident & Problem Management
• Availability & Performance Mgmt
• Change, Config & Release Mgmt
• Access, Usage & Compliance

Management of application 
operational lifecycle

Management of underlying 
IT components (stack)

Management of services 
offered to business users

Key Differentiator
Integrated, end-to-end management of business services, applications and application infrastructure
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Requirements for 
Improving IT Operations



Requirements for Improving IT 
Operations

• Reduce human error and eliminate manual 
involvement in provisioning and patching

• Prevent security vulnerabilities

• Maintain configurations across enterprise without 
significant investment in time and resources

• Ensure compliance as government regulation
increase

• Minimize/eliminate downtime due to infrastructure 
changes



Provisioning, Patching & Configuration 
Management Continuum

Level 0

Level 1

Level 2

Level 3

• Manually track 
(spreadsheets) 
deployments and 
configurations

• Edit configuration files 
directly

• Install, patch software 
manually

• Managed store for 
current configurations

• Facility to view & modify 
configurations from 
administrator views

• Identify software installed 
from admin console

• Capability to patch & 
rollout changes from 
admin views

• Enterprise-wide 
configuration stores 

• Understand relationships 
among configuration 
items

• Compare configurations 
• Track configuration 

changes over time
• Automate installation of 

multi-tier deployments
• Automate provisioning 

(patch, clone, migrate) 
across distributed 
environment

• ITIL process 
standardization

• Workflow-based Change 
Management

• Integration with Service 
Desks

• Ensure compliance with 
government and business 
standards

Increasing automation



Oracle Capabilities

Level 3

Level 0

Level 1

Level 2

• MAS managed 
middleware 
components

• EM Fusion 
Middleware 
Control

• EM 
Configuration 
Mgmt Pack

• EM 
Provisioning 
Pack

• Model ITIL 
processes

• Siebel 
HelpDesk 
Integration

• 11g Change 
Management 
capabilities

• Predefined and 
customizable 
policy rules

Increasing automation



Oracle Solution: Level 1

Enterprise Manager Fusion 
Middleware Control Level 0

Level 1

Level 2

Level 3

• MAS 
managed 
middleware 
components

• EM Fusion 
Middleware 
Control

• EM 
Configuration 
Packs

• EM 
Provisioning 
Packs

• Model ITIL 
processes

• Siebel Service 
Desk 
Integrations

• 11g Change 
Management 
capabilities

• Predefined & 
customizable 
policy rules

• Available with Oracle Fusion Middleware out-of-box
• Web-based tool managing single Fusion Middleware Farm
• Post installation configuration
• Group management
• MBean browser
• Centralized software inventory
• Patching wizard



Post Installation Configuration

• Install software binaries once
• Create Application Server instances and their 

components (OC4J, OHS, Web Cache) post installation
• During component creation, define routing relationships 

and join existing group



Group Management

Group 1• Group is a collection of 
manageable entities in a 
Farm

• Manage members of Farm 
as one single logical unit 
for easy administration

• Apply changes group 
configuration and all 
members of group inherit 
same change 
automatically

Group Configuration



MBean Browser

• Available at Farm, OC4J instance, J2EE application levels
• Simplifies MBean management

• View/change attributes
• Invoke operations
• View statistics
• Subscribe to notifications



Centralized Software Inventory

• View software 
installed across 
Farm

• Displays 
instances, 
components, 
versions, patches



Patching Wizard

• Apply patches to Fusion Middleware
• Support for HA patching to minimize/eliminate 

downtime
• Perform prerequisite check prior to applying patch
• Rollback patches
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Demonstration:

Enterprise Manager   
Fusion Middleware Control



Oracle Solution: Level 2

Enterprise Manager 
Grid Control

Level 0

Level 1

Level 2

Level 3

• MAS 
managed 
middleware 
components

• EM Fusion 
Middleware 
Control

• EM 
Configuration 
Packs

• EM 
Provisioning 
Packs

• Model ITIL 
processes

• Siebel Service 
Desk 
Integrations

• 11g Change 
Management 
capabilities

• Predefined & 
customizable 
policy rules

• Configuration collection & analysis
• Topology viewer
• Provision and patch Fusion Middleware through 

Deployment Procedures
• Provision Linux operating system
• Patch Linux, Solaris & Windows operating systems



Configuration Collection & Analysis

Web Cache
Oracle Management Service

Machine 1

CMDB

OC4J

Oracle HTTP Server

Web Cache

Machine 2

OC4J

Oracle HTTP Server

Agent

Agent

Daily 
Collections

• Understand what is installed where by analyzing collected data 
• Search across enterprise for specific configuration data
• Identify differences across machines, middleware installations, middleware 

configurations
• Identify root cause of application performance problems to prior configuration 

change



Sampling of Collected Configuration
Oracle Fusion Middleware Hardware Operating System
Oracle Home (products, 
components, versions, patches)

CPU (speed, vendor, type, 
cache)

Memory (RAM, SWAP)

Sites & Origin Servers IO Devices (vendor, type, 
frequency) File Systems

Virtual Hosts Network Interfaces 
Settings Packages

Disk Subsystem (controller, 
raw diskspace)

Deployed J2EE Applications & 
Modules
JDBC Data Sources & 
Connection Pools

Configuration Files

Ports & Protocols

Kernel Parameters

Environment (shell) 
Variables & Parameters

PatchesJVM Resource Usage Settings



Topology Viewer

• View routing details between components in Farm
• View ports/protocols between components
• Monitor availability and performance



Provision & Patch Fusion Middleware 

• Automate provisioning via Deployment Procedures – predefined 
hierarchical sequence of provisioning and patching steps

• Available procedures include:
• myJ2EECompany

• Additional procedures released via Oracle MetaLink
• Modify procedures with custom steps & scripts
• Automate multi-tier deployments in single execution

• BPEL process

Oracle Homes

Step 1

Step 1a

Step 2

Step 3

Step 3a

Step 3b

Step 1

Step 1a

Step 2

Step 2a

Step 3

Step 3a

Step 3b

Configure

Gold Images

Execute

Source Destination

Patch Cache

• SOA • Patch



SOA Deployment Procedure
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Demonstration:

Configuration Management                          
& SOA Deployment Procedure



Oracle Solution: Level 3

Level 0

Level 1

Level 2

Level 3

• MAS 
managed 
middleware 
components

• EM Fusion 
Middleware 
Control

• EM 
Configuration 
Packs

• EM 
Provisioning 
Packs

• Model ITIL 
processes

• Siebel Service 
Desk 
Integrations

• 11g Change 
Management 
capabilities

• Predefined & 
customizable 
policy rules

• Predefined & customizable policy rules
• Siebel HelpDesk Integration
• Workflow-based change management
• Model ITIL processes



Predefined & Customizable Policy Rules

Web Cache
Oracle Management Service

Machine 1

CMDB

OC4J

Oracle HTTP Server

Web Cache

Machine 2

OC4J

Oracle HTTP Server

Agent

Agent

Daily 
Collections

Predefined Policy 
Rules

User-Defined 
Policy Rules

• Prevent configuration drift with out-of-box and user-defined “best 
practices” 

• Automate assessment of systems, report on deviations and optionally 
take action to bring systems back into compliance

• Gain continuous visibility of compliance posture



Sampling of Out-of-Box Policy Rules

Oracle Fusion Middleware Host 

Web Cache Access Logging Critical Patch Advisories for 
Oracle Homes

Open Ports

HTTP Server Access Logging Insecure Services

HTTP Server SSL Execute Stack

HTTP Server Max Keep Alive Requests NTFS File System

OC4J Password Indirection

Web Cache Dummy Wallet

HTTP Server HostNameLookups



Siebel HelpDesk Integration
• Incident ticket creation

• Automatically/Manually open 
trouble-tickets for EM Alerts

• Customizable Ticket templates
• Tickets compatible with Siebel 

Helpdesk implementation
• Facilitate incident categorization 

and classification
• Incident tracking and resolution 

• In-context launch of Help Desk UI 
from EM 

• Help Desk ticket is synchronized 
with EM alert changes

• Ticket has link to EM for incident 
resolution

Reports

Oracle Grid ControlOracle Grid Control

IT Apps

Siebel HelpDesk ConnectorSiebel HelpDesk Connector



Workflow-based Change Management
• Out-of-box integration & RFC tracking with external Change 

Management Systems
• BPEL-based change workflow for change & approval tracking 
• Change cart rolls out multiple changes under single, scheduled 

downtime
• Comprehensive Change cart analysis for pre-requisites, co-

requisites and impact analysis
• Change validation via Configuration Standard evaluation



Model ITIL Change, Release & 
Configuration Management Processes

CLOSEREVIEWIMPLEMENTAPPROVEASSESSREQUEST

CHANGE

• Change Management
• Create change cart to roll out multiple changes at once
• Integrate with Siebel HelpDesk to initiate requests for change
• Track approval status for requests for change
• Analyze impact of change via topology viewer
• Validate changes by reviewing collected configuration
• Rollback changes
• View and track configuration change history



Model ITIL Change, Release & 
Configuration Management Processes

CLOSEREVIEWIMPLEMENTAPPROVEASSESSREQUEST

CHANGE

DESIGN INSTALLTRAINTESTBUILD VERIFY

RELEASERELEASE

• Release Management
• Maintain validated software configurations in software library
• Deploy software via well-defined procedures



Model ITIL Change, Release & 
Configuration Management Processes

CLOSEREVIEWIMPLEMENTAPPROVEASSESSREQUEST

CHANGE

DESIGN INSTALLTRAINTESTBUILD VERIFY

RELEASERELEASE

CONFIG
AUDIT

UPDATE
RECORDS

BASELINE CHECKIMPACT
REPORT

DEFINITIVE SOFTWARE LIBRARY

CMDB

CONFIGURATION

• Configuration Management
• Automatically discover configuration items across enterprise
• Map dependencies between configuration items
• Track and audit configuration changes
• Automatically assess configuration against best practices
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Summary



Summary

Progress your IT organization to the next level in the 
Provisioning, Patching & Configuration Management 
Continuum by relying on Oracle Enterprise Manager:

• Automate provisioning and patching
• Maintain configurations across enterprise
• Minimize/eliminate downtime due to infrastructure changes
• Model ITIL processes
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Questions & Answers



Thank You

• Please complete evaluation form
• Speaker Name: Nicole Haba
• Session Name:  Improve IT Operations: Automate 

Provisioning, Patching & Managing Configurations of Fusion 
Middleware

• Session Number: 544

• For further questions, contact Nicole Haba at 
nicole.haba@oracle.com






