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Introduction

Shend -

« Nounl. a general direction of
evolutionary change
« Noun2. Current style; vogue
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What’'s Out and What’s In

o Out
— SUV’s
— Second Homes
— CD Players
— Cell Phones
* In
— Public Transportation
— Timeshares
— MP3'’s
— PDA’s

Copyright 2008 Guardian Applications, LLC ™
PPYIGRLERDE Buardan Appieatons home of the OAUG KNowledge Factory *

All Rights Reserved



COLLABORATE(8

Techmology | Applkeationa o0 e 7 .

Innovators 2.5%

L]

Early Adopters 13.5%

Early Majority 34%

1

Late Majority 34%

1

Laggards 16%
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The Trend In IT Security

Competitive Advantage

L]

Risk Management

L]

Compliance

L]

Network Security
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In the Beginning of Security

Entry Point End Point
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Techmology v Applktationa oo b

e Firewalls

e Anti-Virus Software

e Intrusion Detection

e Smart Cards
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oracle applications users group

Performance Records
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Techmology i Appliestions Fom b 7w

& Oracle Applications - Vision

File Edit “iew Folder

Tools Window Help

Interview

Type |Perfurmance

Location !HR-New York

129-DEC-2006

Rating |0utstam:ling

{ Date 29-JUN-2007
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oracle applications users group
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Salary and Merit Information

& Oracle Applications - Vision

File Edit view Folder

Tools Window Help

OGRS P

€ ([ R |

— Previous Proposal

15-JUL 2001

uSsD

e —

2080

1.00000

Date
Currency
Bases/Year

Conversion Rate

Salary Basis
Last “alue
Annual Salary
Converted Salary

Non-Exempt

116.53820
34,399.45600

34,399.45600

— Salary Proposal

15-DEC-2003
1.65000

Change Date
Change “alue

Currency

Mew Walue

Annual Salary

fo
Change % (9.977

Reasaon |

Ranking ”

I Anproved

Mext Review

Ferformance Review
= _

usp
18.18820

37.831.45600

15-DEC-2004

— Grade Salary Limits

Grade IW
Currency ’LISD—
fdin Salary ’W
hax Salary ’W

Comparatio |55-E"34

— Salary Information

Salary Basis ’W
Pay Bagig |Hourly Salary
Bases/Year (2080

~

Proposal Components

[l

Chang
/ “alue
\_ 16500

£
Change % \

0 9.977

Approved
[

\|\

__—

[ =
B
(= | ([

| Performance )
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oracle applications users group Techaology v Applbeations Foom b

Health Records

pecial Information{Martin, Mrs. Fam (Pam))

Infarmation
Mame Exists
ADA Disabilities O =
IADA Disahility Accommodations O

Company Property (|

Disabhilities [ -
Details

Start Date End Date Detail [ ]

I13JUL-2I]I]1 Hearing Problem.27 JAN 2007 APPROVE -

B ) et e e o e o X

= ADA Disahility

Description |Hearing Problem

equested (27-JAN-2007

Staros Approved
Confirmed By |Dr. Phil

Date Confirmed |3I]JUN-2I]I]1

Date Provided |3I]JUN-2I]I]1

Cost [0.00)

L | 4

( ok | [cancel] [ clear ) [ Help |
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oratle applications users gruup Techaology o Applications -

SSN and Marital Status

©% Oracle Applications - Vision

File Edit %iew Folder Tools ‘'Window Help

(FHYPO LIS P 2 BHER L2 BES B2

Sender |F'E""E'|’E 'l Action | |

Fersan Type for Action |
Person Types

|Emplnyee..ﬂpplicant

Prefix ——
| Identification
Suffix |

/
|Emp|uyee / v||32l]
Middle | Social S%Wiw 207 654320

el Employment  Office Details Applicant  Background  REehire Further Mame  Medical

|1E-SEP-1BEE\

Ei
Town \of Birth |M3"d3" ) Status |Married \
Region of Bi |"':"1h Dakota / tionality |ﬂmerican /

Country of Birth B |_ Registered D |"l"|3S - Partially Disabled

Effective Dates
r From [30-AUG-2000 Tol ‘ Latest Start Date |07 -MAR-1999 [ e
|_’- Address | l Ficture | l Assignment | [ Special Info | [ Others. .. )I
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Techmology 1 Applitations

HR and Payroll Data is a Target

* A data security breach is reported
every 3 days
» Computer World
« 50— 70% of the time the security
breach happens on the worksite
» Alexander Hamilton Institute
* 90% of corporate thefts target HR
and Payroll records
» Federal Trade Commission
* 61% of say that data leakage is

the doing of insiders
» McAfee Datagate
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o Social Security Numbers

« Names and Addresses

e Salary and Bonus Information
e Bank Account Numbers

« Tax and Withholding Information \ |

e Medical Information

igh rdi lications, LLC -
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Vulnerability Exposed

Entry Point Application End Point

Production

Non Production
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Emerging Direction of Security

e External to Internal

e Database to Application

 Production to Non Production

e Compliance to Risk Management

e Hardship to Opportunity
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Early Adopters Response to Internal Threats

* |IT and Business teams joined forces

« Inventoried and classified sensitive data

e Determined value of the sensitive data

 Reassessed data collection and storage

e Created privacy policies and procedures
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Audits Reveal VVulnerabilities

e Cloning Production

({

=\

* Apps Password Distribution

e Querying the Database

« Uncontrolled Development & Testing
Environments
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orache applications users grou|

Dollars Lost by Incident Type

2005 CSI/FBI Computer Crime and Security Survey

Sabatoge

Fnancial Fraud

Laptop Theft

Denial of Service . 50 |\/|I||IOI’]
3 40 Million
Unauthorized Access g 130 MI||IOI"I
; W 20 Million
virus @ 10 Million
0 5 10 15 20 25 30 35 40 5| WO
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New Technologies

 Begin secure coding practices

e Encryption for data at rest

e Encryption for data in transit

e Table Truncate Routines

o Data Masking/Scrambling

Copyright 2008 Guardian Applications, LLC ﬁ,{ a{ E ﬁ OAUG KND‘W'EdgE Facto r,y 'Iﬁ

All Rights Reserved



COLLABORATE08

Special Considerations in ERP

« Maintain Data Integrity

 Include Value Sets

e Verify Connections

o Salary Tie Out
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Protecting Confidential HR Info

N
Genter [Female+| |

V1 Last ‘ \ Person Type for Action

( First ‘Pam ) ~ Person Types

wwm- / ‘Empluyee.ﬂpplicant

Prefix | ~ ldentification //
o i ‘ ‘Empluyee / 'Hm
Middle |

wial Security 207634320 & T~ Gender Action S
Last \

)
) XT Person Type for Action
Employment ~ Office Details Applicant Background Rehire Further Mame Medical Other Benefits First [0

Person Types
| Tile BXT. ﬂ ‘
i Date [16-SEP-1966 A 40

Employee.Applicant
Town o7 Birth | Mandan Status | Maried

jan af Birth ‘Nurth Dakota

—

Identificatiop>
> Sl | |Emp|uye/ v| |32I]

iddle [XOF
Y, Middle | \ Social Security 326740005

Employment  Office Details  Applicant  Background  Rehire  Further Name ther Benefits

Birth Date [01-JAN-1950 Age [57

Town of Birth |OWLVAB Status |ﬂGNTXGJ
ion of Birth |RMG.JJ BOTEMN Natianality |EBELVKFA
i United States Registtred Disabled |X0Q - UAUNJQWKP

ationality ‘ﬂmerican

|_ Registered Disabled

Country of Birth
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—anrache iFFquIlirrn. Users group Techmology Applications Ovacie

Accurate Statement of Earnings

Pernod Stan Pariod End FPayment Date Check Mumbaer Period Start Feriod End -F'aymem Date Check Murnber
(24 .DEC.Z001 30.DEC.Z001 [paaAanzZODZ | 10401, HACHA [24-DEC-2001 30-DEC-2001 [p40ANZ2002 | [10401, NACHA
Federal Filing Status Fed Allowances State Federal Filing Status Fed Allowances State
[Single [2 Singls | [Single 2 Singl
( EARMINGS [ EARMIMGS
Description Hours Armount Yoar To Date Description Hours Arrourt Year To Date
[Regular Wages | 40.00 | 720.00 | 72000 = |Regular Wages [ 4000 9119.22 | 9119.22 ~
| — | — |
i I I I I I
[ [ I I I I
[ [ I I I I
! j - I I I I ~
| Year To Datel [ Year To Date
Gross Bay: | 720.00 | 720.00 Gross Pay | 9119.22 | 9119.22
Pre-Tax Deductions | 37.06 I A7.06 Pre-Tax Deductions | 469.39 | 469.39
Tax Deductions | 194 .63 , 194 .63 Tax Deductions | 2465.10 I Z465.10
Otther Deductions | 1.3 1.34 Other Deductions | 1697 | 16.97
MET PAY | 486,97 | 486.97 MET Pay | 6167.76 | 6167.76
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Techmology v Applktationa oo b 7o Oracle

—soracle application users group

Correct Salary History Calcs

POIGERAOP A NDNER LDIOG BEIE T

Change Date Review Date Reaszan Approved Currency Code  ||Previous Change % Actual
[16DEC2003 | | w usD 19.83000 139000 701 (2122000
31DEC2002 | | w usD 19.26000 0.57000 296 |19.83000
Jotuanzo0z | | v usD 18.00000 1.26000 7.0 19.26000
07-MAR-1999 | | ™7 uSD | | | 1800000

| 0 | | 1t |

L e |

€D ER DO/ G  BIER &2

PO TH8S P

J Change Date Review Date Reason Approved Currency Code | Previous Change % Actual

[16DEC2003 | | “ \usp 251.15855 117.60516 701 |268.76371 |
[31DEC2002 | | ™ usp 243.93916 7.21938 296  [251.15855 |
jo14uaNz002 | | s [uspD 227 98053 15.95864 7.0 243.93916 |
Jlo7maR1999 | | " lusp | | | 227 98053 |
|| | | - | | | | | [

A

igh rdi lications, ™
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oracle applications users group ol Applbeations Fowm |

Bank Bank Branch

Marme Em Name ‘B.N.P. de Ternes
Alternate Mame | Alternate Name ‘B.N.P. de la place des Ternes
Number 12345 Numbsr (09676
_ Type |OTHER
RFC Identifier j
Institution | Bank - EDI D Number Bank Branch
Description | oeation Narme (TG Marne |E|-N-P- de Ternes
liestn G ’7 EFT Murnber W [r] Alternate Name | Alternate Name [B.M.P. de la place des Ternes
BIC [BNABFRPPTRE Mumber (12345 Number 09876
| Address - _ Type [OTHER
RFCidentifier |
Cauntry ‘Flance Ingtitution |Bank - E
Address 6, Place des Ternes State ‘ Descrigtion | EDI Location |
\ County | Inactive On EFT Mumber 40212432 il
‘ Postal Code 75008 _ [ nddress ] BIC |[LHREMZDIZTI
‘ v
City ‘Paris Alternate Country France
Province ‘ Address Address |6, Place des Temes State |
‘ County |
( Transmission Details | [ I Bank Accounts ) } Postal Code 75008
’ City ‘Paris Alternate ‘
Pravince ‘ Address
( Transmission Details | I I Bank Accounts )
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Bank Accounts

COLLABORATEOS
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Banca Commerciale ltaliana

Bank Mame

XA X

Branch Mame Commerciale,FILIALE CINECI

|~Bank Accounts

Vision Operations

Operating Unit
g TEST BANK ACCOUNT

feme
Account Uge |Internal -
(Rt 1234567843

USsD

Receivables 0.

Account Contact  Account Halder

Agency Location Code

Alternate Name ‘

Account Type

IBAN |

Inactive On
Check Digits

Payahles Cptio...

I

Mare Receivahl...

5L Account

Description

Cash ||]1-11I]ﬁ1|]l]4]l]l]l]-l]l]l]

|Operatiuns-FaciIities Resources-Mi

Cash Clearing

Bank Charges

Bank Errors

Confirmed Receipts

Future Dated Payment

( Payables Documents | I

Bank Codes )
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on Operati

Bank Name

Banca Commerciale Italiana

e o XA X

Branch Name |Commerciale,FILIALE CINECT

—Bank Accounts

Operating Unit

Vision Operations

EST BANK ACCOUNT

|Interna|

cocount Use

Number (8433296540

usD

Account Contact

Account Holder

Receivables O...

Apgency Location Code

Altemnate Name
Account Type
IBAN

Inactive On
Check Digits

I

[

More Receivabl...  Payahles Optio..

[V -

Cash

Cash Clearing
Bank Charges
Bank Erors
Confirmed Receipts

Future Dated Payment

GL Account

Description

|I]1-11I]-ﬁ1l]l]-l]l]l]l]-l]l]l]

|0peratiuns-FaciIities Resources-Mi

Operations-No Department-Future

( Payables Documents

| I Bank Codes
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True Risk Management Requires a
Layered Approach

Production

Non Production
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Greatest Motivation for Changes IT
Security Practices

* 56% - Compliance with
Regulations

 47/% - Privacy and
Personal Data Protection

e 41% Meeting Busines

Objectives

rést & Young Global Information Security Survey 2006
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Techmology Applieation § o

Beyond Compliance - Risk Management

 Risk Management is a
continuous process

e Transitions corporation from
reactive to proactive
approach

* Provides more complete
evaluations of opportunities

e Allows better decision
making

 Helps manage executive
expectations

- dian Applicat ~
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The Early Adopters are also the Best in Class

Best in Class:

Protected sensitive data from
Internal threats

Protected sensitive data from
external threats

Increased the percentage of
sensitive data being protected

Saw a decrease in data
breaches in last year

Copyright 2008 Guardian Applications, LLC

Figure 1: Attending to Data Use

60% -
50% -
40% A
30% -
20% -
10% A
0%

OLaggards

43%

0%

Protecting Sensitve Data
B Industry Norm

OBestin Class

0% 0% 3%
|

53%

0% 0%

47%

Don't Know

Don't Measure  76% to 95%

96% to 100%

The Aberdeen Group May 2007

All Rights Reserved

home of the OAUG KNowledge Factory :‘




cofiABonglﬁgﬁ

Techmology o Applleationa oo br

The Most Trusted Industries Make Privacy a Priority

e Healthcare

e Consumer Product Companies

 Banks & Brokerages

» Ponemon Institute’s Most Trusted
Companies 2007

Copyright 2008 Guardian Applications, LLC ™~
epyTignt 2008 Guaidian Appleations home of the OAUG KNnowledge Factory *

All Rights Reserved



COLLABORATEOS

Best in Class Gain Competitive
Advantage

Understand confidential data is
a business asset

Experience improved decision
making

See Risk Management as a
way to protect brand image

Report that Risk Management
enhances reputation

Find that Risk Management
Increases appeal for job
candidates
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The Trend In IT Security

Competitive Advantage

L]

Risk Management

L]

Compliance

L]

Network Security
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Conclusion

 Oracle HR and Payroll data is a target

« Take inventory of security risks

 Don't be afraid to spend money on
technology

 Don't let sensitive data out of the
building

« Remember you can be the best in class
and take the competitive advantage
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Christopher Carriero
President

Guardian Applications

612-379-0228
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