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Lucidity Consulting Group LP was formed by a group of senior managers, primarily from
Arthur Andersen and Ernst and Young, who saw an opportunity in the marketplace to
shed the overhead associated with their respective “Big 4” firms and deliver high quality
consulting services to mid- market companies at a much more aggressive price point.
Lucidity has grown at a measured but controlled pace (currently employing over 75
consultants) and is now considered one of the premier providers of Oracle related
consulting services in the central US.

Lucidity is a full-service consulting firm with expertise in enterprise resource planning,
customer relationship management, business process redesign, human capital
management, supply chain management and advanced technology. Lucidity provides
clients a full-service consulting approach that combines a unique blend of practical
industry knowledge with strong project management skills and a thorough understanding

of business processes and technology.

Oracle Relationship
Lucidity works exclusively with Oracle products and has achieved Oracle’s highest partner
status. Lucidity was named Oracle’s “Partner of the Year” in 2002, 2006 and 2007. We
specialize in the entire Oracle Applications Suite, JD Edwards Hyperion and Demantra and
provide deep business process and Oracle applications implementation experience in a cost-
effective manner. Lucidity has earned recognition from Oracle Corporation as being among
the select few to attain the “Certified Advantage Partner” status. Oracle only awards this
recognition to firms with proven track records or successful implementations and highly
satisfied clients.
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Introduction:

This white paper contains information for implementing Oracle’s Identity management using
external authentication plug-in. The topics covered will show how to install and integrate Oracle
Identity Management with a standard LDAP directory using External Authentication Plug-In. Also,
we will show how to configure directory integration services using LDAP directory as the source
of the truth, and how to integrate and setup provisioning of user information between LDAP
directory, Oracle Internet Directory and E-Business Suite.

Novell eDirectory will be used as an example but the solution can be implemented with Microsoft
Active Directory or other LDAP directories.

Overview:

Implementing Single Sign-On (SSO) functionality for the E-Business Suite allows organizations to
share one user definition throughout multiple parts of their enterprise. Typically, the common user
definition is stored in a Lightweight Directory Access Protocol (LDAP) repository such as Novell
eDirectory, Microsoft Active Directory or Oracle Internet Directory. If the passwords are stored in
third-party LDAP directory such as Novell eDirectory, then Oracle Internet Directory can be
configured to use an external authentication plug-in that authenticates users against the third-
party directory server.

In this configuration, the Oracle Single Sign-On server, the third-party single sign-on server, and
the partner application form a chain of trust. The Oracle Single Sign-On server delegates
authentication to the third-party single sign-on server, becoming essentially a partner application
to it. The E-Business Suite and other Oracle products continue to work only with the Oracle
Single Sign-On server, and are unaware of the third-party single sign-on server. Implicitly,
however, they trust the third-party server

Supported Architectures:

The Oracle Identity Management can be implemented in several different ways. The following
supported architecture was utilized for the purpose of this discussion.

Oracle Application Server 10g must be installed in a separate ORACLE_HOME on an existing
application tier node or on a stand-alone server with access to Oracle E-Business 11i database.

Supported Architecture

Type of Integration with E-Business Suite SSO and OID

Users are authenticated by External third-party LDAP directory such as
Novell eDirectory

Master source-of-truth for user information External third-party LDAP directory such as
Novell eDirectory

Direction of synchronization of user From third-party user repository to OID

information with external directory

Method for initial population of user From third-party user repository to OID to

information in OID and Release 11i Release 11i

From third-party user repository to OID,
independently in Release 11i, then link on first
sign-on with link-on-the-fly

Method for ongoing updates to user From third-party user repository to OID to
information Release 11i
Exhibit 1
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The following assumptions have been made:

Component Name Version
Oracle E-Business Suite Release 11.5.10.2
Oracle Single Sign-On Release 10.1.4.0.1
Oracle Internet Directory 10.1.4.0.1
Oracle SSO/OID Admin Name orcladmin
Operating System SuSE Linux 9
Novell eDirectory 8.7.3.9
Exhibit 2

Overview of High Level Tasks:

e Install OracleAS Identity Management Infrastructure 10g in a separate ORACLE_HOME.
» Register E-Business Suite with OID and SSO.
e Synchronize Novell eDircetory with OID and SSO.

¢ Enable authentication using External Plug-In.
Installation Tasks:

» Install Oracle Application Server 10g (10.1.4.0.1)
» Install OracleAS Identity Management Infrastructure 10g in a separate
ORACLE_HOME
» On the Install screen, choose Oracle Application Server Infrastructure 10g.
* Next choose Identity Management and Metadata Repository.
* Next choose components - Oracle Internet Directory and Single-Sign-On.

‘1&1 Oracle Universal Installer: Select a Product to Install }—H”

Select a Product to Install

T Oracle ldentity Federation 10g

COracle |ldentity Federation is a standalone, standards-based federated identity management solution enabling
enterprises to form trusted relationships acrozs disparate security domains quickly and securely.

® Oracle Application Server Infrastructure 10g

This option installs Identity Management services and Metadata Repository for Oracle Application Server
Middle-Tier Zervers. Thiz selection includes an option to create a new Oracle Internet Directory, Included
components are Oracle Database, Oracle Internet Directory, Oracle Application Server Single Sigh-0n, Oracle
Application Server Certificate Authority and others.

Product Languages... |

Help j Installed Products. .. jl Back | Mext ) Install Cancel |
oORACLE

Exhibit 3
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"4 COracle Universal Installer: Select Installation Type

T — e

Select Installation Type
Oracle Application Server Infrastructure 10g 10.1.4.0.1

What type of installation do wou want?
® |dentity Management and Metadata Repository (4.01CE)

Thiz option installs and configures [dentity Management services {Oracle Internet Directory, Single Sign-0n,
Delegated Administration Service, Directory Integration Platform, and Certificate Authority) and an Gracle
10.1.0.5.0 databasze containing the Oracle Application Server Metadata Repository. (Requires 1024 bME RAM
configured on your machineg) FI;%

T ldentity Managerment (1.2EGCE)
Thiz option installs and configures [dentity Management services {see abowe for component list). To
configure Oracle Internet Directory or Certificate Authority, vou need an existing Oracle Application Server
Metadata Repository: (Requires 1024 MEB RAM configured on your machine)

T Meatadata Repository (4.01CE)
Thiz option installs a new Gracle 10.1.0.5.0 database containing the Oracle Application Server Metadata
Fepozitory, This Repositary can be used by Oracle Application Server instances andfor [dentity Management
services. (Requires 1024 ME RAM configured on your machine)

Help i) Installed Procucts. . ) Back ) _ Inistall 1 Cancel )
OoORACLE
Exhibit 4

“4 Oracle Universal Installer: Select Configuration Options —ﬂ

Select C%nfiguration Options

Select the components that you would like to configure and automatically start at the end of the
installation.

Oracle Application Server Metadata Repository is alwaws configured.

If wou wwant to use an existing Oracle Internet Directory, then do not select it below:. The installer will
then prompt wou to enter the lacation of the existing Cracle Internet Directory

Lovailable Components: Crescription @
¥ | Oracle Application Server Metadata Repository | Configures Oracle Application Server Metacdats
= |Oracle HTTP Server Ser\fe-s static and dynamic Welb content. |
¥ | Oracle Application Server Cantainers for |2EE Funs Enterprize Java applications. |
W | Cracle Internet Directory Canfigures an LDAP server for identity and se-ii .
[ne EOracIe Application Server Single Sign-0n Canfigures a directory—enahled single sign—ar*;
W | Cracle application Server Delegated Administr... | Provides web-hased identity and security adr‘i
[ | Cracle Directory Intearation Platform Enables directory ssmchronization and user arn
[ iOracIe Application Server Certificate Autharity (.. | Creates and manages security certificates. ?
& e E—

Help JI Installed Pracucts... JI ) o i, Imstall )  Cancel JI

Exhibit 5
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¢,q| Oracle Universal Installer: Specify Namespace in Internet Directory

Specify Namespace in Internet Directory

Specifv a location, or namespace, in Cracle Internet Directory to contain users, groups, and ldentity:
Management policies, This namespace will be the default Identity Management Eealm.

® Suggested Mamespace:  |dc=pecousa,de=com |

I Custom Mamespace: | |

Example: dc=acme,dc=com

Help ) Installed Prociucts... JI Back N |rstall ] Cancel )
oORACLE
Exhibit 6

‘-..d Cracle Universal Installer: Specify Database Configuration Options

Specify Database Configuration Options

— Database Maming —— ————— — e
A Global Database Mame, typicallhy of the form "name. domain”, unigquely identifies an Oracle
database. In addition, each datalzase is referenced by at least one Oracle System Identifier (5100, |
Specifyv the Clobal Database MName*and 510 for this database. |

31D infraci |

Glokal Datakhase Mame: |infradb.pecuusa.com

~— Database Character Set —————— —
The number of language groups to be stored determine which database character set to use, Seg |
"Help" for the definition of language groups. For the Unicode database character set, select "Lnicode

|Standard UTF-8 ALZ2UTFE"

Select Database Character set; ;Unicode standard UTF-8 ALZ2UTFS v]

L

— Database File Location — =
:Use the file systemn for database storage. For best database organization and performance, Oracle
recammends installing database files and Oracle software on separate disks.

i Specify Database File Location: i,fhome;nraas,fnradataj Erowse. ..
Help ) Installed Procucts... ) Back M - Install Cancel |
ORACLE
Exhibit 7
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“u# Oracle Universal Installer: Specify Instance Name and ias_admin Password )—H

Specify Instance Name and ias_admin Password

Al Oracle Application Server Infrastructure instances installed on a host must hawve unigue names. The
hostname and domain name of the host are appended ta the instance name.

Each Oracle Application Server Infrastructure instance has its own password, regardless of which user
performed the installation. Passwords are not shared across instances, ewen if the instances werea

installed bbw the same user.

The password must hawve a minimum of 5 alphanumeric characters, maximum 20 characters, and at
least one of the characters must be a numkber.

Administrator Username: ias_admin

Instance Rame: lidentity

ias_admin Password: !mnmmm

Canfirm Passward: imnmmm
Help ] Installed Products. .. j Back I Mlext J Install 1 Cancel )
ORACL

Exhibit 8

".:;ﬂ_ Oracle Universal Installer: Specify Database Schema Passwords

Specify Database Schema Passwords

The Starter Diatabase contains pre-loaded schemas, most of which hawve passwords that will expire
and be locked at the end of installation. After the installation is complete, sou must unlock and set new
passwords far those accounts sou wish 10 use. Schemas used for the database management and post—
install functions are left unlocked, and passwoards for these accounts will not expire. Specify the

passwords for these accounts.

— 7 Use different passwords for these accounts

DESMMEP ]
G 5"

— W Use the sarme password for all the accounts —

| ;User Mame |Enter Fassword ICanirm Fassword |_l:J
| [5vs 0
I SYSTEM

i ST AR

|

[rreers |

| Enter Password: !******* Canfirm Password:
Help _,.' Installed Products. .. J Baclk I Mext J [nstall i Cancel j
ORACLE
Exhibit 9
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& Oracle Universal Installer: Summary l—ﬁw

Summary
Oracle Ap::: lication Server Infrastructure 10g 10.1.4.0.1

—Oracle Advanced Security 10.1.0.2 .0

—Oracle Apache Modules 10.1.2. 1.0

—oracle Application Server Certificate Authority 10.1.4.0.1

—oracle Application Server High awvailability components (BE, AFC, DE) 10.1.2.1.0
—oracle Application server Infrastructure 10g 10.1.4.0.1

—Oracle Application Server Infrastructure Dialogs 10.1.4.0.1
—racle Application Server Instance 10.1.4.0.1

—oracle Application Server Instance Dialog 10.1.4.0.1

—Oracle Application Server Management and Integration 10.1.4.0.1
—oracle Application Server Eepository AP 10.1.4.0.1

—oracle Application Ferver Zingle Sign ©n 10.1.4.0.1

—Oracle Application Server Single Sign On Registration 10.1.4.0.1
—Oracle Application Server Single Sign ©On Server 10.1.4.0.1
—oracle Application Server U Configuration 2.2.20.0.0

Help JI Installed Products. .. ) Back J [slent

¥

=
ot |

Cancel ]

OoORACLE

Exhibit 10

Configure and Register E-Business with OID and SSO:

» Verify if the installation was successful by logging into the OID and SSO
* http://<host_name>:7777/oiddas
* http://<host_name>:7777/pls/sso
* Prepare the E-Business Suite for integration with OID:
* ATG RUP 4 or above
* SSO 10g integration patch
» Other possible patches: 5502871, 5589902
»  Choose Provisioning profile
¢ One way Provisioning from OID to E-Business Suite
e Provisioning Attributes from OID to E-Business Suite
¢ Provisioning Events: Creation, Modification and Deletion
e OID Attributes ¢ FND_USER table in E-Business Suite

« UID ¢ USER_NAME
« DESCRIPTION ¢ DESCRIPTION
«  MAIL ¢ EMAIL_ADDRESS

¢ Register E-Business Suite with SSO and OID
* $FND_TOP/11.5.0/admin/template>
e txkrun.pl -script=SetSSOReg -provtmp=ProvOIDToApps.tmp
e Profile Options
¢ Applications w/SSO (APPS_SSO)
SSWA w/SSO
e Applications SSO Login Types (APPS_SSO_LOCAL_LOGIN)
Local, SSO or Both
* Login with Single Sign-On
* http://<host_name>:port/oa_servlets/AppsLogin
*  Login for Local authentication
e http://<host_name>:port/OA_HTML/AppsLocalLogin.jsp
¢ Any new user created in OID will be provisioned in E-Business Suite.
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¢ Existing user accounts will be connected via Link-on-the-Fly using GUID.
Synchronize Novell eDirectory with OID and SSO — Configuration:

» Configure Synchronization from Novell eDirectory ¢ OID
* Oracle Internet Directory
* Realm: cn=users, dc=pecousa, dc=com
» Host: oracleapldev.pecousa.com
e Novell eDirectory
 Tree: PECO_TEST
Object Context: Peco
Admin Name: Admin
Admin Context: O=Peco
Ldap clear text: 389
eDirectory Host: 192.168.10.100
»  Verify connectivity
» Connect to eDirectory
¢ Idapbind -h 192.168.10.100 —h 389 -D "ch=admin,o=peco" —p *****
e Connectto OID
e |dapbind -h oracleapldev -p 13060 -D "cn=orcladmin" -p *****
¢ Create Synchronization Profiles
« Create a new Import profile to import users from eDirectory to OID
* Use dipassistant and expressconfig option to create the Import profile
« dipassistant expressconfig -h oracleapldev -p 13060 -3rdpartyds
eDirectory -configset 1
«  Verify created profile:
e Login to Oracle Directory Manager
e Server Management ¢ Integration Server ¢ Configuration Set 1
¢ On the right side, you should see eDirectorylmport

« Disable/Enable created profile using command line

» dipassistant modifyprofile -profile eDirectorylmport -host oracleapldev -port
13060 -dn cn=orcladmin -passwd *****
odip.profile.mapfile=30RACLE_HOME/Idap/odi/conf/eDirectorylmport.map
odip.profile.status=DISABLE

¢ dipassistant modifyprofile -profile eDirectorylmport -host oracleapldev -port
13060 -dn cn=orcladmin -passwd *****
odip.profile.mapfile=$0RACLE_HOME/Idap/odi/conf/eDirectorylmport.map
odip.profile.status=ENABLE
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B, Credentials |

User: |Drc|admin & .

Password: Jrasnias
— I Server: [Dracleapldenr ] EE
Gl dCle Port: |13080

Interfiet Directory  SSLEnabled
i
Help _ Login I Cancel j
Copyright (23 1928, 2006, Oracle. All rights reserved.

Exhibit 11

# D 9o 2MT Yy DN ®

“9
fi

SO orarle Internet Dirertary Servers
é—agurcladmin@uracleap ldew 12060

Ty Access Control Managermef

> ¥ attribute Lniqueness Managerre . B P

| Audit Log Managerment .

T-lEChange Log Management

| Entry Management ‘

Gt Garbage Caollection Managerment i
B Passwurd Folicy Management ,"
E-S Password Yerifier Management

5 Plug-in Managerment

fE=| Replication Management
E‘Schema Management
fServer Management

-6 Server Chaining Management

Exhibit 12
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gement/Integratior

@-ﬁOracle Internet Directory Servers
é&urcladmin@uracleap ldew 12060

i Access Control Management

g Iintegration Connectars

|Cc|nneclc|r Mame

&> E"’.5"=',-A11rit:lule Unigueness Manageme

41| Audit Log Management EXPORT DISAELE
mlm Change Log Managernent 24 eDirectoryExp EXPORT DISAELE
- Ertry Managernert 24 TaggedExpon EXPORT DISAELE
#lE Carhage Collertion Managernent =4 LdifExport EXFORT DISABLE
E>E=|Passwird Policy Managernent E5:OrHEIEHR RN IMPORT BIEARLE
E>-G% Passward Verifler Management &4 ArtheChaimp IMPORT DIEABLE
BE5Plug-in Management @9 OpenlDAPImAD IMPORT DISABLE
2= Replication Managemeant 24 eDirectandmp IMPORT DISABLE
@ Schema Management 28 Taggedimpor IMPORT DISABLE
§iiserver Management EE Idifirmport IMPORT DISABLE

55 Directory Server EH  IplanetExport EXFORT DISABLE

£E Replication Server E3 ActiveExport EXFORT DISABLE
%Imegraﬂon Server Ed  Activelrmport IMPORT DISABELE
BlConfiguration Setl Ed OpenldapExport EXFORT DISABLE

@& Server Chaining Management 23 Iplanetimpoart IMFORT DISABLE

grearel ﬂj DElEIEI Befresh)

Exhibit13

Synchronize Novell eDirectory with OID and SSO - Provision Users:

» Once the Import profile has been enabled, create a new user in Novell eDirectory
*  The new user will show up in OID and eventually in E-Business Suite
» For the existing users from Novell eDirectory to show up in OID and E-Business, use
bootstrap option of dipassistant
¢ dipassistant bootstrap -profile |_eDirectorylmport -host oracleapldev -port 13060
-dn cn=orcladmin -passwd *****

Synchronize Novell eDirectory with OID and SSO - Verify User:
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3 (orcladmin) Provisioning Console - Users - Microsoft Internet Explorer

Fle Edt Yiew Favorites Tools Help i
@Eack -9 \ﬂ @ o /f'sﬁrch ('ﬂ"'{'Favnr\tEs & - :;‘, = - E_','} i@ F'g 3\3}"
address [ €] hitp:foracleap! dev.pecousa.com: 777 Fjoiddasfuijorar gesiUsersearch v Bse ks 7 @snear B B
O Norton 360 =1 &5 Options ~
@&
Frovisloning Gansoly &) B 2)
Locout Realm Management Help
Home | My Profile 0TTECSC0 Ml Configuration
Users | Groups | Senices | Applications
Logged in as orcladmin
Users
Search | |(E2) Advanced Search Provisioning Search
Search is conducted over attributes listed below.
Wiew ) (_Edit ) (_Privileges ) | Delete | ( Uniock ) ( Enable ) ( Disable ) | [ Create ) ( Bulk ) avio| 'm blext 25 =
Select|User ID |Email Address [First Name Last Name Job Tite Work Phone JLocked Enabled
@  aarhei HEINE v
@ admin admin o
©  admin_oid arcladmin orcladmin orcladmin v
O adrdel DeLeon v
©  albtam tamayo v
O allwal walker v
©  anggan gonzales v
©  anhmei rnei v
O annhop hopkins v
©  anothertest Test v
©  ashhar barham v
©  ashken kendrick v
©  asuzam zam v
©  beros Ross v >
&] Done & Internet

Exhibit 14
Enable Authentication using External Plug-In:

« Drop and re-create External Authentication Plug-In for eDirectory

» Create a new user testid with password as edirpass in eDirectory

» The user will be created in OID

e Set password manually in OID as oidpass

»  Verify with I[dapbind that you can connect as the new user to OID with oidpass as
password

* set the adwhencompare and adwhenbind profiles to DISABLE —

» delete adwhencompare and delete adwhenbind

*  $ORACLE_HOME/Idap/admin/oidspediri.sh

*  Check that the two plug-ins are enabled.

»  Stop and start the OIDLDAPD instances

» Retry the Idapbind as testid user with oidpass as password. It should now fail
because the plug-in is enabled.

¢ Retry the Idapbind, but substitute the eDirectory password for the OID password.
If this works, test the user can logon to oiddas and that they can display their
profile.
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I oracle Directory Manager Qi

Eile

G-EﬁOracle Internet Directory Servers
é&orﬁadmin@oracleap ldew 12060

Edit

iFAccess Control Management
Attribute Unigueness Manage
Hu| Auddit Log Management
Change Log Management
@Entr\x Management

> Password Folicy Management

2 Plug-in Management

—i&oidexplg_compare_iplanet

—iEoidexplg_compare_edir_mi
%Eoidexplg_compare_ad
HEis oidexplg_kind_openidap
HEs oidexplg_kind_iplanet
—iaoidexplg_bind_edirector\x
His nidexplg_bind_edir_min
5 nidexplg_bind_ad
Replication Management
ﬁ‘Schema Management

£ ,?:,?Garbage Collection Manageme|
% Passward Yerifier Management (|8

—iaoidexplg_compare_openlda : :

BfsMandatory Properties

W Plug-in Enable

W Plug-in Is Replacement

Plug-in Marne:
Plug-in Type; | operational |
Plug-in Kind: [Ja\."a ']

Plug-in LDAP Operation [Idapcompare v]

Plug-in Timing: [When 'J

=3 oracle Directory Manag

oHIg Oracle Internet Directory Servers

orcladmin@oracleapldew. 12060
Arcess Control Management
I Artribiute Unigueness Manage

al|Audit Log Management
Change Loa Management
@] Entry Management

= Garbage Collection Manageme
Passwnrd Policyw Management

ZPlug-in Management

S oidexplg_compare_iplanet

& oidexplg_compare_edir_mi
Eoidexplg_compare_ad

Eoidexplg_bind_openldap
5 oidexplg_kind_iplanet
Boidexplg_bind_edirectory

5 oidexplg_kind_edir_min

S Password Verifier Managemeni |8

Eoidexplg_compare_openlda 58

B oidexplg_bind_ad
E@Repll[a(mn Management
e Schema Managernent

G ZServer Management

5 Optional Properties

[ Plug-in Class Reload Enabled

Plug-in “ersion:

Plug-in Subscriber DR List: cn=users,dc=pecousa,dc=com

| Browse

Plug=-in Attribute List userpassworad

Browse | -

Sl
Plug-in Result Code: l

Plug-in Entry Properties

|(! &(objectclass=orcindsobjecti{objectclass=orcluser.  Browse

Browse
Browse

Plug-in Reguest Sroup: |

Flug-in Binary Flex Field: |

- Flex Fields

| Flex Field walue
hast.domain. com

| Flex Field PMame

Exhibit 16
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I oracte Directory Manager Qi e N s

%mmbule Uniqueness Manage

[

lf Audit Log Management
T—EChange Log Management
®-F|Entry Management

-2 Carbage Collection Manageme
> Password Folicy Management
-G8 Password Yerifier Managemen

=

=5 Plug-in Management

—iEoidexplg_compare_iplanet
—iEoidexplg_compare_edirect
—iEoidexplg_compare_edir_mi
—iEoidexplg_compare_ad
—iEoidexplg_bmd_openldap
HEs oidexplg_kind_iplanet

—iEoidexplg_bmd_edir_min

—iEDidexplg_compare_openlda 2

—isoidexplg_bmd_ad
E@ Feplication Management
—ﬁ% Schema Management

1]

g5 Mandatary Properties

Plug-in Marme:

‘?}3 Delete 9

[+ Plug-in Enahle

W Plug-in |5 Replacement

ORACLE

Plug-in Type: [operational

Plug-in Kind: [Java

Plug-in LDAP Cperation: {1dapbind

Plug-in Timing: Iwhen

File

ration Help

mAccess Control Management

B2 antribute Unigqueness Manage

3>

2l Audit Log Management

T—EChange Log Management
=G| Entry Managerment

@& Garbage Collection Manageme
> Passwnrd Policy Management

Egie Password Yerifier Managemen

B

Plug-in Management

—isoidexplg,compare,iplanet
—isoidexplg_compare_edirect
HEis oidexplg _compare_edir_mi
—iEDidexplg_[nmpare_ad
ﬁsoidexplg_bmd_openldap
HEs nidexplg _bind_iplanet

HES oiclexpla_kind_edir_min
isoidexplg_bmd_ad

—ﬁs oidexplg_compare_openida |8

@& Replication Managerment
—i‘ schema Management

1]

Plug-in ¥ersion:

Flug-in Result Code: l

Flug-in Entry Properties:

Plug-in Subscriber DR List:

Plug-in Aftribute List:

Exhibit 17

It Optional Properties

[ Plug-in Class Reload Enabled

&3 oracle Directory Manager D el

Edit

ch=users,dc=pecousa,dc=com

| Browse

Erowse

|(! (&iphjectclass=orcindsobject)iohjectclass=orcluser  Browse

Plug-in Reguest Group: |

Browse

Plug-in Binary Flax Field: |

-~ Flex Fields

Browse

| Flex Field Name | Flex Field value

host.domain.com

e

o

Exhibit 18
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2 Sign In - Microsoft Internet Explorer LEX
Fle Edt bWew Favortes Toos Help &
A A e e > B = o]
- 4 ) . )~ - B .
Qex - () \ﬂ \g] (0| JIseath Goravores €8 (- { @ B ey
#cdress 41 http: fjoracleapl dev. pecousa.com: 7777 jssofpages/login jspTsitezpstoretoken=y1 4~72723BAC~BEEDEOT00T 1 LATO942F 1 524DBB37DC L 67A2T4CSERE00AEBATE31 BBEDSTR2008D60422F 4 v | [l G0 Liks ™ ¢ @ snaak B i

O Morton 360 (=] Nofrauddetecied; = Options +

ORACLE Ildentity Management
PECO_TEST eDir - DEVL Instance

(7]

Enter your Single Sign-On user name and password to sign in,

Usger Name 1urcladmm ‘

Fassword |esasees \

Unauthorized use of this site is prohibited and may subject you to civil and criminal prosecution
Capyright @ 1939, 2006 Oracle. Al rights ressrved

€] Done

& Internet

Exhibit 19

Summary

v Discussed installation tasks for Oracle Identity Management in to an existing 11i
environment.

Discussed how to register OID and SSO with E-Business Suite.

Discussed how to synchronize Novell eDirectory with OID/SSO and E-Business Suite.
Discussed how to enable authentication using external plug-in.

ANRNEN
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