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Summary

Oracle's Enterprise User Security allows database users to authenticated using a central, LDAP compliant, repository.   Enterprise User Security (EUS) also allows user privileges (authorizations) to be controlled from a central repository. These capabilities allow users to maintain a single set of database credentials for all databases, giving them a single username, single password, and single point of control.  This document provides an overview of Enterprise User Security and some things to consider as  you move from managing uses separately in each database to managing users centrally. 
Enterprise User Security Overview


By default, Oracle Databases store user account information within the database (in SYS.USER$). Each database has its own user table, each entry is managed separately from every other. This means that a user with accounts in 10 different databases could have 10 different login names and 10 different passwords. Obviously, as the number of databases in an organization increases the issue of managing these different user identities becomes more and more difficult.

Oracle 8i introduced the capability to store user information in a centralized directory. The initial implementation of centralized database user management relied upon x.509 certificates – centrally managed users had to have a digital certificate in order to authenticate (back in 1998 most of us were certain that the use of passwords for authentication was on its way out – now, ten years later, password authentication is still the most commonly used method of authentication). Oracle 9i introduced the capability to authenticate centrally managed users with passwords, and Oracle 10g added the option of using Kerberos to authenticate centrally managed users. 
This paper will concentrate on Enterprise User Security implementation using passwords – this is still the most common implementation for EUS. When an Enterprise User authenticates to a database using a password, here’s what happens:

The database checks DBA_USERS to see if the user name exists within the database local user table. If it does, the password is checked against the local data store and either succeeds or fails based upon that test

If the user name DOES NOT exist in the local data store, the database checks to see if the system is configured for Enterprise User Security. If so, a call is made to the directory service to see if the username exists within the directory. If the user name DOES exist within the directory, the database verifies that a valid mapping (more about mappings later in this paper) exists between the user name and a database schema. 
If a valid mapping DOES exist, the database retrieves the password verifier for the user (this is a pre-hashed copy of the password stored within the LDAP directory) and checks this password verifier against the password that was submitted during login

In Oracle 9i and Oracle 9i release 2, EUS passwords were stored in the directory using the same proprietary Oracle password hashing algorithm used to store passwords in the database.  Starting with Oracle 10g the database began checking passwords using one of the non-proprietary standard hashing algorithms (MD4, MD5 or SHA1). Another change that happened in Oracle 10g is the transport mechanism between the database and the directory. Both 9i and 10g use SSL to communicate between the database and directory, but 9i used mutually-authenticated SSL (also referred to as Type-3) and 10g switched to non-authenticated/encryption-only SSL (Type-1). This change in 10g meant that configuring Enterprise User Security was no longer an exercise in configuring certificates and SSL.
As a result of these changes, configuring Enterprise User Security in Oracle 10g and 11g has become much easier, and the number of options for using non-Oracle LDAP directories has increased greatly. Currently, the choices include:

Oracle Internet Directory using certificate authentication

Oracle Internet Directory using password authentication

Oracle Internet Directory using synchronization with Microsoft Active Directory or Sun Java Directory Server and password authentication

Oracle Internet Directory using server-chaining to Microsoft Active Directory and Kerberos authentication

Oracle Internet Directory using server-chaining to Sun Java Directory Server and password authentication

Oracle Virtual Directory virtualizing Microsoft Active Directory and password authentication

Oracle Virtual Directory virtualizing Microsoft Active Directory and Kerberos authentication

Oracle Virtual Directory virtualizaing Sun Java Directory Server and password authentication

Oracle Virtual Directory virtualizing Oracle Internet Directory and password authentication

Oracle Virtual Directory virtualizing Oracle Internet Directory and certificate authentication
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Figure 1: Choosing a Directory Service
Each of these options requires slightly different setup, each has its advantages and disadvantages. Covering all the different nuances in these options would make this paper a book, so we will be concentrating on the most basic setup – option 2 – Oracle Internet Directory using password authentication.
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Figure 2: Enterprise User Management
Licensing Enterprise User Security


Before you configure Enterprise User Security make sure you have a version of the database that can support it. Oracle 8i and higher, and it must be the Enterprise edition (Enterprise User Security – Enterprise Edition Database). Standard edition will not work.

Oracle no longer considers Enterprise User Security a separately licensable database option (in Oracle 8i and Oracle 9i Release 1 EUS was part of the Advanced Security Option. Starting with Oracle 9iRelease 2 EUS moves under the umbrella of the Enterprise Edition database and the only thing that requires a license is the Oracle Directory Service (this includes both Oracle Internet Directory and Oracle Virtual Directory so you will be covered for any of the architecture options listed above). 
Oracle Internet Directory (OID) Installation


OID is fairly straightforward to install if you take the defaults.  It can be downloaded at http://www.oracle.com/technology/software/products/ias/htdocs/101401.html

If you download all of the CD's for Oracle Identity Management Infrastructure and Oracle Identity Federation' you will get a database along with the other tools you need to get OID up and running.  It is not recommended that you try to put the database from OID and the application server that manages it especially if you have a firewall between the different servers you would be running each piece on.  Attempts to do this by the author resulted in undocumented ports be discovered that were required to be open for OID to function properly.


Installation is very straight forward and if the defaults are taken there are not a lot of decisions that have to be made to get the product installed and functioning.  Once the installation is finished there will be an HTTP server installed that will allow you access into OIDDAS for directory user and permission administration.   OID supporting applications can be controlled by using the opmnctl utility.  This utility is located at $ORACLE_HOME/opmn/bin and is not in the default path.  Some useful commands are:

opmnctl status

opmnctl stopall

opmnctl startall

Configuring your database for Enterprise User Security


The first step in configuring your database for Enterprise User Security is to let the database know where the directory service is. You do this by creating an LDAP.ORA file in $ORACLE_HOME/network/admin. This file looks like this:
DIRECTORY_SERVERS= (oidserver1:389:636)

DEFAULT_ADMIN_CONTEXT = "dc=company,dc=com"

DIRECTORY_SERVER_TYPE = OID

The easiest way to create the LDAP.ORA is using the Oracle Net Configuration Assistant.
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Figure 3: Network Configuration Assistant
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Figure 4: Select the directory type
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Figure 5: Select the directory context
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Figure 6: Supply directory details
Once you have created the ldap.ora file, the next step is to register the database. Registering a database does several things:

Creates a directory entry for the database and assign that entry a randomly-generated password

Creates an Oracle Wallet in $ORACLE_BASE/admin/$ORACLE_SID/wallet and insert the distinguished name and password for the entry created above. (for 11g databases DBCA will fail to create the cwallet.sso file - see metalink note 458095.1 to correct the error)
Sets the database initialization parameter LDAP_DIRECTORY_ACCESS to “PASSWORD”
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Figure 7: DBCA - configure database options
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Figure 8:DBCA - Select the database
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Figure 9: DBCA - supply directory credentials
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Figure 10: Confirm your selection
Once the registration has completed you can view the contents of the wallet with:

mkstore -wrl $ORACLE_BASE/admin/$ORACLE_SID/wallet -viewEntry ORACLE.SECURITY.DN 

mkstore -wrl $ORACLE_BASE/admin/$ORACLE_SID/wallet -viewEntry ORACLE.SECURITY.PASSWORD
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Figure 11: Validate wallet contents
Test to ensure that your database can make a successful connection to the Internet Directory using:

ldapbind -h iamlinux.lowenthal.vm -p 636 -U 1  -O "auth" -Y DIGEST-MD5            

-W "file:/oracle/admin/iamdb/wallet" -P manager9                        

-D "cn=iamdb,cn=OracleContext,dc=lowenthal,dc=vm" -w "yzgV1Qw7"
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Figure 12: Test SASL bind to directory
If you do not get “sasl bind successful” then you need to check the SSL configuration for the database
Don’t forget that for 11g databases you will need to manually create the cwallet.sso file 

cd $ORACLE_BASE/admin/$ORACLE_SID/wallet

orapki wallet create -wallet . -auto_login -pwd <wallet password>

Once your database is successfully registered and you’ve validate that it can connect to the directory, you are now ready to begin to configure Enterprise Users.

Configuring Enterprise Users


In most cases, a user is synonymous with a schema. With Enterprise Users, we separate the concept of schema and user.  The schema still appears in the database as a user object, but it is now a global user. To create a schema for use in EUS:

create user ldapuser identified globally as ‘’;

or you can alter an existing schema to become an enterprise schema:

alter user kyleb identified globally as ‘’;

Configuring Enterprise Users introduces more choices. Oracle 9i added the concept of Shared Schemas to the database. You can map a single enterprise user to a dedicated schema, or you can allow multiple users to share the same schema.

Dedicated Schemas

To map a global schema to a dedicated user within the directory, you create or alter the schema so that it is identified globally as the distinguished name of the directory user.

create user ldapasmith identified globally as 'cn=andrew smith,ou=us,ou=ad-oid_users,dc=lowenthal,dc=vm';
Using Enterprise Manager Database Control:
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Figure 13: Creating a Dedicated Schema
You can also alter an existing schema to map it to the directory user:
alter user kyleb identified globally as 'cn=kyle brokaw,cn=users,dc=Lowenthal,dc=vm';

when the enterprise user connect to the database, they will use their directory user ID and password:
connect kyle/Ab321@iamdb

Note that unlike pre-11g database passwords, directory passwords are always case sensitive.
Shared Schemas

The downside of dedicated schemas is that you need a schema for every directory user. This gives you the advantage of having a single username/password for all database schemas mapped to the directory, but means that you haven’t really reduced your use account management workload by all that much.
Shared Schemas allow you to do all user management within the directory.  To create an enterprise shared schema or modify an existing schema to become an enterprise shared schema use:

create user ldapuser identified globally as '';

or :

alter user kyleb identified globally as '';

With shared schemas you need to map directory objects to the schema. To do this you will use a new tool, Enterprise Security Manager.

Note: Enterprise Security Manager (ESM) installs 
with the database server or client $ORACLE_HOME in Oracle 9i 
only with the database client $ORACLE_HOME in Oracle 10g
only as part of Database Control in Oracle 11g.  In Database Control, the Enterprise Security Manager link does not appear unless the ldap.ora exists before database control is started
A brief discussion of our test-case directory structure:
The Oracle Internet Directory we used for this test case contains multiple organizational units (an organizational unit is a virtual container of other directory objects). In this case, we have the following organizational units:

AD_OID_users (users who have been synchronized from Microsoft Active Directory (MAD) to Oracle Internet Directory (OID) using the Directory Integration Platform, and whose passwords have also been synchronized from Active Directory into Internet Directory using the Password Filter) – all have login names like “asmith, bsmith, csmith, etc).

OID_AD_users (users who will be synchronized from OID to MAD) – all have login names like ajones, bjones, cjones, etc

AD_OID_groups – LDAP groups that have been synchronized from MAD into OID. These are groups like “countries”, “departments”, “employees”, and “locations”
groups – LDAP groups created in OID – same as in AD_OID_Groups, but with names like hr_countries – these groups contain the groups from AD_OID_Groups as nested groups. So hr_countries contains countries, hr_locations contains locations, etc. 
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Figure 14: User Directory Structure
Now that that’s out of the way, let’s put this directory structure to work for us. The first thing we’re going to do is map all users in the directory (regardless of their location within the directory) to a default shared schema in the database. In other words, we’re going to map any user under dc=Lowenthal,dc=com to the shared schema “ldapuser”. We created “ldapuser” with this command:

create user ldapuser identified globally as '';

we could have done the same thing using Enterprise Manager by just not mapping the user to an x500 distinguished name.
Open Enterprise Security Manager (remember, this utility appears in different places depending on your database version). Select the Server tab and then click “Enterprise User Security”
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Figure 15: Database Control ESM
Login to Oracle Internet Directory through ESM. You must log in as someone with directory privileges to write to the database entry you are going to edit. 
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Figure 16: Supply Directory Credentials
Select the Manage Database option. 
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Figure 17: Select Manage Databases
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Figure 18: Choose which database to configure
Select the User – Schema Mappings tab and click “Create”
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Figure 19: Create schema mappings
Click “Subtree” and the flashlight to search for the dc=lowenthal,dc=vm  subtree.
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Figure 20: Initial Mapping screen
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Figure 21: Select the directory object
Click the flashlight next to the Schema field to select the database global user. You may have to log into the database if you have not already done so. Select the user you wish to map and click “Select” [image: image22.png]—
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Figure 22: Select database global user
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Figure 23: Review the mapping and save
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Figure 24: Overview of configured mappings
The mapping we just created using Enterprise Security Manager is stored in the directory as a mapping object underneath the database registration.
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Figure 25: Mapping directory object
So now we are ready to log into the database. Remember that we’ve already created a dedicated enterprise user (asmith) – dedicated users override shared schema mappings so that if we attempt to connect as asmith we’ll still be mapped to the ldapasmith user:
SQL> connect asmith/oracle1

Connected.

SQL> show user

USER is "LDAPASMITH"

If we attempt to connect as bsmith (from the same organizational unit within the directory):  
SQL> connect bsmith/oracle1

ERROR:

ORA-01045: user LDAPUSER lacks CREATE SESSION privilege; logon denied

Warning: You are no longer connected to ORACLE.
We are unable to connect because we have not granted create session privileges to the user (creating the user ldapasmith through Enterprise Manager automatically gave the user the connect role). We could grant privileges directly to the shared schema (ldapuser) but doing so means that ALL users in the directory (everyone under dc=lowenthal,dc=vm) would have the privilege. That is rarely what we want to do, so we will now introduce the concept of enterprise roles. An enterprise role is a role that is declared within the directory. Database privileges are granted to Global roles (within the database). Global roles are mapped to Enterprise Roles (within the directory). Directory users or groups are added to enterprise roles.
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Figure 26: Relationship of database privileges to enterprise roles
First – create the global role in the database and grant it the privileges appropriate for the role:

SQL> create role globalconnect identified globally;

Role created.

SQL> grant create session to globalconnect;

Grant succeeded.

SQL> grant select on hr.employees to globalconnect;

Grant succeeded.

Next, create the enterprise role in the directory (using Enterprise Security Manager). Select Manage Enterprise Domains.
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Figure 27: Select Manage Enterprise Domain
Select the appropriate domain (usually just Default) and click Configure
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Figure 28: Configure the domain
Select the Enterprise Roles tab and click “Create.”
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Figure 29: Create an Enterprise Role
Name your enterprise role (I like to preface the name with “enterprise” so that I can easily tell what the purpose of the object is) and select the appropriate database global role. Notice that a single enterprise role can be mapped to MANY database global roles in MANY different databases. Designing the appropriate role structure is one of the hardest tasks in implementing Enterprise User Security – not from a technical standpoint (as you can see, that’s pretty easy) but from the business standpoint of figuring out which privileges should belong to which roles.

[image: image30.png]Loaged as orcladmin

Oracle Internet Directory Login > Enterprise User Security > Manage Enterprise Domains > ({2205 S8

Create Enterprise Role : enterpriseconnect

Cancel) (Continue
=Name prterpriseconnect

n enterprie dorain contains 2610 or more enterprise roles, which are containers of 2610 or more database dobal oles. Enterprise roles
may be granted to enterprise users and roups. At database login, the dobal roles n granted enterpris roles are enabled for an
enterpris user List the enterprise roles for which are present For the domain

DB Global Roles | _Grantees

lobal oles are special roles that can be granted to enterpriss roles. Global roles can be added orly from the databases, which are part
oF the domain

Add
Remove
seect | select tone

Select Name Patabase
O cosaLcommect iamdb





Figure 30: Map Enterprise Role to Global Role(s)
Now add users or LDAP groups to the enterprise role. Select the Grantees tab and click “Add.” Select the users you wish to add to the role. You could also choose to add groups of users rather than selecting individual users.
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Figure 31: Add users/groups to Enterprise Role
Click “Select” and then “Continue” to complete the creation of the enterprise role. In Internet Directory you have just created:
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Figure 32: Enterprise Role Directory Object
When we try to login as the user bsmith now:

SQL> connect bsmith/oracle1

Connected.

SQL> show user

USER is "LDAPUSER"

SQL> select * from session_roles;

ROLE

------------------------------

DV_PUBLIC

GLOBALCONNECT

The mapping of dc=lowenthal,dc=vm gave us our schema (ldapuser). The membership of bsmith in the enterprise role enterpriseconnect which mapped to the database global role globalconnect gave us our session role.

Let’s try one more mapping. This time we will map the directory subtree ou=us,ou=AD-OID_users,dc=lowenthal,dc=vm to the database global user ldapuser2. This container includes the users asmith and bsmith, but not csmith or dsmith.
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Figure 33: Create additional user mappings
Now let’s try connecting as our three different use cases:
SQL> connect asmith/oracle1

Connected.

SQL> show user

USER is "LDAPASMITH"

SQL> connect bsmith/oracle1

Connected.

SQL> show user

USER is "LDAPUSER2"

SQL> connect csmith/oracle1

Connected.

SQL> show user

USER is "LDAPUSER"

Dedicated schema mappings are always evaluated first – so although asmith is part of the same directory subtree as bsmith the dedicated mapping to ldapasmith was used. After that the directory mappings are checked and the deepest level applicable mapping is used – since ldapuser2 was mapped to a deeper section of the tree containing bsmith, the ldapuser2 mapping was selected over the ldapuser mapping.

Monitoring Enterprise Users
As you’ve seen, in a database configured for enterprise user security the show user command returns the schema name rather than the username. Instead of “show user” you should use:

SQL> select sys_context('userenv','enterprise_identity') from dual;

SYS_CONTEXT('USERENV','ENTERPRISE_IDENTITY')

----------------------------------------------------------------------

cn=barry smith,ou=us,ou=ad-oid_users,dc=lowenthal,dc=vm

When auditing enterprise users, the aud$ column comment$text will contain the distinguished name of the directory user:

SQL> select userid, user$guid,comment$text from aud$;

USERID

------------------------------

USER$GUID

------------------------------

COMMENT$TEXT

----------------------------------------------------------------------

LDAPUSER2
1CB3C23C0CA320CFE040A8C024D60CC1

Authenticated by: DIRECTORY PASSWORD;EXTERNAL NAME: cn=barry smith,ou=us,ou=ad-oid_users,dc=lowenthal,dc=vm
The user$guid can be used to locate the directory user even if the distinguished name changes due to a directory reorganization:
ldapsearch –h oidserver -D cn=orcladmin -w manager9 -s sub -b dc=lowenthal,dc=vm orclguid=1CB3C23C0CA320CFE040A8C024D60CC1
OID Domains


Within Enterprise Security Manager databases can be assigned to different domains.  This allows, for example, a test domain to have the same enterprise role names but different mappings and privileges.
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Figure 34: Working with non-default domains


Figure 34 shows that each database is registered within a domain.  Each domain maps database schemas to OID user names.  Database Global Roles are mapped to OID enterprise roles, and OID users are then assigned to enterprise roles.  

Oracle Internet Directory Password Policies


One problem that can occur after a database has been registered with the directory is with password policies.  If password policies are applied to the entire directory, instead of just to users within the realm,  the policy will apply to databases as well as users.  This means that if you turn on a password policy that requires all users to change their password upon next logon, databases will have to change their password upon next logon as well.  If you use DBCA to register the database, then OID will require the database to change its password the next time it tries to login because the user setting up the database within OID is not the same as the user created for the database.  The database cannot do this and so the attempted logon fails.  


Password expiration can also affect users adversely if the databases password expires.  To authenticate a user the database logs into OID and then looks up the username and does a compare on the password.  If the database cannot login to OID because of a password expiration policy then users will not be able to authenticate to the database.  Version 10.1.4.1 of OID allows password policies to be applied at any level within a directory.  They can pertain to a single user or to a container within the tree.  When applied to a container the policy is applied to the container and all children of that container.  For example if a password policy was applied at the level cn=Users,dc=mycompany,dc=com then the policy would apply sub entries and branches under that level.  The TOP objectclass in version 10.1.4.1 includes the attribute pwdpolicysubentry which points to a password policy to apply to a OID entry and its children.  In versions prior to 10.1.4.1 passwords could only be defined at the realm level.
Setting up Password Policies


Password policies can be applied at any level of the directory in version 10.1.4.1 or 
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Figure 35: Internet Directory Password Policies
at the realm level in prior versions.  Applying a password polcy at an object level requires the object to be edited and the pwdpolicysubentry attribute to be updated with the location of the password policy that applies to the object and its children (see Figure 36).
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Figure 36: Setting the applicable password policy
Creating OID Users

While any directory entry can be manually created via ldapadd, Oracle provides a interface that makes it easy to manage users within the directory.  The default url for this interface is http://localhost:7777/oiddas.
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Figure 37: Oracle Delegate Administration Service
NOTE: Roles listed in OIDDAS are not the same as the roles listed within the Enterprise Security Manager utility.
Automated User Provisioning


A very useful feature Oracle Internet Directory supports is the ability to subscribe to events that occur within the directory.  This feature requires that the Oracle Directory Integration and Provisioning Server is installed as part of OID or as a standalone server.   Once installed applications must use the Provisioning Subscription Tool to create a provisioning profile within OID, register their application within OID and then setup Oracle Provisioning service rules that identify default, mandatory and other application attributes that are required.  


Directory Events can be subscribed in C, Java or PL/SQL  and can be either one way or two way interfaces.   Applications can subscribe to events such as when a user, entry, identity, group, subscription, or subscriber is added, modified or deleted.
Enterprise Integration


Oracle provides the ability to synchronize (both one way and two way) with other LDAP compliant servers such as Microsoft Active Directory (MAD) , Sun Java Directory Server (SJDS), Novell e-Directory and OpenLDAP.  Synchronization is accomplished through the use of integration profiles.  The OID installation comes with some default profiles that can be used to map the structure of different types of directories into OID.   They reside in $ORACLE_HOME/ldap/odi/conf.   The dipassisant tool that Oracle provides uses these profiles to configure the synchronization between OID and other directories.  Automated configuration can be accomplished by scripts provided in $ORACLE_HOME/ldap/odi/admin.  For Active Directory synchronization can be setup using the adprofilecfg.sh script and supplying -oidport <portnum> as startup arguments.

The default Active Directory mapping that Oracle provides maps the cn attribute directly across.  Active Directory maps a users full name to the cn attribute.  Sometimes this can be a problem if your company requires something different.  The mapping files can be modified however and any attribute can be mapped into another one.

Replication


High availability for OID is supported by either using LDAP to LDAP replication or by replicating the databases which LDAP stores information in.  To have two nodes actively updating data at the same time and replicating those changes between themselves database replication is required. 

The easiest way to setup replication is by choosing the replication options when installing OID.  Figure 38 shows how OID can be synchronized and replicated to give a highly available, integrated environment to fit the needs of most enterprise class environments.
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Figure 38: Directory High Availability Options


Metalink article 267153.1 gives a great step by step guide on how to setup 2-way synchronization between OID and Active Directory. 
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