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-- -- -- 

ABSTRACT:

-- -- -- 

The morning you wake up to a 'data breach' is not a good time to start thinking about ways to protect your critical database information systems. This session is designed to guide you through current and pending privacy regulations and the safeguards necessary for compliance. It will also help you prepare a battle plan for avoiding a data breach. 

-- -- -- 

Objectives: 

-- -- -- 

Objective 1:  

Defining the “Problem” - Horror Stories, Fines, Fictions & Business Closure Facts

Objective 2: 

Security vulnerabilities and Utility Issues in your RDBMS databases

Objective 3: 

Various approaches for auditing, monitoring, reporting with specifics on 'Alerting' techniques
-- -- -- 

Outline: 

-- -- -- 

I. Defining the “Problem” - Horror Stories, Fines, Fictions & Business Closure Facts 

II. Current and pending privacy regulation/requirements review 

III. Common database auditing, monitoring & reporting requirements for compliance from the field 

IV. Database Security Mechanisms: Authentication, Authorities, Privileges, Roles 

V. Security vulnerabilities and Utility Issues in your RDBMS databases 

VI. Various approaches for auditing, monitoring, reporting & specifics on 'Alerting' techniques 

VII. Oracle Auditing options 

VIII. Pulling It All Together - 10 Questions to ask DBA’s, Managers, Auditors & IT Security folks

-- -- -- 

Resources: 

-- -- -- 

A Chronology of Data Breaches - Posted April 20, 2005 - Updated December 16, 2007
30% of disclosures involve educational institutions; 30%, governmental or military agencies; 18%, general business; (11%, health care facilities or companies; and 11%, banking, credit or financial services entities)
http://www.privacyrights.org/ar/ChronDataBreaches.htm
Safeguarding Taxpayer Data:
http://www.irs.gov/pub/irs-pdf/p4557.pdf
Safeguarding Against and Responding to the Breach of Personally Identifiable Information OFFICE OF MANAGEMENT AND BUDGET May 22, 2007 

http://www.whitehouse.gov/omb/memoranda/fy2007/m07-16.pdf
2007 Disclosures of U.S. Data Incidents (At least 35 incidents have been disclosed, potentially affecting more than 57.7 million individuals)

http://www.vontu.com/uploadedfiles/global/Ponemon-Cost-of-a-Data-Breach-2007.pdf
2006 Disclosures of U.S. Data Incidents (At least 148 incidents have been disclosed, potentially affecting nearly 9.3 million individuals)
http://www.securestate.com/PDFs/2006%20breaches%20as%20of%203-15-06.pdf
2005 Disclosures of U.S. Data Incidents (At least 152 incidents have been disclosed, potentially affecting more than 57.7 million individuals)
http://www.modularsecurity.com/news-events/news/2005-data-disclosure.pdf
More information on state laws is available from the National Conference of State Legislatures. For more information see:

http://www.ncsl.org/programs/lis/cip/priv/breach.htm
Organizations such as the Privacy Rights Clearinghouse track and publish information on data breaches. For more information see:

www.privacyrights.org/ar/chrondatabreaches.htm
Visit Alexander Kopac’s Blog:

www.database-brothers.com/blog/AlexanderKopac.php
-- -- -- 

What is your database exposure; what RDBMS databases engines do you use?

-- -- -- 

·   Oracle

·   DB2 z/OS

·   DB2 LUW 

·   MS SQL Server

·   Sybase

·   MySQL

-- -- -- 

What operating systems do you use?
-- -- -- 

·   Linux

·   AIX

·   Windows

·   Solaris
·   z/OS

-- -- -- 

How are your databases used?
-- -- -- 

· Online transaction processing (OLTP) 

· Data Warehouse (DW) 

· OLTP cursed with long running dynamic queries

-- -- -- 

Defining the “Problem” - Horror Stories, Fines, Fictions & Business Closure Facts

-- -- -- 

Did You Complain to United States Federal Trade Commission (FTC) during 2007?
·  The Federal Trade Commission reported that identity theft for the seventh year in a row ranked as the highest of all the complaints from consumers. From January-December 2007 more than 259,427 (32% of total 813,899) consumer complaints were for identity theft.
http://www.ftc.gov/opa/2008/02/fraud.shtm
-- -- -- 

Are you involved in these “Headlines”?
-- -- -- 

Source:
http://www.consumeraffairs.com/news04/2006/data_theft_index.html
• Data Thieves Hit Georgetown University Students, Faculty
• 800,000 Job Seekers At Risk In Gap Data Breach
• TJX Data Breach Settlement Has Strings Attached
• Connecticut Sues Accenture Over Lost Data
• Hackers Steal Information On 6.3 Million Ameritrade Customers
• Chronic Data Dysfunction at Pfizer
• Courts Rule Against Data Breach Victims
• Data Breaches Endanger NY, CA Retirees
• Pfizer Hit With Second Data Breach In Two Months
• Stolen Laptop Leads To Data Breach At VeriSign
• Contractor Mishandles Private Data on 580,000 Military Personnel
• Pfizer Keeps Data Breach Quiet
• GAO: Data Breaches Frequent, Effects Unknown
• Data Theft Leads To Breach of 2.3 Million Records
• 64,000 Ohio Workers Caught In Data Breach
• IBM Loses Employee Data
• 22,000 Hit In University Of Missouri Data Breach
• TSA Loses Hard Drive With 100,000 Employee Names, Data
• Do Shoppers Shun Stores Hit With Data Breaches? 

• Georgia Agency Loses Data on 2.9 Million Residents
• Data Thieves Hit University of California-San Francisco
• Former Morgan Stanley Employee Arrested On Data Theft Charges
• Census Bureau Admits To Data Breach As ID Theft Levels Climb
• Arrests Made In Stop & Shop Data Breach
• Mysterious Computer Theft Hits Mystery Shopping Company
• Data Thieves Hit Stop & Shop
• Veterans Administration Loses Data on 1.8 Million
• Johns Hopkins Loses Data; Congress Aflutter
• Wisconsin Agency, Printer Tried To Cover Up Data Breach
• Data Breach Hits Canada's Club Monaco
• Nationwide, Aetna Customer Data Stolen
• Consumers Must Act Fast in Data Theft Cases
• Hackers Hit T.J.Maxx, Marshalls
• Congress Takes On Data Security
• Emory Healthcare Laptop Stolen
• Wisconsin Mails Tax Forms With Exposed Social Security Numbers
• Persecution of Immigrant Workers Won't Stop Identity Theft
• Locking Down Your Laptop
• Boeing Loses Laptop with 328,000 Workers' Information
• Massive Data Breach At UCLA Endangers 800,000
• Ameri rise Settles With Regulators Over Laptop Theft
• Laptop Theft Puts Pennsylvania Drivers' Data at Risk
• Kaiser Permanente Laptop Stolen
• GPS Tracking Adds Layer of Security to Laptops
• Michigan Credit Card Mystery Deepens
• ATM, Bank Card Security Getting Worse
• Guidance Software Settles Federal Charges
• Starbucks Data Loss No Laughing Matter
• Perot Systems Walks Off With Indiana Hospital's Patient Data
• Study: Data Breaches Getting More Expensive
• Government Data Losses Widespread, Report Finds
• GE Loses Laptop Left in Hotel Room
• Data Breach Bill Does Little
• Studies Offer Conflicting Views About Data Breaches
• Hackers Make Off With "Second Life" Data
• Facebook Does an About Face
• Chase Trashes Tapes Containing Circuit City Customers' Data
• MySpace Glitch Gives Hackers Teen Data
• AT&T Web Site Hacked; Customer Data Exposed
• Department of Education Site Exposes Data on 21,000 Users
• Stolen Chevron Laptop Contains Data On Thousands Of Workers
• Government Scrambles To Secure Data After Breaches
• Special Agent's Laptop Stolen, Data on Pilots Missing
• HSBC Security Flaw Exposes Millions Of Customers' Data
• VA Loses Data on 26 Million Veterans
• FBI Deal Raises New Questions about ChoicePoint
• Ohio University: Data Breach Central?
• Small Businesses Urged to Lock Down Vital Data
• New York Accuses Gratis Internet of Largest Deliberate Privacy Breach Ever
• TrustedID: New Data Protection Or Just More of the Same?
• Congress Considers "Worst Data Bill Ever"
• New York Plugs Largest Known Internet Privacy Leak
• The "Worst Hack Ever:" Debit Card Security Crisis Continues
• Laptops Containing Verizon Employee Data Are Stolen
• Citibank's Cards Mysteriously Shut Down
• Security Company McAfee Loses Employee Data
• Spam Artist Gets 8 Years for Data Theft
• CardSystems Solutions Settles Federal Charges
• Debit Cards Canceled After Security Breach
• Ameriprise Loses Customer Data
• Data Blunders Cost ChoicePoint $15 Million
• Marriott Loses Data on 206,000 Customers
• Ford Loses Data on 70,000 Workers
• DHL Loses ABN AMRO Customer Data
• DSW Settles FTC Charges
• Consumer Data Stolen from Trans Union
• States Want Congress to Act on Identity Theft, Data Security
• Stopping Identity Theft and Spyware
• Consumers Concerned About Security of Health Records
• Bank of America Loses Customer Data Again
• Blockbuster Abandons Customer Data on NYC Street
• Credit Bureaus Adopt Unified "Data Protection" Standard
• Data Breaches Bad for Business, Study Finds
• Senate Vote on Data Broker Bill Expected This Week
• Airline Passenger Screening Plan Grounded
• REAL ID A Gold Mine for Identity Thieves, Critics Charge
• Data Firms Use Identity Theft Losses To Sell New Products
• Senate Explores Identity Theft Protection
• Data Brokers Not Without Risk, FTC Testifies
• Illinois Passes Privacy Act
• PATRIOT Act Further Empowers ChoicePoint
• NY Considers Tougher Laws
• FTC Partly to Blame For Growing Identity Theft Problem, Groups Charge
• ChoicePoint Not the Only Weak Link in the Data Chain
• Consumer Groups Argue for Stronger ID Theft Protection

-- -- -- 

Are you aware of the so-called “TJX Effect”?

-- -- -- 

Larry Greenemeier "Information Week" August 11, 2007 reports that thieves made off with 45 million customer records at TJX. TJX has spent more than 20 million investigating the breach, notifying customers, paying lawyers, etc. “Legislators are invoking TJX's name to fast track security bills.”

http://www.informationweek.com/news/showArticle.jhtml?articleID=197004939
-- -- -- 

Do you believe in “Finders Keepers – Losers Weepers”?

-- -- -- 

· Reuters published on ZDNET News Jan 18, 2008 reported that a computer tape stored at a facility operated by Iron Mountain containing personal data of 650,000 customers of about 230 retailers including J.C.Penney is missing, was made by credit card issuer GE Money.
· Ingrid Marson of News.com published on ZDNET News Jan 3, 2006 reported that a computer tape with data on 206,000 customers with personal information such as credit card details, social security numbers, etc. from the Marriott Vacation Club International members was missing from a Florida office. 
http://www.news.com/Marriott-loses-data-on-200,000-customers/2100-1029_3-6015768.html

-- -- -- 

Some Oracle DBAs don't apply service packs to their systems? 
-- -- -- 

http://www.sswug.org/columnists/editorial.asp?wdf=02/18/2008&id=1328
Two-Thirds Do Not Apply Service Packs... WHAT?!

(1/16/2008 newsletter)
Stephen Wynkoop

http://www.computerworld.com/action/article.do?command=viewArticleBasic&taxonomyName=business_intelligence&articleId=9057226&taxonomyId=9&intsrc=kc_top
Update: Two-thirds of Oracle DBAs don't apply security patches

Complexity of task makes admins not want to bother
Jaikumar Vijayan 


http://www.computerworld.com/action/article.do?command=viewArticleBasic&articleId=9057226
-- -- -- 

Best Practices Tip:

-- -- -- 

    Keep current with all the latest RDBMS security patches on these URL's:

    
www.oracle.com/technology/deploy/securty/alerts.htm

    
www.microsoft.com/security/

    
http://www-306.ibm.com/software/data/db2/support/db2_9/

-- -- -- 

Here are some statistics from the field for data breach costs and data insecurity:

-- -- -- 

· Average cost per breach $4.8M > $6.3M

· Total cost to the company $182/record

· $197 in 2007 Ponemon Institute study  - *35 Separate Incidents Reviewed 
· Marketing & Customer Support were the most affected groups
· 51% of the time, IT groups were involved 
· 79% of the time, legal groups were involved in response

· 40% of breaches originate with external partners, CONSULTANTS, outsourcers, or contractors

· 90% of breaches were digital in nature

http://www.pgp.com/newsroom/mediareleases/ponemon-us.html

-- -- -- 

What do you do to prevent data breaches and what are the consequences of Data Breaches and Security failures?

-- -- -- 

· Cost 4% of the total breach cost, $180K

· Not all respondents had electronic protections in place

· 70 – 80% of issues come from the inside

· Lost Customers Cost estimating:
· After receiving notification of a breach, 20% of customers terminated their relationship with the company

· 40% were considering terminated their relationship with the company

· How much does an identity (first name, last name, DOB, SSN) cost on the black market?

· $14-18, Symantec Study, fall 2006
-- -- -- 

How are the business requirements for auditing for compliance & security defined?
-- -- -- 
· Regulatory Compliance - a rose by any other name

· Security – Threats from the inside

· Protection of most precious corporate asset

· Auditing is a business requirement

· Identify/Expose material weaknesses

-- -- -- 

How is “Business Speak” for compliance typically defined?
-- -- -- 

· Avoid Headlines

· Avoid FTC Fines

· Avoid Stock Drops

· Avoid Lawsuits and/or Business Closure

· CardSystems, 40M Records, 7/26/2005

· Contracts were terminated by Visa and AMEX; (the company no longer exists)
-- -- -- 

What are some of the common current & pending privacy regulation/requirements review?

-- -- -- 

· The California Security Breach Notification Act (SB 1386)

http://www.sb-1386.com/

· COPPA
· www.coppa.org/comply.htm  

· Gramm-Leach-Bliley (GLBA)
· Gramm-Leach-Bliley Seven Years Later

· http://www.sec.gov/news/speech/2006/spch092106cc.htm
· HIPAA
· Office for Civil Rights - HIPAA - Medical Privacy - National Standards to Protect the Privacy of Personal Health Information

· http://www.hhs.gov/ocr/hipaa/ 

· PCI
· The PCI Security Standards Council is an open global forum for the ongoing development, enhancement, storage, dissemination and implementation of security standards for account data protection.

· The PCI Security Standards Council’s mission is to enhance payment account data security by fostering broad adoption of the PCI Security Standards. The organization was founded by American Express, Discover Financial Services, JCB, MasterCard Worldwide, and Visa International

· https://www.pcisecuritystandards.org/
· Sarbanes-Oxley (SOX)
· Sarbanes-Oxley Rulemaking and Reports - Implementation of Internal Control Reporting Provisions

· http://www.sec.gov/spotlight/sarbanes-oxley.htm
· Basel II

· Basel II: International Convergence of Capital Measurement and Capital Standards: a Revised Framework 
· http://www.bis.org/publ/bcbs107.htm
· Energy Bill of 2005 - Natural Resources Defense Council
· http://www.nrdc.org/policy/legislation.asp?gclid=CIjQ4u6Q4JECFScdOAodfXGifQ
· FDA 21 CFR 11 – 

· Title 21 Code of Federal Regulations (21 CFR Part 11) Electronic Records; Electronic Signatures
· http://www.fda.gov/ora/compliance_ref/part11/
· ISO/IEC 27001
· Information technology -- Security techniques -- Information security management systems -- Requirements

· http://www.iso.org/iso/catalogue_detail?csnumber=42103

· NASD 3010 / 3110
· National Association of Securities Dealers, Inc. (NASD), currently known as Financial Industry Regulatory Authority (FINRA)
· http://esens.unige.ch:8080/savoir/fiches/FT%20e-coffee%20machine%20(annexes)/SECRulesOverview.pdf
· NERC CIP-002-1 through CIP-009-1

· Critical Infrastructure Protection (CIP) standards

· Cyber Security Standards (formerly 1300)

· http://www.nerc.com/~filez/standards/Cyber-Security-Permanent.html
· PCI/DSS

· https://www.pcisecuritystandards.org

· SEC 17 a-4

· http://www.sec.gov/rules/final/34-44992.htm

-- -- -- 

What are the consequences of anonymity?

-- -- -- 

· Kevin McCoy in the USA Today reported that on average 42% of IRS supervisors sampled in the audit certified that they had reviewed security reports showing that their staffers gained access to taxpayer information without authorization.
http://findarticles.com/p/articles/mi_kmusa/is_200607/ai_n16600107

-- -- -- 

What are the common requirements for database auditing, monitoring & reporting requirements for compliance from the field?

-- -- -- 

   How do auditors describe their needs, i.e. “Auditor Speak” = Compliance:
· “Separation of duties” employed

· “Principle of Least Privilege” (POLP) or “Principle of Least Authority/Access” (POLA)

· Full transaction documentation

· Automated notification of irregularities & issues to auditors and security personnel 

· Automated reporting of normal auditing issues to auditors and security personnel
· Ensure that there is “integrity of audit data”:
· Database Integrity
· Reporting Integrity
-- -- -- 

What are some of the typical “Auditors” requirements - “Auditor Speak”? 
-- -- -- 

· Who did what, when, and where from . . .  

· Notification of access to certain tables or columns

· When over/under a certain amount/conditions

· (Even when through a View, Materialized View or Synonym or Alias on a View on View on View)

· Protect the audit data from tampering; 


And prove that it is authentic; audit info needs integrity!
-- -- -- 

What are some signs of “Business Speak”;(who performs compliance for the business)?
-- -- -- 

· IT Department

· Corporate Security Department

· IT should get these players involved:

· Business Managers

· Business Project Sponsors

-- -- -- 

What does IT Want?
-- -- -- 

· Application Reliability
· Application Performance, Performance, Performance...

· Minimal constraints to get job done

-- -- -- 

What is the IT Challenge?
-- -- -- 
· Adequately guard against internal security threats without restricting business... 

-- -- -- 

What is the “Bad News”? 
-- -- -- 

· There’s a lot of different ways to reach same data:
· The User Application itself

· End user query tools

· WebFOCUS, Business Objects, Cognos, Excel, MDAC, etc. 

· Remote connections to the database 

· TOAD, SQL*Plus, CLP, Terminal Services, SSH, etc.

· Direct connections to the database

· TOAD, SQL*Plus, CLP, Terminal Services, SSH, etc.

-- -- -- 

What is the “Good News”?

-- -- -- 

· The data is in one spot – the database.
· This where defense mechanisms should be in place
-- -- -- 

What are the typical attacks from legitimate users?

-- -- -- 

· Users of a database gaining DBA privileges

· Elevation of privileges

· Using functions internal to the database

· Equivalent of local attacks on Unix

· Attacks from employees not granted access

· Disgruntled or curious employees

· Attacks from DBAs & SYSADM /SYSDBA /SuperUsers

-- -- -- 

What do we need to audit?
-- -- -- 

· NEED, Not Want!

· All activity?  

· All “power user” or “super user” activity? 

· Activity against certain tables? 

· Connections and disconnections (odd hours)? 

· DML and DDL and SQL? 

· Grants & Revokes (DCL)?
· Just because you can, doesn’t mean you should
· Let business requirements dictate policies! 
-- -- -- 

Do we need to be monitoring user activity (Privileged User Activity)?
-- -- -- 

· What is a privileged user?  

· How many should you have?

· What can and can’t they do? 

· Should be able to do things within the scope of their job

· Should not be able to view data

· Should not be able to cover own tracks

-- -- -- 

Do we need to be monitoring user Table Access?
-- -- -- 
· Granular or not?
   

INSERT / UPDATE / DELETE / SELECT (DML)
· Limit to sensitive tables only

· Limit to sensitive columns only 

– Even better! 

-- -- -- 

Do we need to monitor user Connections / Disconnections?
-- -- -- 

   Connections / Disconnections
  Auditing all logon and logoff activity   

    Can be used to determine …

· Many invalid logon attempts  (= password guessing)

· Sharing of USERID by different people 



(=userid sharing)

· Accessing database from many machines 

          (=multiple access points)

    Accessing database during non-core business hours

          (=after hours via multiple access points)

-- -- -- 

Do we need to monitor user Data Definition Language – DDL?
-- -- -- 

·   What is Data Definition Language (DDL)? 

· DDL tasks should be scheduled 

· Watching for database structural changes is important!
· Create

Alter


Drop

· After Application is in production and stable!
SQL>  create view alex_emps 




as select a,b,c… from employees ; 

SQL>  create trigger … 




or synonym or materialized view …

-- -- -- 

Do we need to watch for Database Monitoring – The Big Hole?
-- -- -- 

· DBAs are fond of viewing SQL performance for Tuning purposes

· db2 “get snapshot for all on DBNAME”

· db2pd –db DBNAME –dynamic [filename]

· Browse V$ Catalog tables for Statements

· DB2PD operates outside the DB engine and CANNOT be audited - DATA VALUES ARE REVEALED…

-- -- -- 

Do we need to watch for Database Monitoring – The Big Hole?
-- -- --

· DATA VALUES ARE REVEALED WITH UTILITIES SUCH AS EXP, EXPDP & DB2PD

· DATA VALUES SHOULD BE CONCEALED!
-- -- -- 

What is the typical Auditing Workflow?
-- -- --

1) Use SMTP (Simple Mail Transfer Protocol) - Invoke LUW Script

2) Execute Homemade ‘CRONTAB’ Violation Script 
- Salary > 100000

3) View Violation
- E-mail Notification – Act!
-- -- -- 

What is a DB2 LUW Alerting Script Example?
-- -- --

Homegrown Attack Notification Scripting 

DB2 Notification E-mail

    - (SMTP) – CRONTAB Example

db2 "select 'X1X', count(*) from syscat.TRIGGERS " | grep X1X | while read lit mycount

do

  if [[ $mycount -gt 250 ]] then

    print "There are more than 250 TRIGGERS in the DB2 Catalog! " | mail -s "DB2 Alert" alexander_kopac @database-brothers.com

    print "There are $mycount TRIGGERS in the DB2 Catalog "

  else

    print "There are $mycount TRIGGERS in the DB2 Catalog "

  fi

done

db2 "select userid, appname, authid, appid, conntime, stoptime, fetchcount, rowsread, rowswritten, totalsorttime, cputime, sqlcode,'X1X' from S_ADAMS_XYZ900D6_SAMPLE. AUDIT_EMPLOYEE where ((rowsread > 1000) or (fetchcount > 1000) or (rowswritten > 1000)) and (appname not in ('DB2HMON','db2hmon')) order by appname, fetchcount, rowsread desc with ur" | grep X1X | \

while read myuserid myappname myauthid myappid myconntime mystoptime myfetchcount myrowsread myrowswritten mytotalsorttime mycputime  mysqlcode myX1X 

do

  if [[ $myrowsread -gt 1000 ]] then

    print "This is an Expensive SQL stmt " | mail -s "DB2 Alert - Expensive rowsread SQL" alexander_kopac @database-brothers.com

    print "This is an Expensive SQL stmt Greater_than_1000_rowsread with rowsread as $myrowsread "

  fi

  if [[ $myfetchcount -gt 1000 ]] then

    print "This is an Expensive SQL stmt!" | mail -s "DB2 Alert - Expensive fetchcount SQL" alexander_kopac @database-brothers.com

    print "This is an Expensive SQL stmt Greater_than_1000_fetchcount with fetchcount as $myfetchcount "

  fi

  if [[ $myrowswritten -gt 1000 ]] then

    print "This is an Expensive SQL stmt!" | mail -s "DB2 Alert - Expensive rowswritten SQL" alexander_kopac @database-brothers.com

    print "This is an Expensive SQL stmt Greater_than_1000_rowswritten with rowswritten as $myrowswritten "

   else

     print "This is a SECURITY VIOLATION SQL stmt!" | mail -s "DB2 Alert – SECURITY VIOLATION SQL" alexander_kopac @database-brothers.com

     print "This is a SECURITY VIOLATION SQL stmt "

  fi

done

db2 -v "terminate"

exit

-- -- -- 

What is a Oracle LUW Alerting Example ?
-- -- --

Oracle Example …
Oracle Exception Handler
Oracle Fine Grained Audit - Create Policy
begin

DBMS_FGA.ADD_POLICY(

          object_schema   
=> ‘ALEXANDER', 

          object_name     
=> 'EMPLOYEES', 

          policy_name     
=> 'SAL_TOO_HIGH', 

          audit_condition 
=> ‘SALARY > 100000', 

          audit_column    
=> ‘SALARY', 

          enable          
=>  TRUE,  


        handler_schema      => ‘ALEX', 

          handler_module  
=> 'SAL_MODULE', 

          statement_types 
=> 'INSERT, UPDATE');

end;

-- -- -- 

What are the RDBMS Auditing Challenges ?
-- -- --

Five (5) Primary ways to develop audit trails:

· Standard Application Auditing

· Application Level Auditing 

· Database Event Auditing

· Database Trigger Auditing

· External Auditing – 

· Massive file data & structure export

· GRID Computing (IBM’s & Oracle future)

-- -- -- 

What are some of the Auditing Best Practices ?
-- -- --

· Employ a selective auditing approach

· Use database privileges as first line of defense 

· Monitor critical data and empowered users 

· Monitor size of audit table and available space

· Monitor the enabling/disabling of auditing – Drops!

· Use test data in TEST and QA environments

Strive for each audit record to be meaningful! 

-- -- -- 

What is a novel Auditing Best Practice that you should consider ?
-- -- --

· Here’s a novel approach . . . “Design databases with auditing in mind” !

Sample database table with AUDIT some column definitions:

CREATE EMPLOYEE TABLE (

EmployeeId


integer 

not null,

EmployeeAddress

varchar2 (40)
not null,

EmployeeSalary

decimal (7,2) 
not null,

.

.

CreatedUserid

varchar2(128)
not null with default userid,

CreatedTimestamp

TIMESTAMP       
not null with default,

LastUpdatedUserid

VARCHAR2(128)
not null with default userid,

LastUpdatedTimestamp
TIMESTAMP       
not null with default

)

;

Strive for each audit column to be meaningful! 

-- -- -- 

Who knows your companies data the best ?
-- -- --

Who Knows Thy Data:
· Data Analysts 

· Business Process Analysts 

· Application Programmers

· DBAs 
· Data Analysts and DBAs should be the Auditors best friends…!
-- -- -- 

What are some of the more important auditing considerations?
-- -- --

   Minimize auditing “overhead” - nothing is free!
· Know what the overhead is on your system
· Employ selective auditing / Know Thy Data!
· Choose the right auditing architecture for you
· Strive for each audit record to be meaningful!

-- -- -- 

What the some of the typical various vendor auditing based auditing approaches ?

-- -- --

· Network traffic monitoring (aka Network Sniffers)

· Log Recovery Readers 

· Triggers 

· Application Auditing

· Native Database Transaction Auditing

http://en.wikipedia.org/wiki/Packet_sniffer
-- -- -- 

What the some of the benefits/drawbacks of the “Network Traffic Monitor” based auditing approach?

-- -- --

· Misses Server Side access code (SuperUsers)

· (Direct DB connections, PL/SQL code, access through Synonyms or Materialized or simple Views) 
· Your network is encrypted, isn’t it?

· Doesn’t require Database Restart (Impact Customers)
· Misses encrypted network traffic 


(ssh/sshd, native database encryption)
Network sniffing to monitor database activity may provide a low overhead solution, but there is great risk that important audit data will not be captured.  For network sniffing to work, SQL and data must traverse the network unencrypted.  
If a DBA works at a console, there is no network traffic to sniff.  If a DBA uses a secure shell (ssh) terminal to the database server host, as most do, then network traffic will be encrypted and sniffing won’t work.  
IBM and Oracle and now providing FREE network encryption between the database servers and their clients.  
This network traffic encryption should be used to protect data from prying, curious, or malicious eyes.  
Network sniffers can be found on the web for FREE, just Google Network Sniffer.  Etheral installs in about 10 minutes.  
Even though Network Sniffers offer “unobtrusive” or “low overhead”, most organizations we’ve spoken with are dismissing this type of “solution” because of all of the activity that cannot be captured or that could be missed.
-- -- -- 

What the some of the benefits/drawbacks of the “Log Recovery Reader” based auditing approach?

-- -- --

· Database changes are kept in log files

· OS (operating system) platform dependencies 
· RDBMS (Relational Database Management System) platform dependencies 

· Available data usually more limited

· Limited or “No SELECT” (Read) statement auditing

· No HIPAA or PCI Compliance without ACCESS audit trails

-- -- -- 

What the some of the benefits/drawbacks of the “Trigger” based auditing approach ?

-- -- --

· Causes a copy of data to be saved in audit tables upon Insert/Update to defined tables

· Triggers can have high overhead, audit data in tables isn’t “secure” or “hardened” from tampering

· Do you have a process to monitor Trigger Drops & Creates ?

· No SELECT (Read) statement auditing

· No HIPAA or PCI Compliance without ACCESS audit trails

-- -- -- 

What the some of the benefits/drawbacks of the “Application Auditing” based auditing approach?
-- -- --

· May work well if all access is only through the application

· Audit trail is expressed in “application transactions” – not database  

· Does not audit activity outside of the application – Business Objects, MS-Access, Excel, Cognos, ssh/sshd, etc.

-- -- -- 

What the some of the benefits/drawbacks of “Native Database Transaction Auditing” based auditing approach?
-- -- --

· Incrementally, more overhead (CPU) on Database  

· Requires disk space on Database Server (Compression?)  

· Captures ALL database activity per configuration

(Application, SQL*Plus, TOAD, Business Objects, Cognos, Excel, direct connections, etc.)

· Capture database activities by IP Address, Domain Name, Host-Name, Logon-id, Userid

· Should be implemented selectively!

-- -- -- 

What the some of the ways to “Extend the Value of Native Database Auditing” ?

-- -- --

· Automated & Simplified Configuration via Graphical User Interface

· Performance Optimized Audit Data Collection

· Automated Space Management

· Audit Reports – Standard & Custom

· Audit Data Must Be Hardened

· Look for Tamper Evident Seals, Digital Signatures, or other means to make audit data tamper proof !

-- -- -- 

What the some of the ways to “Think Like a Criminal” ?

-- -- --

· Many auditing operations are based on an SQL object called a ‘Trigger”.

· Therefore, a DML statement called ‘Drop Trigger” can disable a Trigger that can bypass these audit operations!

· Example Trigger SQL Syntax:

CREATE OR REPLACE TRIGGER 
EMP_AUDIT_TRGR

AFTER INSERT OR UPDATE OF EMP_SALARY ON EMPLOYEE_TBL

WHEN (EMP_SALARY > 10000)

FOR EACH ROW

BEGIN

   INSERT INTO 
EMP_SALARY_AUDIT 
VALUES

   (:new.EMP_NBR, :new.EMP_NAME, :new.EMP_JOB_TITLE, 

    :new.EMP_MGR_NAME, :new.EMP_SALARY,

    :new.EMP_DEPT_NBR);

END ;

-- -- -- 

What are some of the common database, security & utility vulnerabilities issues” in your databases?

-- -- --

· Buffer Overflows occur in processes listening on default or well known ports via TCP/IP & UDP protocols causing crashes, potential stealing of data 

· Denial of Service - a hacker technique that makes a computer resource unavailable to its intended users
· SQL Injection - a hacker technique using embedded database & SQL tools or web front-ends created by users; a web programming problem 

· Default User Names & Passwords usage coupled with default configurations

· Passwords sometimes exposed in ‘clear text‘ in logs during utility failures 

· Weak Passwords used for privileged accounts

· Large quantities of data on mobile devices – Mass export of data ‘sticks’

· Utilities, Utilities, Utilities . . .  
· Backup, Export, EXPDP, Restore, Import, DB2PD

-- -- -- 

What are some of the common database “Myths” – (Examples):

-- -- --

· Encryption of ‘data at rest’ is enough
· Backups – Tape/DASD/Memory
· Inside the Database

· Indexing SSN‘s and other sensitive columns issue
· The same SSN can be assigned to multiple folks!
· Data at rest is a term that is sometimes used to refer to all data in computer storage while excluding data that is traversing a network or temporarily residing in computer memory to be read or updated. 

· Data at rest can be archival or reference files that are changed rarely or never; (data at rest can also be data that is subject to regular but not constant change).

· Secure Socket Layer or (SSL) implementation is enough
· SSL provides encryption of data ‘on the wire’. 
· Some additional techniques are needed for data encryption that will help protect data “at rest” & in backups. 

-- -- -- 

What are some of the common database “Myths” – (Utilities):

-- -- --

· Security & auditing value is hard to demonstrate to auditors 

· Complex and ongoing database maintenance issues to IT staff

· Views do not help with non-SQL access (i.e. DB Utilities )

· LOAD REPLACE


· UNLOAD

· BACKUP & RESTORE

· EXPORT

· REORG UNLOAD EXTERNAL

· Database Utilities access data without passing through the SQL engine – “Some can expose/ delete data”: 

· UNLOAD & UNLOAD EXTERNAL utilities can extract data in human-readable form. 

· LOAD REPLACE and REORG DISCARD utilities can remove data from an existing table. 

· DB2PD – Can show data in human-readable form

-- -- -- 

What are some of the common database “Myths” – (Views):

-- -- --

· Views are actually just extra pieces of SQL – therefore they’re dependent on going through database engine - Database Utilities usually bypass/ can expose data !

· Encoding access rules in ‘View SQL’ can be complex often joins database tables; often with consequential - ‘hidden’ performance problems.

· Extreme View implementations require separate Views for each group of users often resulting in ”maintenance fun” for the IT staff with constant new schema/versions.

· Security folks & auditors are unconvinced that Views provide anything worthwhile for auditability & security

-- -- -- 

What are some of the common database Prevention methods :

-- -- --

Consider reviewing/revoke privileges on DB2 & Oracle System Catalog

· By default, PUBLIC is granted select privileges to 200-370+ (depending on version) system catalog tables and views during a typical installation. 

· These privileges should be reviewed to determine what is required by supported applications. Required permissions should be removed from PUBLIC and assigned to the appropriate application user role. 

· SELECT CREATOR,NAME, TYPE FROM SYSIBM.SYSTABLES WHERE CREATOR LIKE 'SY%' ORDER BY 1,2,3 WITH UR

At a minimum, access to the following system catalogs tables and views SHOULD be revoked from PUBLIC:

· SYSCAT.DBAUTH

SYSCAT.TABAUTH

· SYSCAT.PACKAGEAUTH
SYSCAT.INDEXAUTH

· SYSCAT.COLAUTH

SYSCAT.PASSTHRUAUTH

· SYSCAT.SCHEMAAUTH

-- -- -- 

What are some of the common database Information Technology Security methods ?
-- -- --

· DISA SECURITY TECHNICAL IMPLEMENTATION GUIDES (STIGs) and CHECKLISTS
· Resource:
http://csrc.nist.gov/pcig/cig.html
-- -- -- 

What are some of the common database prevention techniques?
-- -- --

· Create DB2 Stored Procedures (SP’s) that are not fenced - Use CREATE_NOT_FENCED 

· Grants authority to register functions that execute in the database manager's process. Care must be taken that functions so registered will not have adverse side effects.

· Once a function has been registered as not fenced, it continues to run in this manner even if CREATE_NOT_FENCED is subsequently revoked.

· Create DB2 User Defined Functions (UDFs) as fenced

· DB2 Fenced User OS Account – default name db2fenc1

· This account is used to process applications spawned externally to the DB2 system processes; it should have the least privileges assigned to it ! 

· The fenced user account requires only the privilege to log into the server & read/execute permissions to files stored in its home directory !

· Review/revoke permissions granted to ‘PUBLIC’ where appropriate on application tables

· Review/reduce users granted SYSADM group; reduce authority to DBADM group, etc, where appropriate

· Ensure that ‘secondary authorizations’ and security groups are employed:

· Avoid cascading ‘revoke’ 

· The trojan horse issue with direct-id grants with potential ‘hidden’ cascading revokes !

· For details about limiting access to certain directories, registry keys, and executables see the 



National Security Agency (NSA) guidelines at:

· http://www.nsa.gov/snac/index.cfm?MenuID=scg10.3.1.

-- -- -- 

SUMMARY

-- -- --


10 Questions for Your IT Dept

Do we have any default passwords?

How would I be automatically notified if an update were made to a financial table?

How would I be notified if a user selected 15,000 credit card or SSN numbers?

How would I know if a SYSDBA/SYSADM granted this privilege to someone else? 

How can I guarantee that the audit trail is authentic?

How do we log all DBA activity?

How do we tie Database transactions to end-users (Web IDs, I/P addresses, etc)?

How are database structure (DDL)changes logged?

How is GRANT/REVOKE activity logged?

How are RDBMS utility functions logged (backup, restore, export, datapump)?
APPENDIX 

· The following contain additional detail information
· Feel free to read and browse at your discretion

-- -- -- 

What are some of the common Database Vulnerabilities ?

-- -- --

· Buffer Overflows occur in processes listening on default or well known ports via TCP/IP & UDP protocols causing crashes, potential stealing of data 

· A hacker technique that provides external access to sensitive and/or unencrypted data

· Allows hacker access when a program attempts to write more data into buffer than the buffer can hold

-- -- -- 

· Buffer Overflows 
· Overwrite an area of stack memory that can then be used maliciously to cause a program to crash or execute code of hacker’s choice
-- -- -- 

· Buffer Overflows occur in processes listening on default or well known ports via TCP/IP & UDP protocols causing crashes, potential stealing of data 

-- -- -- 

· TCP/IP (Transmission Control Protocol/Internet Protocol)

· TCP is a standard designed to provide a reliable stream delivery & virtual connection service for database applications with use of sequenced acknowledgment along with retransmission of data packets when needed. 

-- -- -- 

· UDP (User Datagram Protocol)
· The User Datagram Protocol (UDP) is a standard designed to provide a simple, but often unreliable message service for transaction-oriented service for data packet transmission. 

-- -- -- 

· Consider blocking/avoid access to commonly used default connections; they are:

· Oracle default 

- TCP port 1521

· Edit LISTENER.ORA file in order to specify a different available port

· IBM DB2 default 

- TCP ports 523 & 50000 up
· IBM Informix default 
- TCP ports 9088 & 9099

· Microsoft SQL default 
- TCP port 1433 & UDP port 1434

· MySQL default 

- TCP port 3306

· PostgreSQL default 
- TCP port 5432

-- -- -- 

· SQL Injection - a hacker technique using embedded database & SQL tools or web front-ends created by users.

-- -- -- 

· SQL Injection is simply defined is a security vulnerability where an application generates SQL statements with embedded user input.

· See http://en.wikipedia.org/wiki/SQL_injection  
SQL injection

· Original Query:



SELECT * FROM YOUR_SCHEMA.YOUR_TBL WHERE COL_A = ‘1’

· Injected Query: 
(INJECTION ALLOWS SELECT FROM ‘OTHER’ TABLES)



SELECT * FROM YOUR_SCHEMA.YOUR_TBL WHERE COL_A = ‘1’



UNION 



SELECT SSN, CREDIT_CARD_NBR, EXPIR_DT, PIN_NBR




FROM CUST_ORDERS WHERE ‘X’=‘X’

-- -- -- 

Denial of Service  (DoS attack)
-- -- -- 

From Wikipedia, the free encyclopedia

· A denial-of-service attack (DoS attack) is an attempt to make a computer resource unavailable to its intended users. Although the means to, motives for and targets of a DoS attack may vary, it generally comprises the concerted, malevolent efforts of a person or persons to prevent an Internet site or service from functioning efficiently or at all, temporarily or indefinitely.

· Perpetrators of DoS attacks typically — but not exclusively — target sites or services hosted on high-profile web servers; a pair of DNS Backbone DDoS Attacks, on October 22, 2002 and February 6, 2007, targeted DNS root servers, in an apparent attempt to disable the Internet itself.

· One common method of attack involves saturating the target (victim) machine with external communications requests, such that it cannot respond to legitimate traffic, or responds so slowly as to be rendered effectively unavailable. 

In general terms, DoS attacks are implemented by:

· Forcing the targeted computer(s) to reset, or consume its resources such that it can no longer provide its intended service; and/or, obstructing the communication media between the intended users and the victim so that they can no longer communicate adequately. 

-- -- -- 

Passwords sometimes exposed in ‘clear text‘ in logs during utility failures such as Oracle import.
-- -- -- 

Weak Passwords sometimes used for privileged accounts

-- -- -- 

Here’s a Password dictionary/wordlists that is intended primarily for use with hackers & password crackers/recovery:

-- -- -- 

· http://www.openwall.com/passwords/wordlists/
This wordlists collection is a result of processing many hundreds of public domain wordlist files from multiple sources and in a variety of file formats. Most files were rejected for being duplicates or for poor quality, but a few hundred remained and went into the combined wordlists you will find here.
· http://www.openwall.com/passwords/wordlists/password.lst

#!comment: This list has been compiled by Solar Designer of Openwall Project,


#!comment: http://www.openwall.com/wordlists/


#!comment:


#!comment: This is a list of passwords most commonly seen on a set of Unix


#!comment: systems in mid-1990's, sorted for decreasing number of occurrences


#!comment: (that is, more common passwords are listed first).


#!comment:


#!comment: Last update: 2005/12/16 (3107 entries)

-- -- -- 

Default User Names & Passwords usage coupled with default configuration information :
-- -- -- 

· Here’s a list of ‘Comma Separated Values’ of more than 600 Oracle application default passwords & hashes:

· http://www.petefinnigan.com/default/oracle_default_passwords.csv

-- -- -- 

Common Database Vulnerabilities
-- -- -- 

Lockdown Oracle Export SQL - w/BindVariables

-- -- -- 

PREVENTION - Multi-level Security 
-- -- -- 

· Multilevel Security (MLS) with Row Level Granularity - CIA requirement

http://www.stsc.hill.af.mil/crosstalk/2002/05/fitzgerald.html
· MLS allows you to split your data vertically and horizontally and is normally considered far too complicated for commercial users who simply want to hide some database rows from prying eyes.

· Multi-level security allows you to make sure that only users who are authorized to use a specific terminal are allowed to run a specific program which accesses specific rows in specific database tables and/or other specific datasets and direct the output to a specific device.

· Provide names to the various categories and levels which you are going to use, (the internal level is actually represented by a number). 

· Allow you to use these categories to assign data to groups of users and levels if you need to restrict access within the categories.

· Row-Level Security - subset of MLS which is minimally necessary to secure individual rows in database tables
-- -- -- 

DB2 Security Mechanisms:

-- -- -- 

Use Authentication, Authorities, Privileges, Roles, & LBAC :
select 




grantor as "Granted By",



grantee as "Granted To",



case (granteetype)




when 'U' then 'User'




when 'G' then 'Group'



end as "Grantee Type",



'Schema' as "On Object Type",



schemaname as "Object Name",



'ALTERIN' as "Privilege",



case(alterinauth)




when 'G' then 'Yes'




when 'Y' then 'No'



end as "Grantable"


from syscat.schemaauth where alterinauth<>'N‘         with ur ; 

db2 "select name, creator from sysibm.systables where name like '%AUTH%' WITH UR“

Results for DB2 V8.1:



NAME                      SCHEMA/CREATOR 

--------              -------------------        

COLAUTH                    SYSCAT

DBAUTH                     SYSCAT

INDEXAUTH                  SYSCAT

LIBRARYAUTH                SYSCAT

PACKAGEAUTH                SYSCAT

PASSTHRUAUTH               SYSCAT

ROUTINEAUTH                SYSCAT

SCHEMAAUTH                 SYSCAT

SEQUENCEAUTH               SYSCAT

TABAUTH                    SYSCAT

TBSPACEAUTH                SYSCAT

XMLOBJECTAUTH              SYSCAT

SYSCOLAUTH                 SYSIBM

SYSDBAUTH                  SYSIBM   

SYSINDEXAUTH               SYSIBM             

SYSLIBRARYAUTH             SYSIBM             

SYSPASSTHRUAUTH            SYSIBM             

SYSPLANAUTH                SYSIBM             

SYSROUTINEAUTH             SYSIBM             

SYSSCHEMAAUTH              SYSIBM             

SYSSEQUENCEAUTH            SYSIBM             

SYSTABAUTH                 SYSIBM             

SYSTBSPACEAUTH             SYSIBM             

SYSUSERAUTH                SYSIBM             

SYSXMLOBJECTAUTH           SYSIBM             

SYSXMLOBJECTAUTHPERF       SYSIBM 

Results for DB2 V.9.5:

SYSCAT    COLAUTH                         

SYSCAT    DBAUTH                          

SYSCAT    INDEXAUTH                       

SYSCAT    LIBRARYAUTH                     

SYSCAT    PACKAGEAUTH                     

SYSCAT    PASSTHRUAUTH                    

SYSCAT    ROLEAUTH                        

SYSCAT    ROUTINEAUTH                     

SYSCAT    SCHEMAAUTH                      

SYSCAT    SEQUENCEAUTH                    

SYSCAT    SURROGATEAUTHIDS                

SYSCAT    TABAUTH                         

SYSCAT    TBSPACEAUTH                     

SYSCAT    VARIABLEAUTH                    

SYSCAT    WORKLOADAUTH                    

SYSCAT    XSROBJECTAUTH                   

SYSIBM    SYSCOLAUTH                      

SYSIBM    SYSDBAUTH                       

SYSIBM    SYSINDEXAUTH                    

SYSIBM    SYSLIBRARYAUTH                  

SYSIBM    SYSPASSTHRUAUTH                 

SYSIBM    SYSPLANAUTH                     

SYSIBM    SYSROLEAUTH                     

SYSIBM    SYSROUTINEAUTH                  

SYSIBM    SYSSCHEMAAUTH                   

SYSIBM    SYSSEQUENCEAUTH                 

SYSIBM    SYSSURROGATEAUTHIDS             

SYSIBM    SYSTABAUTH                      

SYSIBM    SYSTBSPACEAUTH                  

SYSIBM    SYSUSERAUTH                     

SYSIBM    SYSVARIABLEAUTH                 

SYSIBM    SYSWORKLOADAUTH                 

SYSIBM    SYSXSROBJECTAUTH                

SYSIBMADM AUTHORIZATIONIDS                

-- -- -- 

PREVENTION - DB2 V8+ Features - SECLABEL Benefits:

-- -- -- 

· No ‘SELECT’ of rows unless authorized

· No ‘DELETE’ of rows you can’t see

· No ‘UPDATE’ of rows you can’t see

· No equivalent access allowed via utilities

· UNLOAD utility will only UNLOAD the rows to which the user has access.

· LOAD RESUME utility will refuse to execute if there are existing rows in the table to which the user does not have access.

-- -- -- 

Horror Stories:

-- -- -- 

· In June 2005, Kaiser Foundation Health Plan. The California Department of Managed Health Care (DMHC) fined Kaiser $200,000 for exposing private health information of approximately 150 people.  The health plan created a web site, containing information on the names, addresses, telephone numbers and lab results of patients, to be used as a testing portal. Kaiser did not receive the prior consent of the affected patients.

· In May 2005, Time Warner reported that information, such as names and Social Security numbers, on 600,000 past and present employees of the company were lost while being shipped to an offsite storage facility. The ensuing probe did not find any unauthorized access or use.  The company paid for credit monitoring services for those whose information had been lost. a Spokeswoman Kathy McKiernan for Time Warner (down $0.01 to $16.80, Research), told CNN that the tapes contained names and Social Security information on current and former Time Warner employees and some of their dependents and beneficiaries dating back to 1986. McKiernan said the Secret Service is investigating the matter, working closely with the company and Iron Mountain Inc. (down $0.38 to $29.32, Research), the data storage firm that lost the tapes.   McKiernan said the investigation has not found any evidence that the tapes or their contents have been accessed or misused. 

Some specific case findings…

-- -- -- 

Both UNPROVEN / PROVEN Breaches Draw Fines & Suffer Stock Drops:

-- -- -- 

· There was the possibility that the information was accessed by unauthorized people. Compare these two breaches with the well publicized case of BJ’s Wholesale Club. In early 2005, thieves monitored unencrypted data transmitted over BJ’s wi-fi network. The system was furthermore accessible via a default username and password, and thieves gathered the credit and payment card information of BJ’s customers. BJ’s was alerted by card issuers that its customers were being victimized with fraudulent purchases in their name.

· The FTC investigation revealed that BJ’s had not taken reasonable security measures to protect the sensitive information of its customers and had been negligent. BJ’s is party to a consent decree with the FTC that requires that they implement a comprehensive security system that will be subject to biannual external audits for the next 20 years.

· According to a May securities and Exchange Commission filing, BJ's recorded charges of $7 million in 2004 and an additional $3 million in 2005 to cover legal costs incurred in this matter.

-- -- -- 

CardSystems – Out of Business

-- -- -- 

http://www.vnunet.com/vnunet/news/2140332/credit-card-processor-crumbles
CardSystems faces closure after record hack - Visa and American Express abandon credit card processor following last month's theft. Tom Sanders in California, vnunet.com 26 Jul 2005 - Credit card processor CardSystems is likely to close following last month's theft of 40 million client records. The company lost two of its main customers last week, Visa and American Express. CardSystems chief executive John Perry told the US House of Representatives last week that the firm will "be forced to permanently close its doors" unless the two credit card companies reconsider.  Perry testified in a hearing about the security of credit card processing for a subcommittee on financial services. Visa sent a memorandum last week to inform banks that the credit card provider plans to cancel its contract with CardSystems. "In violation of Visa's rules [CardSystems] did not have the appropriate controls in place to protect cardholder information," Rosetta Jones, vice president for Visa, told vnunet.com. "Despite some remediation actions taken by the processor since the initial reporting of the data compromise, Visa cannot overlook the significant harm that the data compromise, and CardSystems' failure to maintain the required security protection, has had on Visa member financial institutions, merchants and cardholders.“  American Express followed Visa's example, while MasterCard has extended its deadline until 31 August for CardSystems to prove that it complies with the firm's security requirements.  In what is believed to be the largest case of identity theft in history, hackers stole 40 million client records from CardSystems' database. MasterCard made the case public after its fraud fighting tools pointed out the hack.  CardSystems stored data in such a form that the hackers were able to trace the information back to individual accounts.  Perry acknowledged that this was in violation of the security standards demanded by Visa and MasterCard, and testified that the firm no longer stores such 'track data'.  The breach of CardSystems' computers dated back to September 2004, when a script was installed on its servers that periodically looked for specific file types.  "We know for certain that three files were wrongfully removed from the CardSystems platform," said Perry. The three files contained a total of 263,000 records for 239,000 account numbers.
· http://www.eweek.com/article2/0,1895,1833209,00.asp
· Lawsuit Seeks Payback for Major Credit Card Breach  By Libe Goad  June 28, 2005  
Following the recent revelation that a security breach potentially exposed 40 million credit cards to data theft, a class-action suit was filed Monday against CardSystems Solutions, MasterCard and Visa on the behalf of California credit card holders and businesses accepting credit card payments.  The lawsuit, filed in San Francisco Superior Court, alleges that CardSystems Solutions, an Arizona-based credit card processing company, failed to keep consumers' credit card data safe, breaking Visa and MasterCard's "Data Security Standards," which forbid storing certain consumer information.  Also, the suit says CardSystems is liable for the security breach because the company failed to "maintain a proper firewall and computer security system [and failed] to properly encrypt data, [and for] its unauthorized storage of consumer data.“  The unprotected data purportedly included credit card holder names, credit card account numbers, bank names, information about credit card transactions, magnetic-stripe data, PIN verification codes and "other personal identifying information.“  The suit also says CardSystems, along with Visa, MasterCard and credit card processor Merrick Bank didn't disclose the information in a timely manner. 

-- -- -- 

Future Questions:

-- -- -- 

Auditing for Compliance & Security for DBAs, Managers, and Auditors
-- -- -- 
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