Middleware


Succeeding with Oracle Fusion
Message-Oriented Middleware (MOM)

Anthony D. Noriega, Independent Oracle Consultant, MSCS, MBA, BSSE, OCP-DBA



EXECUTIVE OVERVIEW

The advancement of contemporary information technologies has gone well far beyond imaginable boundaries from a decade ago.  Internetworking has set the web as an invaluable resource by rapidly changing business models, as new emerging technologies enable their pragmatic development.  In particular, this paper focuses on a discussion about advanced message queuing technology, by introducing the most relevant technical and business concepts, their usage, and the criteria that apply to their practical implementation as part of the Oracle Fusion Message-Oriented Middleware (MOM).  With the integration of business information systems, advanced message queuing models allow for a robust consolidation of Service Oriented Architecture (SOA) and Web Services applications, emphasizing reliability, and information privacy and security, and consistently enriching the fast-paced growth of the information integration business landscape.


Introduction

The expansion of Middleware-Oriented Architectures (MOM) has lead to business models emphasizing robustness, persistency, reliability, and enhanced data protection via both information privacy and security.

This document introduces both technical and business concepts and models highlighting the following objectives, namely:

· Stressing the relevance of inter-process communication imposed by Oracle’s Advanced Queuing, by pointing out the related protocols and infrastructures.

· Positioning Oracle as the de facto leader in the MOM/database/message queuing integrated market, and a direct consequence of its comprehensive applications model sustained competitive advantage.

· Providing a brief discussion on programming techniques, methodologies, business models, with a concentration in requirements.

Therefore, it is possible to claim that the age of information integration has arrived, as such in e‑Business, Oracle brings its dynamic queuing models to the concept and Oracle implementation of Enterprise Service Bus, as a strong expandable message-driven infrastructure component, which congruently positions the database leader in a new dimension in the integrated database/MOM, envisioning a new area of business process innovation and information integration.

The Technical Framework 


Concepts

The following concepts are fundamental to understanding Oracle Fusion Message-Oriented Middleware and the underlying relevant advanced message queuing technology:

Message Oriented Middleware (MOM)

A middleware architecture and infrastructure that utilizes advanced message queuing and other messaging technologies as a core component of her architecture while it integrates information through both front-end and back-end architectures.
Queue

A First-In First-Out (FIFO) data structure, i.e., specifically, a type of list. In advanced message queuing technology, queues can be persistent or non-persistent; normal or exception; transactional or non-transactional;  with or without priority; regular messaging or buffered messaging; and based on their payload datatype, they can be of anydata
, xml, lob or raw (default) data types. 

Message Queuing

A technology that allows sending messages via a virtual communication channel from one queue to another queue or a database link, allowing information integration in different e‑business models.

Header

A set of features associated with the message set atop and accompanying its payload, by passing the first and most necessary information identifying the message.

Payload

The actual content of the message placed in the queue, i.e., the message content itself.

Channel 

A virtual communication path tuning a queue connection, sometimes called a topic.  The channel is more relevant when using foreign queues, such as Websphere MQ or Tibco.

Port

The port associated with the queue listener and the involved network connection.

Enqueue

The activity through which a producer application places a message onto a queue. The enqueue process is the mechanism producing the message and setting it into the queue.

Propagation

The process through which a message stages and is moved from a producer queue, where it has been enqueued, to a destination queue, where is consumed by a consumer or recipient.  Propagation is sometimes called Staging generically and imprecisely, which is not significant, for it does not convey the idea of travelling from one queue to another one.

Dequeue

The process through which a consumer application removes a message from a queue. Usually after dequeuing from a normal queue, the mechanism places the removed (consumed) message onto an exception queue. Therefore, the dequeuing process actions are associated with the mechanism consuming the message.

Producer

An application placing messages onto a message queue, i.e., performing an enqueue operation.

Consumer

An application that removes or consumes a message from a queue, i.e., it dequeues the message from that queue.

Recipient 

An explicitly designated consumer.  The term is widely used in publish/subscribe mode when utilizing multicasting, and more explicitly when an inbox or outbox is explicitly established for the recipient.

Agent

An intelligent connectivity entity associated with a listener, a database link, and a relevant queue acting as a liaison to database and both local and foreign queue technologies.  The agent establishes a binding relationship with a queue manager as well, via a protocol such as IPC using the gateway-established channel.  

Queue Manager 

The queue administrator handling inbound or outbound traffic through a established gateway interconnect channel.  The concept is usually associated with foreign queues as well.

Streams AQ

An Oracle technology integrating message queuing and capture-propagate-apply downstream replication, event/alert management, and workflow models.

Architecture

The following MOM architectural models are introduced in accordance from their messaging approach, and further characterization is discussed about manageability, security, and advanced capabilities and administration.  

Queue Models

Based on the relationship cardinality model used, it can be classified as follows:

	QUEUE MODE 
	DESCRIPTION 
	 CAPABILITY

	Peer-to-Peer (P2P) 
	The message is sent from one queue to another or to foreign queue via a database link.  There could be more than one receiving queue, but only one can dequeue the message at one time.
	Only one consumer application can dequeue the message.  

	Publish-Subscribe 
	This is a one-to-many model, which uses a subscription for recipients.
	When the number of consumers is unlimited it is called broadcasting.  When that number of recipients is limited it is called multicasting.


Table 1. Cardinality-based Queue Mode Models  

With the introduction of Enterprise Service Bus, application architectural considerations can project the Model View Controller (MVC) more closely by breaking them down into domain, data model, and data source (Model); its presentation (front-end view); and its controller or mediator, thus establishing architectural fundamentals for grid computing implementation.  

Administration and Manageability 

According to the available Oracle literature, an application (producer) can enqueue messages that represent events into a queue explicitly, or a Streams capture process can capture database events and encapsulate them into messages called LCRs, resulting from DML or DDL changes. Propagations can spread messages in a stream through multiple queues. Finally, a user application (consumer) can dequeue messages explicitly, or a Streams Apply process can dequeue messages implicitly. Similarly, an Apply process can re-enqueue these messages explicitly into the same queue or a different queue, if necessary.
A database schema user can be a conventional user with the aq_user_role privilege or a privileged administrator with the aq_administrator_role privilege.  

Similarly, Oracle10g and Oracle 11g databases handle and tune the qmnc master process and their qxxx worker processes, in particular, when the aq_tm_processes initialization parameter is not set. Besides, the streams_pool_size parameter default setting is about 10% of the shared pool size. 

An agent is established in connection with an extproc listener and a gateway home, when foreign queues or heterogeneous services are in place.  The configuration of the ld_library_path, and the installation of the Oracle Procedural Gateway
 are required with MQ and Tibco, while the Oracle Transparent Gateway is needed in Heterogeneous Services, like Microsoft MSMQ and SQL Server. The Oracle Procedural Gateway will normally allow for the start of the gateway without further configurations in a peer-to-peer mode, but it requires, otherwise, specific gateway home settings for each foreign queue established concurrently.

Among the most important PL/SQL supplied packages for this purpose, we can include dbms_aq, dbms_aqadm, dbms_aqjms, dbms_mgwadm, and dbms_mgwmsg.  Equivalently, a good number of Java Messaging Services (JMS) Java supplied packages is available and can be used concurrently or in lieu of PL/SQL.

Security Framework

Oracle’s queuing security framework is based on Streams rule-driven security at the object, schema, and global levels.  However, it can also provide Virtual Private Database (VPD) and security can be further enhanced with realms set via Oracle Database Vault.  Encryption models based on asymmetric authentication and the Public Key Infrastructure (PKI)
 can allow Oracle PL/SQL supplied packages such as dbms_crypto encrypt payloads prior to being enqueued and allow for their decryption via the public key upon consuming the message at the target queue (dequeue). This is widely supported primarily via anydata, xml, and lob data types.

Advanced Features and Capabilities

Among the outstanding features and capabilities available in Oracle10g, it is possible to list the following, namely:

· Protocol Support including LDAP, IDAP, XA, SNMP, SOAP, TCP, and SMTP, among others.

· Payload transformation and encryption

· Reliable message buffering (messages residing in shared memory)

· Intelligent payload/content browsing for filtering or routing.

· Queue browsing without consumption

· Queue browsing without payload removal for auditing, logging, or non-repudiation.


The Business Framework 


Concepts

Oracle Fusion Middleware

From the business perspective, Oracle Fusion Middleware is an umbrella of integrated robust customer-validated software that spans from grid infrastructure to SOA; portals and process managers to content management, database, and systematically to application infrastructure, advanced message queuing, development tools, and business intelligence; and congruently enables the corporation to increase her capacity for growth and change, optimize her approach to business operations, minimize risk and make compliance as a core value, while attaining outmost affinity when connecting with customers, partners, and employees. From this point of view, the following are areas of focus, namely:
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Exhibit 1. Oracle Fusion Middleware: MOM Relevance Business/Architecture Model


	Oracle Fusion Component
	MOM / AQ Relevance

	Application Server
	High

	Business Integration
	High

	Business Intelligence
	High

	Business Process Management
	Average

	Coherence Data Grid Persistence
	High

	Collaboration Suite
	High

	Content Management
	Average

	Corporate Portal Technology
	High

	Data Integration
	High

	Enterprise Management (Grid Control)
	Very High

	Enterprise Service Bus
	High

	Development Tools
	High

	Identity Management 
	High

	Middleware for Fast-Growing Companies
	High

	Oracle Fusion MOM for Applications
	Very High

	Service Delivery Platform
	High

	SOA Suite
	Very High

	Web Services
	Very High


Table 2. Oracle Fusion Middleware Approach and Relevance to MOM

Message Queuing

A modern technology, alternative to Remote Procedure Call (RPC) from the business process perspective, through which messages are placed in a queue (enqueue process handled by a producer application), and then propagated via a virtual channel to another queue, and finally consumed by a consumer application (dequeue process).  A message can have a transaction or non-transactional nature.  Although message queuing usually offers asynchronous services, implementing and customizing synchronous propagation models is also possible in distributed environments, in particular, utilizing the XA open systems transactional standard and the Two-Phase Commit (2PC) protocol approach.

Data Replication  and Logical Change Records (LCR) 

Replication is accomplished via a model through which transactions are captured, propagated, and applied from one instance onto another, being foundational for the Streams AQ downstream replication model.  Streams-based replication defers from Advanced Replication (AR) in that it provides improved privacy, higher reliability, flexibility, and control.  It usually relates administration and manageability from the producer application, while AR allows for a job-driven materialized view-based pushing and pulling of data, in various models such as peer-to-peer, multi-master, and chained replications –among others, the equivalent AQ downstream model may require the usage of several queues or intermediate queues. Today’s trend is to migrate or upgrade from Advanced Replication (AR) to Advanced Queuing (AQ), or more precisely, Streams AQ. This high-availability solution can also be used to implement a logical standby database.
Data Protection

Each queuing model provides a robust approach to protect information by providing information hiding, security, and privacy. Unlike Advanced Replication, AQ message queuing technology provides optimal information hiding and a higher level or reliability, and distributed transaction control with Oracle-based, open standards, and third party protocols. 

Serializable Distributed Processing

An AQ business model stresses data protection, reliability, and high-availability, as needed, in relation to the location of the resources and the distributed control imposed by the model. This model can achieve synchrony or depend on serially asynchronous events that can also be controlled via a priority queue.
Information Integration

Information Integration emphasizes the e-business needs for systems to share information in a timely manner.  This concept is emphasized by the need of a strategy to implement a successful Enterprise Service Bus, which can consistently match business and system requirements in today’s grid computing models, in terms of automation, pooling, virtualization, and provisioning of resources. 

Business Models

Data Warehouse Loading

This business model utilizes advanced queuing technology to provide comparable ETL, OLAP, and overall data warehousing loading processes. It is heavily used in the financial sector, in particular, in banking and trading transactional systems.
Event Management and Notification

This model focuses on capturing management and notifications events and propagating them for alerting, aggregation, auditing, or journaling usage, as provided in Oracle10g grid computing by the Oracle Process Message and Notification Service (opmn).
Workflow 

This business model concept stresses the criteria for event aggregation into useful information from the statistical viewpoint.  The workflow model is practical for marketing, sales, and resources and capabilities business process balanced scorecards’ reviews.

Automation and Business Event Management

This concept emphasizes the need to delegate the human control to systems that can also audit and notify the status of related events.
Message Queuing in SCM, ERP, CRM

Through information integration, business models incorporate information sharing and replication primarily in Business-to-Business (B2B), and Business-to-Consumer (B2C), but also in Consumer-to-Consumer (C2C) models.  Therefore, the comprehensive e‑business information flow chain entices the usage of advance queuing.
Message queuing provides a mechanism to attain optimal data protection through data privacy, encryption, and security via information hiding, where visibility is virtually autonomous and implicitly transparent to the queue and its methods.

Areas of Applications

The SOA and Web Services infrastructures are ideal for a queue-driven MOM-based application to achieve robustness. The most common areas of application include banking, trading, insurance, financial systems in general, and real-time applications where information needs to propagate at a fast pace with high reliability, for instance, in medical information systems, and research facilities in engineering and physics.  Similarly, strategic group partnerships are born and develop in a nearly natural way, where IBM and Tibco constitute Oracle’s closest partners.  Notwithstanding, a research on the Advanced Message Queuing Protocol (AMQP) has taken place in the last few years, with a recent July 2006 announcement by members of the partnership namely Iona, iMatrix, JP Morgan Chase, and Cisco, among others. AMQP is intended to become a standard for the financial sector.  Yet, as the largest enterprise software vendor, Oracle is also the de facto leader in the growing message queuing market.  

	Protocol Standards
	Achieving advanced message queuing higher consistent standards is a major goal for future industry development and strategic partnerships 

	Vendor Interoperability
	Based on the standardization of protocols, it is expected that vendor interoperability become more transparent, rather user-friendly, and much easier to administer.

	e-Business Operational Effectiveness 
	Business can achieve a much higher level of reliability minimizing downtime and optimizing profitability based on the effectiveness sourced by information integration and related business processes at a lower cost. 

	Information Privacy and Protection 
	Sarbannes-Oxley and HIPAA standards emphasize and promote further information privacy and protection (compliance), as provided by Oracle’s Streams AQ advanced message queuing technology.

	High Availability (RAC), Encryption, and Virtual Private Database Support
	Oracle advanced technologies in high availability, encryption, and Virtual Private Database can guarantee, standardize, and consolidate the reliability needed in message queuing. In particular, RAC is foundational in the large enterprise architecture and infrastructure.


Table 3. Oracle’s Advanced Queuing: Envisioning the Future Business Landscape

Concluding Remarks

Message-Oriented Middleware (MOM) architectures and infrastructure based on Oracle Advanced Queuing and Streams AQ provide consolidated technologies that allow for fast replication, event management and alert management and notification, replication and workflow at low cost and with great effectiveness. Indeed, Oracle Fusion Message-Oriented Middleware is a key factor to a successful resilient strategic security framework, which enables optimal compliance and enhances business process innovation, and emphasizes both internal and external IT governance.

Oracle, as the largest enterprise business software company, positions itself categorically as the leader in the database, fusion middleware, and message integration combined market.  Unlike traditional methods and technologies, advanced message queuing is foundational to Oracle Fusion Message‑Oriented Middleware (MOM), as it offers a variety of resilient capabilities, which conveys a robust and dynamic information integration management paradigm. It is possible to state that AQ is the mantra empowering the information integration at the opening of the new millennium.
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	Exhibit 2.  The Stream AQ Downstream Message/Replication Model
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	Exhibit 3.  Oracle10g Architectural Considerations when implementing AQ
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	Exhibit 4.  SOA Framework with Oracle10g Streams AQ and Procedural Gateway Map
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DECLARE
Iv_options  sys.mgw_properties;
Iv_prop sys.mgw_mgseries_properties;

BEGIN
Iv_options := sys.mgw_properties(sys.mgw_property(MQ_SendExit';/ADNMQDEVS endExit));

Iv_prop  := sys.mgw_mgqseries_properties.construct(;
Iv_prop.max_connections :=1;
Iv_prop.queue_manager  := 'MQ_NYCGW_A10%
Iv_prop.hostname = ‘portal.adncorp.com’;
Iv_prop.port = 1414;
Iv_prop.channel := "MQIIHADN1.UPDATE";
Iv_prop.username "WEBMQADN';
Iv_prop.password = NULL;
DBMS_MGWADM.CREATE_MSGSYSTEM_LINK(LINKNAME =>'MQS_IPC_LINK1",
PROPERTIES => Iv_prop,
OPTIONS =» Iv_options
)%
DBMS_MGWADM.REGISTER_FOREIGN_QUEUE(NAME => "MQIIH_ADN1_UPDATE_REQUESTQ2",
LINKNAME =>"MQS_IPC_LINK1",
PROVDIER_QUEUE => "MQIIH.ADN1.UPDATE.REQUESTQ2",
OPTIONS => MGW_PROPERTIES(MGW_PROPERTY(MQ_openOptions', ‘1414,
COMMENT =>'MQ Series Test on MQIIH.ADN1.UPDATE.REQUESTQ2"
%
EXCEPTION WHEN OTHERS THEN|
DBMS_OUTPUT.put_line(SQLERRM);
END;






	Exhibit 6. Sample Code, Setting up the AQ-MQ gateway environment
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1v_payload := UTL_RAV.CAST_TO_RAN(ipHessage) :
1v_payload v 1= TRIN(iplessage) ;
nessage := sys.ngu_basic_msq_t.construct;
-- message. text_body f= SYs.RgU_text_value_t(mull,lv_clob);
message. text_body := sys.ngu_text_value_t(1v_payload,null);
- N.E. the first param is for varchar(2000), the second for clobs
DBIS_AQ.ENQUEDE (queue_nae => ipQueue,
engueue_options => engueue_options,
nessage_properties = message_properties,
payload => message,
Begid > message_handle];
ExcEPTION
HEN OTHERS THEN
DBNS_OUTPUT. put_line (' Fron local enqueing => '| ISOLERRI) ;

sys.ngu_ngseries_properties.construct () ;

Applcat

iplanager;
ipHost;
ipPort;
ipChannel;

sys.mgu_properties (sys.ngu_property('NQ_open0ptions', '2066'));

m;
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	Exhibit 7. Sample Code, Setting up the AQ-MQ gateway environment


� 	This datatype is very useful since it requires no validation, such that neither a producer enqueuing the message nor a consumer dequeuing the message needs to deal with any payload strongly-typedness concerns at any propagation stage.


� 	For further details concerning the Oracle Procedural Gateway, refer to Metalink notes 188833.1, 212587.1 at � HYPERLINK "http://metalink.oracle.com" ��http://metalink.oracle.com�.  Other recommended notes include 198523.1 and 238070.1.


�	Custom enhancements to this technology involve the appearance of the One-Time-Public Key Infrastructure (OTPKI), which uses a one-time short-term certificate model for environments with mission critical privacy and security requirements.


� 	Message Buffering is ideal for applications that do not require the reliability and transaction support of Oracle Streams, with faster performance than persistent queues since messages reside in shared memory.


� 	Each of the queue browsing capabilities has associated message options and properties, and equivalently configuration of enqueue, propagation, and dequeue processes accordingly.
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