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Introduction
Recovery Manager (RMAN) is Oracle's preferred method for database backup and recovery. When RMAN is properly implemented and thoroughly tested, DBAs can sleep soundly at night. Yet some still shy away from RMAN because of its perceived complexity. In this presentation, we’ll bust these myths. We’ll configure and execute a simple, yet thorough, RMAN backup script. We’ll then use that backup to demonstrate several recovery scenarios.

Objective 1: Understand, implement and modify RMAN configuration parameters 

Objective 2: Implement RMAN database, archive, and controlfile backup scripts.
Objective 3: Understand the various types of RMAN recovery and implement RMAN recovery scripts.

Why use RMAN?

There are huge technical and operational benefits to RMAN but they really boil down to these four:
· It really is simpler and better than traditional online or cold backups.
· RMAN is Oracle’s supported and preferred backup tool.  If you need support, Oracle expects you to use RMAN.

· Oracle is pushing DBAs to use GUI tools and they all use RMAN.

· RMAN has capabilities and flexibility that other tools don’t including verified, differential, compressed, partial and media-management backups.
K.I.S.S.: Our approach to RMAN for this presentation  and white paper

The K.I.S.S. approach (Keep it Seriously Simple) is the guiding principle for this presentation and paper.  The demonstrations, screen shots and scripts have all been selected because they are the simplest way to get a safe and repeatable backup or recovery.  In each case, these are also approaches we have used in our production systems.
Both command line and Enterprise Manager GUI are used in this presentation and white paper.  The choice is based solely on which method is the best fit for this presentation rather than any judgment on which is better.  We generally backup with EM and recover using the command line, but it would be nearly as easy to do the reverse.  Whatever the audience’s personal preference, it is important to understand that nearly everything in RMAN can be either scripted or run from the GUI and there is a time and place where each is the better choice.
We did not seek to explain all the benefits, caveats and options of RMAN – there are lots of books out there that do that – but we did include what has proven to be useful to us along with a few “gothca’s” that we wish we had known earlier.  Ideally this presentation and paper will jazz the audience up to implement a simple and effective RMAN strategy right away then explore the options and intricacies over time.  If you are up and running with RMAN within a week of your return we have succeeded.  If you are still cautiously exploring RMAN for the next few months then we missed our mark.
Setting up rman for this presentation
The clone and recovery demonstrations in this presentation/paper are based on running an 11G R1 primary (target) database, ORCL, and a clone (auxiliary) database, DUPE, on a single MS Windows server.   Both instances share the same Oracle executables, listener and flash recovery area but they have separate file locations.   Almost no modification is required to run these on UNIX or Oracle 10G.  The few RMAN differences between Oracle 11G, 10G and 9i are identified within the text.
The RMAN architecture you need to know
This section covers the minimal amount of RMAN architecture and terminology needed to safely backup, clone and recover a database.  Please note that some generalities are included.  The few exceptions won’t matter with the RMAN operations in this paper.
RMAN component locations and password files


[image: image1]
RMAN components.
The four RMAN components, client, target, auxiliary and (optional) recovery catalog, need Oracle name resolution to communicate with each other.  The target and auxiliary database both need to be run with SYSDBA privilege (i.e. start/stop database) that requires either a bequeathed (local) connection or a remote connection with password file and REMOTE_LOGIN_PASSWORDFILE=EXCLUSIVE.  If the client is run from the catalog machine, both the target and auxiliary need a password file.  Use the orapwd utility to create a password file.
NOTE:  RMAN requires SYSDBA privilege, which means you will have to set up at least one password file.

The simplest architecture is to configure the auxiliary machine with a password file and run the RMAN client locally to the target machine using a bequeathed connection (i.e. SQL> CONN / AS SYSDBA).  In this presentation and paper, all components are on a single machine.
Database and RMAN versions
The four RMAN components also need to run compatible versions of Oracle, which generally means that everything must be at least Oracle 9.2.  If you are in a heterogeneous environment, you need to consult the documentation to ensure that all the components are compatible.

Controlfile alone or  Recovery Catalog too – should you duplicate the metadata?
RMAN always stores metadata in the target database controlfile, but it can also store a copy in a central recovery catalog for databases across the enterprise.  No license or cost issues are associated with a recovery catalog.
	Controlfile
	Recovery catalog

	· Simple to setup and use.
	· Stores RMAN scripts for use on multiple databases and multiple platforms

	· Metadata will be lost if controlfile is missing.  (can still be recovered, but it requires the DBID or extraordinary effort.)
·  Stores metadata for a single database
	· Provides a second location for RMAN metadata and can be in a physically separate location.
· Can provide consolidated reports on backups across the enterprise

· Required when using RMAN in a Data Guard environment.


Oracle’s recommendation is to register every target database in the environment in a single recovery catalog, but your circumstances should determine the correct balance between the additional functionality and complexity of a recovery catalog.
RMAN and database memory
RMAN builds two kinds of memory buffers, input and output, in the target database.  In most conditions, this is taken from the PGA and, sometimes, the SGA.  Backups use the PGA for output buffers, unless I/O slaves are configured in which case the memory is allocated from the SGA.  Disk backups use the DBWR_IO_SLAVES parameter for I/O slaves and tape backups use BACKUP_TAPE_IO_SLAVES.  If I/O slaves are configured then memory is taken from the shared pool unless a large pool is configured, which will provide the memory.

The memory and performance impact of RMAN is negligible in most configurations, but you should be aware that there are options available to mitigate and/or schedule the hit.

RMAN internals
The first thing RMAN does when starting a backup is create a copy of the controlfile called the Snapshot Controlfile.  This ensures that no controlfile changes are made during the backup operation.  %ORACLEOHOME%/database is the default location for this file in windows but it can be changed using the RMAN command configure snapshot controlfile name to '<path\filename>'command.
RMAN next begins reading each block of data into the input buffer.  If the block has never been written to (above the HWM), it is discarded from memory.  (Starting with Oracle10g, Oracle will skip empty blocks below the HWM under certain conditions, but the details are not within the scope of this paper).  When the input buffer is full the blocks are checked for corruption and transferred to the output buffer and when that is full the blocks are written to backupset pieces in the configured channel.  Note that there is no relationship between the source file of the blocks and the backupset piece that contains it.

The sequence is slightly changed if an optional block change tracking file, which records the timestamp and blockid of each changed datablock, is used.  In this case, RMAN is aware of all the transactions from the previous backup and only recently changed (as opposed to blocks that have ever been changed) blocks are backed up.
Database duplication
NOTE:  This is the first demonstration of the presentation.  The target database is ORCL and the auxiliary is DUPE.
This section demonstrates the steps involved in using RMAN to backup a database in one location and restore it to another location with a different DBID and database name.  The RMAN terminology for this process is DUPLICATE, but it is also referred to as a clone.

Preparation before the duplicate
The auxiliary database environment must be configured before RMAN can clone the database.
Environment and directories

The first step, unique to Windows, is to create an Oracle service for DUPE using oradim.  See figure below for syntax.

[image: image2.png]C:\>oradim -NEW -SID dupe
Instance created.

C:\>





Figure 1 oradim to create the instance

The second step is to create the destination directory structure because RMAN will not create the directories itself.

Create directories in %ORACLE_BASE%\admin\<SID> and %ORACLE_BASE%\oradata\<SID> for the dump directories and datafiles respectively.
Configuration files

The parameter and network files must be created and/or edited as shown below before cloning.

First the target parameter file must be copied and edited to both replace the SID and directory structure as well as add the db_file_name_convert and log_file_name_convert parameters, as shown in the figure below.
[image: image3.png]B INITdupe.O Notepad
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Figure 2 Convert files names to new layout

Modify the network files

The tnsnames.ora and listener.ora files must be modified to include the auxiliary database.  In this example the databases are on the same server.  The configuration is different if the databases are on different servers.
[image: image4.png]# tnsnames.ora Network Configuration File: C:\orallg\product\11.1.
# Generated by oracle configuration tools.

oRCL =
(DESCRIPTION
(ADDRESS = (PROTOCOL = TCP) (HOST = JameyPC) (PORT = 1521))
(CONNECT_DATA =
(SERVER = DEDICATED)
(SERVICE_NAVE = orc1)

)

)

DUPE =

(DESCRIPTION

(ADDRESS = (PROTOCOL = TCP) (HOST = JameyPC) (PORT = 1521))
(CONNECT_DATA

(SERVER = DEDICATED)
(SERVICE_NAVE = dupe)

)
Jl




Figure 3 Edit the tnsnames.ora file.

Create the RMAN backup to clone from
Once the environment has been prepared an RMAN backup, which will be the source for the duplicate, needs to be run.
NOTE:  These steps can also be done without EM.

First, log on to the target database with sysdba privilege.  Next create a full RMAN backup using the options shown.  In EM backups are scheduled in the Availability tab.
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Figure 4 Set up RMAN backup
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Figure 5 Enter host credentials

NOTE:  Preferred host credentials are required to run a backup from EM.  In Windows, this account requires “log on as a batch job” privilege, which is set via manage computer not Users and Groups.

Next, schedule a full backup.  The following screen shots show the process in EM.  
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Figure 6 Schedule full backup

Note that the default settings do not include backing up all archived logs on disk, deleting old archive logs or deleting obsolete backups – all of which are recommended.
Schedule the backup to run immediately and review the RMAN script.
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Figure 7 Schedule the backup and review the script.
Verify the job has completed.
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Figure 8 Completed backup job

Begin the duplicate
Begin by duplicate by starting up the auxiliary database in nomount mode using the p-file that was edited earlier.  Note that you must connect as sysdba to start the database.
[image: image10.png]ISQL> startup nomount pfile = C:\orallg\admin\dupe\pfile\INITdupe.ORA
ORACLE instance started.

Total System Global Area 368263168 bytes

Fixed Size 1333256 bytes
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Database Buffers 142606336 bytes
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SQL>





Figure 9 Startup the auxiliary database nomount.

NOTE:  The default location and name for the pfile is %ORACLE_HOME%/database/init<SID>.ora
Next, start RMAN and connect to the target database and auxiliary instance.
[image: image11.png]C:\Users\ james>set ORACLE_SID=0RCL

C:\Users\james>rman target \ auxiliary sys@dupe

Recovery Manager: Release 11.1.8.6.0 - Production on Sun Fej
Copyright (c) 1982, 2007, Oracle. All rights reserved.
target database Password:

connected to target database: ORCL (DBID=1175288358)
auxiliary database Password:

Iconnected to auxiliary database: DUPE (not mounted)

RMAND> _





Figure 10 RMAN connect to the target and auxiliary.
Finally, issue the one-line duplicate command. duplicate target database to dupe;
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Figure 11 Begin RMAN duplicate.
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Figure 12 Successful RMAN duplicate
That’s all there is!  No recovery catalog, no preparation scripts.  Just a couple of directories, configuration files and a one-line RMAN command.
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Figure 13 Note the new database name and DBID for DUPE.
Note that the RMAN started the auxiliary database and created a new DBID and database name.  Remember to create an spfile from the initSID.ora file.
Recover database
This section demonstrates the procedures involved in recovering a database with at least one missing or damaged datafile.  Both RMAN command line and Enterprise Manager screen shots are included.
NOTE:  The procedures are different for recovering a database with a missing controlfile.  See script at the end of this document.
Preparation steps
The following steps assume that the database has lost at least one datafile and is currently down.  If the database were up, the first step would be to shutdown and begin at the first recovery step.

Begin recovery

Connect with sysdba and startup the database in MOUNT mode.  It is not possible to open the database at this point.  The STARTUP command will leave the database in MOUNT mode.

First, connect to the target database with RMAN and run the LIST FAILURE command.  This will report on whatever files are missing or damaged

RMAN> LIST FAILURE;

Next, have RMAN report the repair steps with the ADVISE FAILURE command.  The EM screenshot below is eqluivalent.

 RMAN> ADVISE FAILURE;
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Figure 14 RMAN ADVISE FAILURE EM equivalent
NOTE:  This automatically creates a DBA repair script
Next, preview the repair before running it.

RMAN> REPAIR FAILURE PREVIEW;
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Figure 15 EM equivalent to RMAN> REPAIR FAILURE PREVIEW;

Finally, repair the failure and recover the database with the REPAIR FAILURE command.  In EM, click the Submit Recovery Job button.
RMAN> repair FAILURE;
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Figure 16 RMAN repair complete.
Once the repair has been successfully completed, RMAN prompts to start the database.
NOTE:  Enterprise Manager does not give the option to start the database.  It is done automatically.

SUMMARY

We hope this presentation encourages every DBA who uses O/S backups to give RMAN a test drive.  With each release, RMAN is easier to implement, execute and maintain.  Where else can you find a backup utility you can implement in an afternoon that offers incremental backups, data integrity checks, block-level recovery, trial recovery and (with 11g) a Recovery Advisor? Quite simply (and we like the K.I.S.S methodology), RMAN offers an unrivaled insurance policy for your database backups and restores.  Sleep soundly, DBAs.  
Appendix

Scripts

Backup script
RMAN Sample Backup Script that includes a backup of database and archive logs, deletion of backed up archive logs and deletion of backups no longer needed according to the retention / redundancy policy.
backup database; 

backup archivelog all not backed up delete input; 

delete noprompt obsolete; 
Recovery scripts
Complete recovery:
run { 

 restore database;

 recover database;

 alter database open;

   } 

run { 

 restore datafile 3;

 recover datafile 3;

 alter database open;

   }

Incomplete recovery until time:

run { 

 set until time 

 “to_date(‘Feb 12 2008 14:00:00’,’Mon DD YYYY HH24:MI:SS)”;

 restore database;

 recover database;

 alter database open resetlogs;

   }

Incomplete recovery until archive log:

run { 

 set until sequence <log_seq#> 

 THREAD <thread#>; (typically a value of 1)

 restore database;

 recover database;

 alter database open resetlogs;

    }

Incomplete recovery until archivelog when controlfile is lost:

SET DBID <DBID# goes here>;

run {

 startup nomount;

 restore controlfile from autobackup MAXSEQ 5;

 alter database mount;

 restore database until sequence 200 thread 1; 

 recover database until sequence 200 thread 1; 

 alter database open resetlogs;

 ALTER TABLESPACE temp ADD TEMPFILE <'df_name'> reuse;   

}

Glossary

Auxiliary database The instance that is being created in a DUPLICATE command
Backup piece  An individual file that is a member of a backup set.  It does not correspond to a datafile or any other OS file.
Backupset  The collection of files that constitute one type of RMAN backup.  
Catalog See Recovery Catalog.
Channel The server process on the target database that writes RMAN data.   Note that a default disk channel is allocated to the auxiliary and target databases.
Crosscheck  A validation that the RMAN metadata (controlfile or catalog) matches the backup set pieces that are physically available.
DBID  A 10 digit integer that uniquely identifies a database and is required for RMAN recoveries without metadata.
Device (type)  A physical destination where RMAN writes to.  Can be disk, tape (SBT) or media management layer.
Expired:  A backupset piece that is referenced in the controlfile but is not physically on the backup media.
Maxpiecesize The largest size any piece can be in a backup set.
Maxssetsize  The largest size any backupset can be .  Use with caution, if your database is larger than maxsetsize.
Obsolete  A backup component that is not required to meet the retention period or redundancy requirements.
Recovery Catalog  An optional additional location to store RMAN metadata.  The recovery catalog stores information for multiple target databases and is often a separate machine.  The alternative is to store RMAN metadata only in the controlfile.
Resynchronize (resync)  The operation that updates the recovery catalog with current metadata from the target database controlfile.
Retention policy The RMAN rules for keeping RMAN backup pieces based on either redundancy or time (days).  Time-base retention policies refer to how long ago a database can be restored to, not how long the backup piece is kept.
SBT   Systems Backup to Tape.  RMAN’s term for a tape drive.
Target   The database that is being backed up.

Validate   Examination of a database files or backups to check for corruption and, in the case of backups, restorability.
Gotchas :
· Change the default configuration to automatically backup the controlfile.
RMAN> Configure controlfile autobackup on;

· Set up password files throughout your environment with the ORAPWD utility.

C:> orapwd file=filename  password=password entries=max_users
· Make sure your network files (tnsnames.ora, listener.ora and sqlnet.ora) allow you to connect from each RMAN component to other RMAN components.  At a minimum, this includes the target and auxiliary database servers.

· Make sure the database account used for RMAN has SYSDBA privileges.

· Understand the difference between obsolete backups, which are not needed based on the retentions/redundancy policy, and expired backups, which are in the RMAN meta-data but no longer physically available.  Refer to the glossary.
· Keep recovery window time period less than or equal to initialization parameter CONTROLFILE_RECORD_KEEP_TIME to prevent backup RMAN meta-data from being overwritten.
· Make sure RMAN (or some other program) is regularly deleting archive logs. 
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