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Introduction

Researchers with the Ponemon Institute found that
595 of 700 (85%) IT executives and security officers

indicated their business es have experienced a tleast A70% of all
one known occurrence ofa  data security breach. security incidents
Moreover, e xperts estimate  between 70% and 80% of T T
data security breaches are due to in ternal access to : . .
T ) . o i nsiderso
sensitive information. These alarming statistic s
illustrate  that efforts to safeguard ~ data must move beyond network security Gartner
and data masking or encryption which can be circumvented by clever .
perpetrators on the inside. In fact, the number of data privacy and security ig0% of thre
breac hes conti nues to be on the rise, despite growing regulations and come from
software solutions that aim to prevent the average user from being able to insiders and 65%
view sensitive data. go undetecte
Forrester
Even highly sophisticated enterprise resource planning systems (ERPs) such
as PeopleSoft have vulnerab ilities that put them at risk for data security fiAn insider
breaches. Th is white paper highlights a few risk areas in PeopleSoft and how against a large

sensitive information can get into the wrong hands, even with the assistance
of data m asking and encryption software. The white paper goes even further
to highlight frameworks such as the Generally Accepted Privacy Principles

company causes
an average of

(GAPP) and Continuous Privacy Monitoring (CPM) tools which have emerged $2.7MM in
in response to the rapidly growing number of data privacy breaches. damages, where
the average
Now that regulations  require companies to make breaches public and notify outside attack
consumers impacted,  all companies, not just the 85% who admit to breaches costs only
in the past, needto take action to safeguard against th em. iStrengt $57,0006é Al

Data Privacy i offerBleestpfloreed méth 0 ods to do just that. 50 times as

cost i Emsh&

Trends in Data Privacy and Security Breaches Young

2007 was another year of growth in Privacy Breaches . The Identity Theft
Resource Center states that data breaches reached a record number in 2007
with an estimated 79 million records comprom ised across 328 cases reported. This
represents roughly a 10% jump over 2006 where an estimated 300 cases were made
public. The upward trend is likely to continue as the cost of technology continues to decline,
making storage and archives of data more aff ordable and pervasive.

Companies and auditors have begun searching for ways to arm themselves against
breaches of data privacy and security . They fear being the next public example of a data
privacy breach that could have been avoided had effective contro Is been put into place
earlier.

According to Dr. Marilyn Prosch, CIPP, Associate Professor of Accounting at Arizona State
Uni v er dManaging this data becomes an important corporate governance issue because

all organizations that collect, use or store personal information face privacy risk.
Technology has accelerated faster than associated controls and monitoring technologies

have been developed and implemented, and a period of maladjustment has resulted. We

have reached a point where much focus need s to be placed on good corporate governance
regarding the protection of personal information  and on creating and implementing privacy
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enhancing technologies and controls so that the environment can approach
an adjusted stat e . 0

Generally Accepted Privacy P rinciples (GAPP)

Regulators are responding to the cry for help . Numerous privacy frameworks
have been developed, domestically and internationally, in an effort to aid
consumers , companies and business es get their arms around the problem.

Noting similari ties to the rise of Sarbanes  -Oxley as a means to get a handle
on financial controls, the audit profession responded with a framework for
privacy controls in 2001, the Generally Accepted Privacy Principles (GAPP).

GAPP was the outcome of a joint task force between t he American Institute
of Certified Public Accountants (AICPA) and the Canadian Institute of
Chartered Accountants (CICA). Dr. Prosch highlights the mission of the task
force by st aenermldyAccépiedRrivacy Principles can be used by
accounting firms of all sizes to provide privacy services an d assurances to

t hei r c Oneeljec $ive of the task forcei s to provide a consistent
framework for developing sound, auditable privacy practices that when

implemented , will likely comply with any applicable legislation. 0

Figurel - Evolution of GAPP

* Health Insurance Portability and Accountability Act (HIPAA)
* Gramm-Leach-Bliley Act (GLBA)

Federal Trade Commission

Safe Harbor

Organization for Economic Co-Operation and Development (OECD)
Guidelines

European Union Directive
Canada - Personal Information Protection and Electronic Documents Act

(PIPEDA)
kAustralia Privacy Act

v—

International

\

fiWe have reached
a point where
much focus needs
to be placed on
good corporate
governance
regarding the
protection of
personal
information and
on implementing
privacy enhancing
technologies and
controls ... & Dr.
Marilyn Prosch,
Ph.D., CIPP ,
Arizona State
University

/

and the Canadian Institute of Chartered Accountants (CICA)

Developed by the American Institute of Certified Public Accountants (AICPA)

GAPP consists of 66 principles across ten categories of focus.
best of the best  privacy requirements pooled together across myriad regulatio
from domestic ones such as HIPAA, to international ones such as the E
Directive.  They streamline the overwhelming number of requirements spread across the
multitude of privacy frameworks.

These principles reflect the
ns, ranging
uropean Union (EU)
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In December 2007, Computerworld re

ferred to GAPP in an article entitled, Mind the GAPP,

Accountants bring GAAP  -like principles to the privacy sphere , A(GAPP) is likely to become
the most important new source of requirements for your IT projects since Y2K and
industry has closed ranks around the idea that the GAPP is

Sarbanes -Oxley € The accounting

the best international framework for assessing the privacy health of an or
the best attempt so far to address the main point of pain for global

Chief Privacy Officers:

the growing ¢ omplexity of privacy regulations around the world. o}

Tablel - Generally Accepted Privacy Principles (GAPP)

Reference Category
1 Management

Description

The entity defines, documents, communicates, and
assigns accountability for its privacy policies and
procedures.

2 Notice

The entity provides notice about its privacy policies
and procedures and identifies the purposes for which
personal information is collected, used, retained,

and disclosed.

3 Choice and Consent

The entity describ  es the choices available to the
individual and obtains implicit or explicit consent
with respect to the collection, use, and disclosure of
personal information.

4 Collection

The entity collects personal information only for the
purposes identified in the notice.

5 Use and Retention

The entity limits the use of personal information to
the purposes identified in the notice and for which
the individual has provided implicit or explicit
consent. The entity retains personal information for
only as long as nece ssary to fulfill the stated
purposes.

6 Access

The entity provides individuals with access to their
personal information for review and update.

7 Disclosure to 3 ™

Parties

The entity discloses personal information to third
parties only for the purposes identified in the notice
and with the implicit or explicit consent of the

individual.

8 Security for Privacy

The entity protects personal information against
unauthorized access (both physical and logical).

9 Quality

The entity maintains accurate, comp lete, and
relevant personal information for the purposes
identified in the notice.

10 Monitoring and
Enforcement

The entity monitors compliance with its privacy
policies and procedures and has procedures to
address privacy -related complaints and disputes

Continuous Privacy Monitoring (CPM) Solutions

Auditors recognize two key challenges

for companies in adopting GAPP . They are a

shrinking pool of resources along with shrinking budgets. Hence, auditors recommend the

use of Continuous Privacy Monitoring
cost and resource requirements.

(CPM) solutions to automate GAPP and minimize the

Dr. Prosch graphically depicts how CPM helps to optimize
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efficiency and minimize breaches in the following diag!
Pr ot e c t GPMomas the closest to optimizing privacy protection because it
encompasses all five phases of the privacy protection maturity model.

Figure2 ¢ The Evolution of Privacy Protection
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CPM solutions, such as one by Approva, automate rough ly 20% of GAPP. They go deeper
than data masking and encryption tools by keeping a watchful eye on user access to the

system. CPM solutions work by ensuring Segregation of Duties (SoD), which first originated

as a key Sarbanes -Oxley requirement. Effecti  ve SoD is a key requirement for GAPP, since it
ensures appropriate user access to sensitive information in the system. Keeping track of

SoD and user access in spreadsheets and reports is costly because it is highly manual.
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Automating it with a CPM soluti on | i ke Approvads nets a positive retur
year of implementation, while it also significantly reduces the risk of a costly data privacy
breach.

Table2 - Where Approva Can Automate GAPP

Reference Category Descri ption
1 Management The entity defines, documents, communicates, and
assigns accountability for its privacy policies and
procedures.
2 Notice The entity provides notice about its privacy policies

and procedures and identifies the purposes for which
perso nal information is collected, used, retained, and
disclosed.

3 Choice and Consent The entity describes the choices available to the
individual and obtains implicit or explicit consent with
respect to the collection, use, and disclosure of
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personal informa tion.

Collection

The entity collects personal information only for the
purposes identified in the notice.

Use and Retention

The entity limits the use of personal information to the
purposes identified in the notice and for which the
individual has p rovided implicit or explicit consent. The
entity retains personal information for only as long as
necessary to fulfill the stated purposes.

Access

The entity provides individuals with access to their
personal information for review and update.

Disclosureto 3 rd
Parties

The entity discloses personal information to third
parties only for the purposes identified in the notice

and with the implicit or explicit consent of the
individual.

Security for Privacy The entity protects personal information against

unauthorized access (both physical and logical).

ittt

The entity maintains accurate, complete, and relevant
personal information for the purposes identified in the
notice.

Quality

10 Monitoring and

Enforcement

The entity monitors compliance wit h its privacy
policies and procedures and has procedures to address
privacy -related complaints and disputes.

1

Specific security risks and data governance issues in PeopleSoft

Although we would like to think our ERP systems are bullet proof and come pre -packaged
with all the necessary controls for adequate
developers, and even the casual user, will be exposed to sensitive information if measures

protecti ol

arend6t t aken tDatamaslong &d éncryption softwar e packages provide a layer
of protection, however, inevitably, there will be custom -built pages in PeopleSoft where
these tools get overlooked and information is inadvertently exposed. Additionally, if
masking is applied only to production data, and not t he data spread across numerous
developing and testing environments, the risk magnifies exponentially. Letbdbs take a cl ose
look at some of the risks within PeopleSoft systems.
1. First, weodll hi ghlight some of the c¢ommmsdnsitveused and
information.
Examples of Fields to
e Human Capital Management (HCM) can contain Monitor in PeopleSoft
sensitive information such as social security numbers,
compensation, employee bank account numbers,
benefits, 401(k),e -mai |l addresses, drive NATIONAL_ID
numbers, etc HCM ANNUAL_RATE
DRIVERS_LIC_NB
e Financial Manageme nt Systems (FMS) houses
information regarding Key financial transactions, credit f
card numbers of the organization and employees, etc FMS CR_CARD_NBR
e Customer Relationship Management (CRM) can
contain s ensitive information such as ¢ ustomer account CR CARD NBR
numbers, credit card inf  ormation, e -mail addresses, etc CRM ACCOUNT

TAXPAYER_ID /

A\
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2. Next , we O |

various versions and pages of PeopleSoft.

a) In PeopleSoft Financials/SCM 8.40.02.000

CCTransacti on

e Delivered application displays in clear text the Credit Card Number on the

screen
e Approva monitors u
and ensure access is only granted t

t a k e juat one bfthese,r

ctedit@ded irdotmation

, users have access to the page

whick dlearly yefiects the credit card number.

ser access to t
o those who need it.

, asitis usedin

AfRevi ew

he ARevi

PeopleSoft.

= —
B

b) Alsoin PeopleSoft Financials/SCM 8.40.02.000
informationon t he page, MfARev

, users can view credit card
iew Pri.od Card

= Billing
U Interface Transactions
U Billing Worksheet ( BICicardHst
[ Maintain Bills
= Generate Invokes Business Una: rice: -00091091 Bl Status: |
¢ P Usoo1 OE-0009109 INV
D Consome
= Process Credt Cards
19 CC C1Cd Autie Authorized and Biled Sequence: 1
O1der No: CEN0023 Cr Cord Auth Date Thne:  2000-08-167221307Z
Cred Cord N 4111111111111 Expiration Mt 08 Expltation Yea: 2002
Fust Name: Anna
Last Name: Anderson a
) Amout: 60000 Currency: USD  CGiCAAhCE: 888888
U Reports
LR ¢ Reports Phone: 92505551212 Emall 10: anna_anderson@peopleso com
U Accumulated Balances Message 1; ICS 1 SOK
[ Uniibes
© Locate Bills Message 2 Request was processed successiully
© Review Billing Information Message 3: Dtirne Add: 08N E00 306PM
:.
M""“" A RequestID: 9664633900473632518877 Last OPRID:  SAMPLE
U Accounts Receivable
b Accounts P . =
e able ARetumtoSearch | 48 Netinust | 0 Previousinust | & nosy |

Transacti

e Delivered application displays in clear text the Credit Card Number on the screen.

e Approvamonitorsu s er access

to the nNRevi

make sure access is only granted to those who absolutely need it.

ew Pri

or
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PeopleSoft.

> Configuration Modeler 2
I Product Configurations
b Qualty Cr Card Awth Tr
[ Grants
U Projects
[ Engagement Planning Card Type: 01
[ Resource Management
> Staffing Card Number: 4332123445635564 (
[ Travel and Expenses
= Billing Expiration Date: 12/31101999
[ Interface Transactions
[ Billing Worksheet Exact Name on Card: Dave Marks
[ Maintain Bills
< Generate Invoices
b Consolidated
< Process Credit Cards Status: P
- Review Pending CC
Transaction Auth Code:
- Request Credit Card
Processing Auth Datetime:
- Review CC
Transaction Histo hinvoice: OE-00091058
@ save | QRetmtosearch | &1 Novy |
b Reproduce Reports
[ Accumulated Balances
c) Even newer versions of PeopleSoft arenét fool proof
PeopleSoft Financials/SCM 8.80.00.000, the delivered application has begun to mask

the field for greater security in some places but not all!

e Approva monitors all uses of sensitive fields such as CR_CARD_NBR to ensure
appropriate access to all instances

PeopleSoft.

* Proposal Management  |-a]
© Resource Management
BT Bosats EEETIER
5 Travel and Credit Card Hist
[ Billing Business Unit: US001 Wvolce: OE-00091091 Bill Status: NV
tmm Credtt Card History Find 1o 1
[ Maintain Blis =
2 Auth Status:  Authorized and Billed Sequence: 1
o Non-Consolidated Order No: CEN0023
b Consolidated -
P R Card Number: 0000000000011 ( Exp Morth: 08 (4]
Review Pending CC FstName:  Anna Exp Year: 2002
Last Name: Anderson
Amourt: 50000  Cumency: USD Auth Code: 288888
Photie: 92505551212 Auth Date/Time: 2000-08-16T221307Z
S ] Emadl 10: anna_anderson@peoplesott com Request ID: 9664639900473632518877
[ Accrue Unbilled Activity Message 1:  ICS1 SOK
gm.m Message 2 Request was processed successiuly Date Added: /1800 3 06PM
U Accumutated Balances Message 3: Last OPRID:  SAMPLE
D Usises
d) Even attempts to mask the data can be inconsistent - evenin Financials/SCM
8.80.00.000
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e Credi

t Card Number was not ma s k e d

Transactiond page. The inconsistency in
e Approva monitors access to pages where masking has not been provided.
PeopleSoft.  Ce————
b Proposal Management &)
U Resource Management
e [ ot Card Transacions |
b Travel and Expenses Credit Card Transactions
=~ Billing
D Interface Transactions
[> Manage Billing Worksheet Credit Card Type: VISA
[ Maintain Bills -
< Oareris bckes Cand Number: 2335500 4
[ Non-Consolidated Explration Date: 12/31/1999
b Consolidated
< Process Credit Cards ExactName onCard:  Dave Marks
- ?ﬁ?lwew Pending CC Wvoice: OE-00091058
ransaction
Request Credit Card Amount: 1284.00
Processin
s Currency: uUsSD
Authorization Status: Authorized and Billed
Transaction Authorization Code:
b Accrue Unbilled Activity .
b Reports Authorization Datetime:
[ Reproduce Reports
U Accumulated Balances
D Utilites Return to Process Credit Cards
I Locate Bills
[ Review Billing Information Q Retun to Search | [ENoxity
b Review Procassinn
e) Andit 6s not just credit card i nf or mexttillustrationn h at

highlights where salary information may be exposed.

e Page displays employee a nnual compensation
e Approva monitors wuser access to t
make sure access is only granted to those who need it
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PeopleSoft. ﬂ

 Employee Self Service 4]
[ Manager Self Service

0 Recrulting
& Worklorce Administration e T ek e
[ Benefits SetiD: SHARE Job Code: 120000 Administrator
ﬁ"sf"m’"',,w,a;';ng Manager Levet Other Job Function:
[ Salary Plan Job Family: Midpoint Rate:
Administration
b Group Budgets Salary SetiD: SHARE Plan Grade Step: 0000 00
U Group Increases
0 Mernt Increases
[ Step Increase JPN
b Amount Increase JPN SetlD  SalPlan Grade Step Min Annual Midpt Annual Max Annual Co
[ Percentage Increase - - e
JPN SHARE KUO1 0.00057 0.000] 0.0005
= Review Salary

Information
-~ Employee Ranking by

Work Location Y Ratios |
Job Code EmpliD Name Annual Rate Compary Location
nkin 1 KOG0O03 Bergsten Darlene 86904.0057 USD GBI OH Oper

D savel QRetunto Sameh) sBNextintist) tH Previcus inList) [ Notity

As illustrated in these examples, even the most sophisticated systems like PeopleSoft can

be at risk for data privacy breaches. Whet her 1itds
pagesduetoineffect i ve attempts at Segregation of Duties or
masking, or even just limitations with the PeopleSoft application itself, CPM solutions like

Approvads provi de tahdeosmefiedtiveoway to manitor your PeopleSoft
environm ent and safeguard against data privacy breaches.

Business case (costs/benefits) for implementing CPM

The Ponemon Institute estimates the average privacy breach involves 99,000 rows of data.

This translates to an almost unbelievable cost of $11.5MM for t he average -sized data
privacy breach , according to Darwin insurance underwriters . More conservative estimates,
such as one from Ernst & Young, state insider data privacy breaches cost an estimated

$2.7MM. The likelihood is the average cost is somewhere b etween the two. Regardless,

those costs are frightening.

Ramifications of privacy breaches are not just costly during the year they occur. We must
point out that the cost estimates do not even include intangible costs such as public
humiliation and al oss of customer loyalty, both of which have longer -term negative

impact s. Moreover, fiThe FTC investigates and sanctions organizations that inadequately

protect personal information , and have required that some of them, such as Petco, Tower
Records, Micros oft, and ChoicePoint, to obtain a third party privacy audit every two years

for a period of 10 - 20 years, 0 according to Dr. Prosch.

When assessing a project to safeguard sensitive information, each company must weigh the
sizable cost of a data breach (whic h experts say will eventually impact every organization)
against the marginal one  -time and recurring costs of implementing a CPM solution to
monitor compliance with GAPP. Some costs and benefits to consider when evaluating CPM
solutions include:

COLLABORATE 08 Cayright© 2008 Approva Corporation. All rights reserved. Paged



Potential Costs

Will this impact the performance of the ERP applications we are monitoring?
How hard is it to learn the software? Will people be able to use it and realize the

benefits?

e How hard is it to modify the software (e.g. change rules) as business condition S
change?

e How difficult is it to integrate this with related solutions (e.g. controls
documentation, identity management systems ?

e What additional costs will | incur when | upgrade my CPM solution and/or the
applications it is monitoring?

Potential Benefits

e When will | be able to realize these benefits? How long does it take to implement
the solution?
e Once | address my short  -term compliance obligations can these products also be
used to improve business efficiency?
e How easy is it to enhance the functionality and/or tailor it to my unique control
challenges?
Approvads customers typically see a net positive retur

as early as the first year of implementation. The exact dollar figures vary, depending on the
size of the organi  zation and its associated approach to controls, so this diagram simply
highlights benefits by order of magnitude.

Table3 - Typical Net Benefits of Approva's Continous Privacy Monitoring Solution

4 N\
Key Cost Categories [ Magnitude of Benefits ]
Year 1 Year 2 Year 3 Total

Design & Configuration of _ ¢
Controls $$ NIA WA $9
Remediation of Access )
Violations $$$ N/A N/A $$%
Ongoing & Continuous Privacy
Monitoring $ $ $ $$3
Internal & External Audit Costs
for GAPP $ $ $ $$%
Total $5599 $% $% $$9%9%

\_ .
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Conclusion

With data privacy br  eaches on the rise, the PeopleSoft community needs to
take action to safeguard its environments. There are privacy gaps with
PeopleSoft out -of-the -box and even with data masking or encryption software
applied.

Approvads solution f or ontaringtstepsin&ramtsandPr i vacy
prevents unauthorized access to sensitive information T a key requirement of
GAPP,

e Approva identifies and monitors users who have access to PeopleSoft
pages where masking or encryption is not adequate.

e Approva monitors individu  als who have access to PeopleTools or
PeopleSoft query as these individuals have the ability to bypass the
masking and or encryption with which PeopleSoft was delivered.

e Approva secur es sensitive fields such as NATIONAL _ID, ANNUAL_RATE
and CR_CARD_NBR by m onitoring and reporting on pages where these
fields occur.

o0 PeopleSoft allows customizations but does not enforce that the
masking \encryption delivered is replicated on newly created
pages.

A Y owill have a
data bréac
Marc Groman,

Chief Privacy

Officer of the
Federal Trade
Commission in a

presentation to
the National
Association of
Secret aries of
State, February
2008

o0 Approva determines how many occurrences there are of a sensitiv e field in

the system. It then monitors that number to ensure new instances have
adequate protections of masking and encryption. This type of sensitive data
rule is accomplished through the use of the Approva Insight Studio.

Implementing  some sort of privacy framework is a must. GAPP is a framework which is
comprehensive and recognized by auditors as the standard. Effective implementation of
GAPP may require dedicated resources and funding, which is where CPM solutions, like
Appr ovardhelp by au tomating 20% of GAPP and minimizing the cost and resource
requirements.

In a presentation to the National Association of Secretaries of State in February 2008, Marc
Groman (Chief Privacy Officer of the Federal
wilhave a dat a Itsjus aralfter af time. Companies have begun arming
themselves, and so should you. By proactively implementing a comprehensive privacy
solution, not only will you defend against privacy breaches, but you also have a defense

against the costly and damaging legal ramifications that follow one.

Trade Coml

About the Author

Monica Nelmes Elliott was a victim of identity theft in 2002 and 2003 due to a data privacy

breach at a Fortune 500 company by an employee with unauthorized access to he r social

security number and other personal information. As the PeopleSoft Product Marketing
Manager at Approva, she educates the PeopleSoft community on ways to use Continuous

Privacy Monitoring solutions to ensure integrity of sensitive information, use r access, and

controls in their PeopleSoft systems.
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Appendix

I. 2007 Privacy Breaches i The following companies each suffered a public breach of
data privacy in 2007. Courtesy of Dr. Marilyn Prosch , CIPP, Arizona State University

J.P.Morgan General Electric GanderMountain GapInc Atlantic Plastics, Inc. via
Wells Fargo via unnamed auditor Merrill Lynch McKesson accountingfirm Hancock Askew

Fidelity National Information Services Premier Bank Altria & United Technologies Albertson’s
IBM via benefits consultant, Towers Perrin
Lloyd's of London (FL) Turbo Tax
! ADP _ TiStores  DirectLoans Checkinto Cash
T-Mobile USAlInc Winn-Dixie caterpillar, Inc. Vi@ its IT contractorACS

Circuit City and ChasEICard S_erEr)ices DaiNippon TD Ametitrade KeyCorp
Deb Shops, Inc. ectronic Data SYStemsolumbia Bank Cefidian Corp.

LindenLab  BankofAmerica c Pfizer Greater Media, Inc.
. Wesco  Hertz GlobalHoldings, Inc. :
Tax Service Plus WS MajorLeague Baseball
. CVS Pharmacy ' players via SFX Baseball, Inc.
Life Is Good b Rt . .
P-  Metro Credit Services .
H&R Block HarborOne Credit Union Neiman Ma\rJ'gS:tShore Bank Texas First Bank
Telesource ABN Amrcé Mortgage Group VISA/FirstBank Verisign

i Boein el ;
via Vekstar R%adioShack Rabun Apparel Inc Compulinx il

American Family Insurance ‘ Western Union KSL Services, Inc
Disney Movie Club Hortica Stop & Shop Supermarkets

Nikon Inc.and Nikon World Magazine  CTS Tax Service Avaya

Piper Jaffrey

American Airlines

New Horizons Community Credit Union
Empire Equity Group

MoneyGram International Monster.com .
: Front Range Ski Shop . . Fox News
Johnny's SelectedSeeds ~ NissanMotor Co., Ltd. Limewire
TennCare / Americhoice | . Alcatel-Lucent  American Education
ennCare/Americhoicelnc.  Home Finance Mortgage, Inc. Services
TransUnion Credit Bureau Couriers on Demand AT&T  FourARCO gas stations
via Kingman, AZ, courtoffice Jax Federal Credit Union Gymboree Aetna/ Nationwide / Wellpoint
Cricket Communications . Kingston Technology Co. g:’gg r::eeifgpgf;}:ne d Systems
Howard & Partners law firm Movie Gallery
via its auditor Morris, Davis & Chan Chase Bank Science Applications International Corp. (SAIC)
U.S. Dept. of Commerce Colorado Dept. of Human Services State of Connecticut via Accenture Ltd.
and Census Bureau via Affiliated ComputerServices (ACS) Connecticut Department of Revenue Services
FEMA Wisconsin Dept. of Revenue Conn. Office ofthe State Comptroller
T‘,"a” sportation Security AdministrationVia Ripon Pnn_ters California National Guard
via Accenture Wisconsin Assembly California Public Empl _
alifornia Public Employees
U.S. Army C‘acletCommand Administration for Children's Retirement System s
U.S. Dept. of Agriculture St Calif. Dept. of Health Services
Internal Revenue Service NY Dept. of State _
Conaressional Budaet Office NY Dept. of Labor Ohio state workers
9 J Kentucky Personnel Cabinet Ohio State Auditor
U.S. State Department . . Ohio Ethics Committee
Fflo,:;daLNgt'OBm Gl:.lard X Ohio Board of Nursing
. orida Labor Departmen
Camp Pendleton Marine Corps 8 ) Texas Commission on Law
base via Lincoln B.F. Management NC Dept. of Transportation Enforcement Standards & Education
Army National Guard North Carolina Dept. of Motor Vehicles Idaho Army National Guard

130th Airlift Wing North Carolina Dept. of Revenue

G ia Secretary of Stat
lllinois Dept. of Corrections egreg::gi: ((:eru nrt);%lerk ©
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Picatinny Arsenal

DOD WeaponsResearch Center [llinois Dept. of Financial Georgia Div. of Public Health
and Professional Regulation LT .
- ; aine State Lottery Commission

U.S. Dept. of Veteran's Affairs ‘ .Illmms Dept. ofTransportaﬂon . b

Michigan Dept. of Community Health PA Public Welfare Department

. . PA Dept. of Transportation

Indian Consulate Massachusetts Dept. of Industrial Accidents
via Haight Ashbury Indiana State Department of Health WestVirginia Board of

Barbers and Cosmetologists
Maryland Dept. of Natural Resources

Neighborhood CouncilRecycling | v Dept. of Administration

Incdiana Dept. of Transportation .
Maryland Department ofthe Environment

American Ex-Prisoners of War Indiana State Web site
Cuyahoga County Los Angeles County Chicago Board ofElections
Dept. of Development 0s Angeles Loun :

P P Child Support Services Chicago Voter Database

City of Chicago via contractor

Tuscarawas Coun

ST Count;y Fresno County Detroit \Water and Sewerage Department
Orange County (FL) Controller ©hampaign Police Officers City of Savannah

Huntsville County Bowling Green Police Dept.
Santa Clara County Hidalgo County Commissioner’s Office Lynchburg City ot Monroe
Employment Agency Port of Seattle
ChildNet Metropolitan St. Louis  City of Encinitas
Sewer District

Washiawa Women,

Infants and Children program (HI)  Pima Co. Health Dept. City of Visalia, CA ?:::ﬁﬂ?odnﬂgﬁg:;fer

Fresno County/Refined Technologies Inc. New York City Financial City of Wickliffe, OH
Berks Co. Sheriff's Office Johnston County, NC LA e S e . .
via contractor Canon City of Lubbock City of Grand Prairie
Technology Solutions Cumberland County, PA ity of Lubboc
i Poulsbo Department of Licensin
Indianapolis Public Schools a1 ) Sl e ) i &
Waco Independent School District Chicago Public Schools
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Il. Generally Accep ted Privacy Principles (GAPP) 1 Copyright © AICPA 2006
Management
Ref. Management Criteria Illustrations and Explanations Additional Considerations
of Criteria
1.0 The entity defines, documents, communicates, and assigns accountability for its privacy policies and
procedures.
1.1 Policies and Communications
1.1.0 Privacy Policies Privacy policies are documented (in
The entity defines and documents its writing) and made readily available to
privacy policies with respect to: internal personnel and third parties
« Notice (See 2.1.0) whao need them.
¢ Choice and Consent (See 3.1.0)
« Collection (See 4.1.0)
« Use and Retention (See 5.1.0)
o Access (See 6.1.0)
« Onward Transfer and Disclosure
(See 7.1.0)
e  Security (See 8.1.0)
« Quality (See 9.1.0)
« Monitoring and Enforcement (See
10.1.0)
1.1.1 Communication to Internal The entity: Privacy policies encompass security
Personnel » Periodically communicates to policies relevant to the protection of
Privacy policies and the consequences internal personnel (for example, personal information.
of noncompliance with such policies on a network or a Web site)
are communicated at least annually relevant information about the
to the entity's internal personnel entity's privacy policies and
responsible for collecting, using, changes to its privacy policies.
retaining, and disclosing personal » Requires internal personnel to
information. Changes in privacy confirm (initially and periodically)
policies are communicated to such their understanding of an
personnel shortly after the changes agreement to comply with the
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Ref.

Management Criteria

Illustrations and Explanations
of Criteria

Additional Considerations

are approved.

entity's privacy policies.

» Educates and trains internal
personnel (initially and
periodically) who have access to
personal information or are
charged with the security of
personal information about
privacy and security concepts,
and issues; and promotes
ongoing awareness.

1.1.2

Responsibility and Accountability
for Policies

Responsibility and accountability are
assigned to a person or group for
documenting, implementing,
enforcing, monitoring, and updating
the entity’s privacy policies. The
names of such person or group and
their responsibilities are
communicated to internal personnel.

The entity assigns responsibility for
privacy policies to a designated
person, such as a corporate privacy
officer. (Those assigned responsibility
for privacy policies may be different
from those assigned for other
policies, such as security).

The responsibility, authority, and
accountability of the designated
person or group are clearly
documented. Responsibilities include:
» Establishing with management
standards to classify the
sensitivity of personal
information and to determine the
level of protection required
« Formulating and maintaining the
entity’s privacy policies
« Monitoring and updating the
entity’s privacy policies
= Delegating authority for
enforcing the entity’'s privacy
policies
« Monitoring the degree of
compliance and initiating action
to improve the training or
clarification of policies and

The individual identified as being
accountable for privacy should be
from within the entity.
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Ref.

Management Criteria

Illustrations and Explanations
of Criteria

Additional Considerations

practices

The board periodically includes
privacy in its regular review of
corporate governance.

The entity requires and documents
users, management, and third-party
confirmations (initially and annually)
of their understanding and agreement
to comply with the entity’s privacy
policies and procedures.

and Procedures With Laws and
Regulations

Policies and procedures are reviewed
and compared to the requirements of
applicable laws and regulations at
least annually and whenever there
are changes to such laws and
regulations. Privacy policies and
procedures are revised to conform
with the requirements of applicable
laws and regulations.

1.2 Procedures and Controls

1.2.1 Review and Approval Privacy policies and procedures are:
Privacy policies and procedures and « Reviewed and approved by
changes thereto are reviewed and senior management or a
approved by management. management committee.

« Reviewed at least annually and
updated as needed.
1.2.2 Consistency of Privacy Policies Corporate counsel or the legal

department:

+« Determines which privacy laws
and regulations are applicable in
the jurisdictions in which the
entity operates.

= Reviews the entity’s privacy
policies and procedures to
ensure they are consistent with
the applicable laws and
regulations.
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Management
Internal personnel or advisers review
the design, acquisition, development,
implementation, configuration, and
management of:

» Infrastructure,

+ Systems,

« Applications,

« Web sites, and

+ Procedures,

and changes thereto for consistency
with the entity’s privacy policies and
procedures and address any
inconsistencies.

Ref. Management Criteria Illustrations and Explanations Additional Considerations
of Criteria
1.2.3 Consistency of Commitments With Management and the corporate
Privacy Policies and Procedures caunsel or the legal department
Internal personnel or advisers review review all contracts and service-level
contracts for consistency with privacy agreements for consistency with the
policies and procedures and address entity’s privacy policies and
any inconsistencies. procedures.
1.2.4 Infrastructure and Systems Procedures are in place to:

« Govern the development,
acquisition, implementation, and
maintenance of information
systems and the related
technology used to collect, use,
retain, disclose and destroy
personal information.

« Ensure that the entity’s business
continuity management
processes are consistent with its
privacy policies and procedures.

« Classify the sensitivity of classes
of data, and determine the
classes of users who should have
access to each class of data.
Users are assigned user-access
profiles based on their need for
access and their functional
responsibilities as they relate to
personal information.

« Assess planned changes to
systems and procedures for their
potential effect on privacy.

= Test changes to system
components to minimize the risk
of an adverse effect on the
systems that process personal
information. All test data are
anonymized.

« Require the documentation and
approval by the privacy officer,
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Ref.

Management Criteria

Illustrations and Explanations
of Criteria

Additional Considerations

business unit manager and IT
management before
implementing the changes to
systems and procedures that
handle personal information,
including those that may affect
security. Emergency changes
may be documented and
approved on an after-the-fact
basis.

The information technology (IT)
department maintains a listing of all
software and the respective level,
version, and patches that have been
applied.

Procedures exist to provide that only
authorized, tested, and documented
changes are made to the system.

Personnel

The entity establishes qualifications
for personnel responsible for
protecting the privacy and security of
personal information and assigns such
responsibilities only to those
personnel who meet these
qualifications and have received
needed training.

1.2.5 Supporting Resources Management reviews annually the
Resources are provided by the entity assignment of personnel, budgets,
to implement and support its privacy and allocation of other resources to
policies. Its privacy program.

1.2.6 Qualifications of Internal The qualifications of internal

personnel responsible for protecting
the privacy and security of personal
information are ensured by
procedures such as:
+« Formal job descriptions
(including responsibilities,
educational and professional
requirements, and organizational
reporting for key privacy
management positions)
« Hiring procedures (including the
comprehensive screening of

COLLABORATE 08

Copyright© AICPA 2006

Pagel9



Ref.

Management Criteria

Illustrations and Explanations

of Criteria

Additional Considerations

credentials, background checks,
and reference checking)
Training programs related to
privacy and security matters
Performance appraisals
(performed by supervisors,
including assessments of
professional development
activities)

1.2.7

Changes in Business and
Regulatory Environments

For each jurisdiction in which the
entity operates, the effect on privacy
of changes in the following factors is
identified and addressed:

Business operations and
processes

People

Technology

Legal

Contracts, including service-level
agresments

Privacy policies and procedures are
updated for such changes.

The entity has an ongoing process in
place to monitor, assess, and address
the effect on privacy of changes in:

Business operations and
processes

People assigned responsibility for
privacy and security matters
Technology (prior to
implementation)

Legal and regulatory
environments

Contracts, including service-level
agreements with third parties
(Changes that alter the privacy
and security related clauses in
contracts are reviewed and
approved by the privacy officer
or corporate counsel before they
are executed).
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Notice

Notice is provided to individuals
regarding the following privacy
policies:
* Purpose for collecting personal
information
* Choice and Consent
(See 3.1.1)
Collection (See 4.1.1)
Use and Retention
(See 5.1.1)
Access (See 6.1.1)

Onward Transfer and Disclosure

Ref. Notice Criteria Illustrations and Explanations Additional Considerations
of Criteria

2.0 The entity provides notice about its privacy policies and procedures and identifies the purposes for which
personal information is collected, used, retained, and disclosed.

2.1 Policies and Communications

2.1.0 Privacy Policies
The entity’s privacy policies address
providing notice to individuals.

2.1.1 Communication to Individuals The entity’s privacy notice: MNotice also may describe situations in

personal information is collected.

« Indicates that the purpose for
collecting sensitive personal
informaticon is part of a legal
requirement.

« May be provided in various ways
(for example, in a face-to-face
interview, a telephone interview,
an application form or
questionnaire, or electronically).
Written notice is the preferred

= Describes the purposes for which

which personal information will be
disclosed, such as:
« Certain processing for purposes
of public security or defense
« Certain processing for purposes
of public health or safety
«  When allowed or required by law

The purpose described in the notice
should be stated in such a manner
that the individual can reasonably
understand the purpose and how the

(See 7.1.1) method. personal information is to be used.
Security (See 8.1.1) Such purpose should be consistent
Quality (See 9.1.1) with the business purpose of the
Monitoring and Enforcement (See entity and not overly broad.
10.1.1)
Consideration should be given to
If personal information is collected providing a summary level notice with
from sources other than the links to more detailed sections of the
individual, such sources are described policy.
in the notice.
The use of "short notice” privacy
statements is becoming maore
common. A short notice privacy
statement is a separate page that
COLLABORATE 08 Copyrighto AICPA 2006 Page?1



Ref.

Notice Criteria

Illustrations and Explanations
of Criteria

Additional Considerations

succinctly highlights the scope,
collection, use, choice, contact
details, and other information relative
to the information being collected in
the particular business activity to
which it is attached.

Procedures and Controls

PN
I ha

Provision of Notice
Notice is provided to the individual
about the entity’s privacy policies and
procedures:
= At or before the time personal
information is collected, or as
soon as practical thereafter.
= At or before the entity changes
its privacy policies and
procedures, or as soon as
practical thereafter
= Before personal information is
used for new purposes not
previously identified.

Privacy notice is:

« Readily accessible and available
when personal information is first
collected from the individual.

« Provided in a timely manner
(that is, at or before the time
personal information is collected,
Or as soon as practical
thereafter) to enable individuals
to decide whether or not to
submit personal information to
the entity.

« Clearly dated to allow individuals
to determine whether the notice
has changed since the last time
they read it or since the last time
they submitted personal
information to the entity.

In addition, the entity:

« Tracks previous iterations of the
entity’s privacy policies and
procedures,

« Informs individuals of a change
to a previously communicated
privacy notice, for example, by
posting the notification on the
entity’s Web site, by sending
written notice via the mail, or by
sending an e-mail.

« Documents that changes to

See 3.2.2, "Consent for New Purposes

and Uses.”

Some regulatory requirements
indicate that a privacy notice is to he
provided on a periodic basis, for
example, annually in the Gramm-
Leach-Bliley Act (GLBA).
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Ref. Notice Criteria Illustrations and Explanations Additional Considerations
of Criteria
privacy policies and procedures
were communicated to
individuals.

2.2.2 Entities and Activities Covered The privacy notice describes the
An objective description of the particular entities, business
entities and activities covered by the segments, locations, and types of
privacy policies and procedures is information covered, for example:
included in the entity’'s privacy notice. « QOperating jurisdictions (legal and

political)
= Business segments and affiliates
« Lines of business
« Types of third parties (for
example, delivery companies and
other types of service providers)
« Types of information (for
example, information about
customers and potential
customers)
» Sources of information (for
example, mail order or onling)
The entity informs individuals when
they might assume that they are
covered by the entity’s privacy
policies but in fact are no longer
covered (for example linking to
another Web site that is similar to the
entity’s, or using services on the
entity’s premises provided by third
parties).

2.2.3 Clear and Conspicuous The privacy notice is: If multiple notices are used for
The entity’s privacy notice is « In plain and simple language. different subsidiaries or segments of
conspicuous and uses clear language. « Appropriately labeled, easy to an entity, similar formats are

see, and not in fine print. encouraged to avoid consumer
» Linked to or displayed on the confusion and allow consumers to
Web site at points of data identify any differences.
collection.
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Ref.

Notice Criteria

Illustrations and Explanations
of Criteria

Additional Considerations

Some regulations, such as GLBA, may
contain specific information that a
disclosure must contain.

Illustrative notices are often available
for certain industries and types of
collection, use, retention, and
disclosure.
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Choice and Consent

Individuals are informed:

=  About the choices available to
them with respect to the
collection, use, and disclosure of
personal information.

=  That implicit or explicit consent is
required to collect, use, and
disclose personal information,
unless a law or regulation
specifically requires otherwise.

in a clear and concise manner:

» The choices available to the
individual regarding the
collection, use, and disclosure of
personal information.

= The process an individual should
follow to exercise these choices
(for example, checking an "opt-
out” box to decline receiving
marketing materials).

» The ability of and process for an
individual to change contact
preferences.

« The consequences of failing to
provide personal information
required for a transaction or
service.

Individuals are advised that:

« Personal information not
essential to the purposes
identified in the privacy notice
need not be provided.

+« Preferences may be changed and
consent may he withdrawn at a
later time, subject to legal or

Ref. Choice and Consent Criteria Illustrations and Explanations Additional Considerations
of Criteria

3.0 The entity describes the choices available to the individual and obtains implicit or explicit consent with respect
to the collection, use, and disclosure of personal information.

3.1 Policies and Communications

3.1.0 Privacy Policies
The entity’s privacy policies address
the choices available to individuals
and the consent to be obtained.

3.1.1 Communication to Individuals The entity’s privacy notice describes,

Some laws and regulations (such as
Principle 11, Limits on the Disclosure
of Personal Information, section 1 of
the Australian Privacy Act of 1988)
provide specific exemptions for the
entity not to obtain the individual’s
consent. Examples of such situations
include:

» The recordkeeper believes on
reasonable grounds that use of
the information for that other
purpose is necessary to prevent
or lessen a serious and imminent
threat to the life or health of the
individual concerned or another
person.

« Use of the information for that
other purpose is required or
authorized by or under law.
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Ref. Choice and Consent Criteria Illustrations and Explanations Additional Considerations
of Criteria
contractual restrictions and
reasonable notice.
The type of consent required depends
on the nature of the personal
information and the method of
collection (for example, an individual
subscribing to a newsletter gives
implied consent to receive
communications from the entity).
3.1.2 Consequences of Denying or The entity informs individuals at the
Withdrawing Consent time of collection:
When personal information is « About the consequences of
collected, individuals are informed of refusing to provide personal
the consequences of refusing to information (for example,
provide personal information or of transactions may not be
denying or withdrawing consent to processed).
use personal information for purposes * About the consequences of
identified in the notice. denying or withdrawing consent
(for example, opting out of
receiving information about
products and services may result
in not being made aware of sales
promotions).

« About how they will or will not be
affected by failing to provide
more than the minimum required
personal information (for
example, services or products
will still be provided).

3.2 Procedures and Controls

3.2.1 Implicit or Explicit Consent The entity:
Implicit or explicit consent is obtained +« Obtains and doecuments an
from the individual at or before the individual’s consent in a timely
time personal information is collected manner (that is, at or before the
or as soon as practical thereafter. The time personal information is
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Ref.

Choice and Consent Criteria

Illustrations and Explanations
of Criteria

Additional Considerations

individual's preferences expressed in
his or her consent are confirmed and
implemented.

collected, or as soon as practical
thereafter).

« Confirms an individual's
preferences (in writing or
electronically).

« Documents and manages
changes to an individual's
preferences.

« Ensures that an individual’s
preferences are implemented in
a timely fashion.

+ Addresses conflicts in the records
about an individual’s preferences
by providing a process for users
to notify and challenge a
vendor’s interpretation of their
contact preferences.

« Ensures that the use of personal
information, throughout the
entity and by third parties, is in
accordance with an individual's
preferences.

3.2.2

Consent for New Purposes and
Uses

If information that was previously
collected is to be used for purposes
not previously identified in the
privacy notice, the new purpose is
documented, the individual is notified,
and implicit or explicit consent is
obtained prior to such new use or
purpose.

When personal information is to be
used for a purpose not previously
specified, the entity:

« Notifies the individual and
documents the new purpose.

« Obtains and documents consent
or withdrawal of consent to use
the personal information for the
new purpose.

« Ensures that personal
information is being used in
accordance with the new purpose
or, if consent was withdrawn, not
50 used.

If policies are changed but do not
constitute new purposes or uses, the
organization may wish to consult with
legal counsel.
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Ref. Choice and Consent Criteria Illustrations and Explanations Additional Considerations
of Criteria
3.2.3 Explicit Consent for Sensitive The entity collects sensitive The Personal Information Protection
Information information only if the individual and Electronic Documents Act
Explicit consent is obtained directly provides explicit consent. Explicit (PIPEDA), Schedule 1, clause 4.3.6,
from the individual when sensitive consent requires that the individual states that an organization should
personal information is collected, affirmatively agree, through some generally seek explicit consent when
used, or disclosed, unless a law or action, to the use or disclosure of the the information is likely to be
regulation specifically requires sensitive information. Explicit consent considered sensitive.
otherwise. is obtained directly from the
individual and documented, for Most jurisdictions referenced to in
example, by requiring the individual Attachment B, "Comparison of
to check a box or sign a form. This is International Privacy Concepts,”
sometimes referred to as opt in. prohibit the collection of sensitive
data, unless specifically allowed. For
example, in the European Union (EU)
member state of Greece, Article 7 of
Greece’s "Law on the protection of
individuals with regard to the
processing of personal data” states,
“The collection and processing of
sensitive data is forbidden.” However,
a permit to collect and process
sensitive data may be obtained.
Some jurisdictions consider
government-issued personal
identifiers for example, Social
Security numbers or Social Insurance
numbers, to be sensitive information.
3.2.4 Consent for Online Data Transfers The entity requests customer Consideration should be given to
to/From an Individual’s Computer permission to store, alter, or copy software that is designed to mine ar
Consent is obtained before personal personal information {other than extract information from a computer
informatien is transferred to/from an cookies) in the customer's computer. and therefore may be used to extract
individual's computer. personal information, e.g., spyware.
If the customer has indicated to the
entity that it does not want cookies,
the entity has controls to ensure that
cookies are not stored on the
custamer's computer.
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Ref. Choice and Consent Criteria

Illustrations and Explanations
of Criteria

Additional Considerations

Organizations will not download
software that will transfer personal
information without obtaining
permission.
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Collection

Ref.

Collection Criteria

Illustrations and Explanations
of Criteria

Additional Considerations

4.0

The entity collects personal information only for the purposes identified i

1 the notice.

4.1

Policies and Communications

4.1.0

Privacy Policies
The entity’s privacy policies address
the collection of personal information.

Some jurisdictions, such as some

countries in Europe, require entities
that collect personal infarmation to
register with their regulatory body.

4.1.1

Communication to Individuals
Individuals are informed that personal
information is collected only for the
purposes identified in the notice.

The entity’s privacy notice discloses
the types of personal information
collected and the methods used to
collect personal information.

4.1.2

Types of Personal Information
Collected and Methods of
Collection

The types of personal information
collected and the methods of
collection, including the use of
cookies or other tracking techniques,
are documented and described in the
privacy notice.

Examples of the types of personal
information collected are:
= Financial (for example, financial
account information)
+« Health (for example, information
about physical or mental status
or history)
+« Demographic (for example, age,
income range, social geo-codes),

Examples of methods of collecting
and third-party sources of personal
information are:
= Credit reporting agencies
» Over the telephone
« \Via the Internet using forms,
cookies, or Web beacons.

The entity’s privacy notice discloses
that it uses cookies and Web beacons
and how they are used. The notice
also describes the consequences if
the cookie is refused.

Some jurisdictions, such as those in
the EU, require that individuals have
the opportunity to decline the use of
cookies.,
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Ref. Collection Criteria Illustrations and Explanations Additional Considerations
of Criteria
4.2 Procedures and Controls
4.2.1 Collection Limited to Identified Systems and procedures are in place
Purpose to:
The collection of personal information » Specify the personal information
is limited to that necessary for the essential for the purposes
purposes identified in the notice. identified in the notice and
differentiate it from optional
personal information.
» Periodically review the entity’s
program or service needs for
personal information (for
example, once every five years
or when there are changes to the
program or service).
» Obtain explicit consent when
sensitive personal information is
collected (see 3.2.3, "Explicit
Consent for Sensitive
Information”).
» Monitor that the collection of
personal information is limited to
that necessary for the purposes
identified in the privacy notice
and that all optional data is
identified as such.
4,2.2 Collection by Fair and Lawful The entity’s legal counsel reviews the It may be considered a deceptive
Means methods of collection and any practice:
Methods of collecting personal changes thereto. + To use tools, such as cookies and
information are reviewed by Web beacons, on the entity’s
management, legal counsel, or both Web site to collect personal
before they are implemented to information without providing
confirm that personal information is notice to the individual.
obtained: + To link information collected
= Fairly, without intimidation or during an individual’s visit to a
deception, and Web site with personal
= Lawfully, adhering to all relevant information from other sources
rules of law, whether derived without providing notice to the
from statute or commeon law, individual.
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Ref.

Collection Criteria

Illustrations and Explanations
of Criteria

Additional Considerations

relating to the collection of
personal information.

« To use a third party to collect
information in order to avoid
providing notice to individuals.

Entities should consider legal and
regulatory requirements in
jurisdictions other than the one in
which they operate (for example, an
entity in Canada collecting personal
information about Europeans may be
subject to certain European legal
requirements).

A review of complaints may help to
identify whether there are unfair or
unlawful practices.

4.2.3

Collection From Third Parties
Management confirms that third
parties from whom personal
information is collected (that is,
sources other than the individual) are
reliable sources that collect
informatian fairly and lawfully.

The entity:

» Performs due diligence before
establishing a relationship with a
third-party data provider.

» Reviews the privacy policies and
collection methods of third
parties before accepting personal
information from third-party data
SOUrCes.

Contracts include provisions requiring
personal information to be collected
fairly and lawfully and from reliable
sources.

If information collected from third
parties is to be combined with
information collected from the
individual, consideration should be
given to providing notice to such
individuals.

COLLABORATE 08

Copyright© AICPA 2006

Page32




Use and Retention

Ref. Use and Retention Criteria Illustrations and Explanations Additional Considerations
of Criteria
5.0 The entity limits the use of personal information to the purposes identified in the notice and for which the

individual has provided implicit or explicit consent. The entity retains personal information for only as long as
necessary to fulfill the stated purposes.
Policies and Communications

.0 Privacy Policies

The entity’s privacy policies address
the use and retention of personal

|
b |k

information.

5.1.1 Communication to Individuals The entity’s privacy notice describes
Individuals are informed that personal the uses of personal information, for
information is: example:

= Used only for the purposes » Processing business transactions
identified in the notice and only if such as claims and warranties,
the individual has provided payroll, taxes, benefits, stock
implicit or explicit consent, options, bonuses, or other
unless a law or regulation compensation schemes
specifically requires otherwise. » Addressing inquiries or
= Retained for no longer than complaints about products or
necessary to fulfill the stated services, or interacting during
purposes, or for a period the promaotion of products or
specifically required by law or services
regulatian. » Product design and development,
or purchasing of products or
services

+ Participation in scientific or
medical research activities,
marketing, surveys, or market
analysis

» Personalization of Web sites or
downloading software

» Legal requirements

= Direct marketing

The entity's privacy notice explains
that personal information will be
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