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Introduction  

Researchers with the Ponemon Institute found that  

595 of 700 (85%) IT executives  and security officers  

indicated  their business es have  experienced a t least 

one known occurrence of a  data security breach.   

Moreover, e xperts estimate  between 70% and 80% of 

data security breaches are due to in ternal access to 

sensitive information.  These alarming statistic s 

illustrate  that efforts to safeguard data must move beyond network security 

and data masking or encryption  which can be circumvented by clever 

perpetrators on the inside.   In fact, the number of data privacy and security 

breac hes conti nues to be on the rise, despite growing regulations and 

software solutions that aim to prevent the average user from being able to 

view sensitive  data.   

Even highly sophisticated  enterprise resource planning systems (ERPs) such 

as PeopleSoft have vulnerab ilities that put them at risk for data security 

breaches.  Th is white paper  highlights a few risk areas in PeopleSoft and how  

sensitive  information can get into the wrong hands,  even with the assistance 

of data m asking and  encryption software.  The white paper  goes  even  further 

to highlight frameworks  such as the Generally Accepted Privacy Principles 

(GAPP)  and  Continuous Privacy Monitoring (CPM)  tools which have emerged 
in response to  the rapidly growing number of data privacy breaches.  

Now that regulations require companies to make breaches public and notify 

consumers impacted, all companies, not just th e 85% who admit to breaches 

in the past, need to take action to safeguard against th em.  ñStrengthening 
Data Privacy in PeopleSoftò offers best of breed meth ods to do just that.  

Trends in  Data Privacy and Security Breaches  

2007 was another year of growth in Privacy Breaches . The Identity Theft 

Resource Center  states that data breaches reached a record number in 2007 

with an estimated  79 million records comprom ised  across 328 cases reported.  This 

represents roughly a 10% jump over 2006 where an estimated  300 cases were made 

public.  The  upward  trend is likely to continue as the cost of technology continues to decline, 

making storage and archives of data more aff ordable and pervasive.  

Companies  and auditors have begun searching for ways to arm themselves  against 

breaches of data privacy and security .  They fear being the next public example of a data 

privacy breach that could have been avoided had effective contro ls been put into place 

earlier.   

According to Dr. Marilyn Prosch, CIPP, Associate Professor of Accounting  at Arizona State 

University, ñManaging this data becomes an important corporate governance issue because 

all organizations that collect, use or store  personal information face privacy risk.  

Technology has accelerated faster than associated controls and monitoring technologies 

have been developed and implemented, and a period of maladjustment has resulted.  We 

have reached a point where much focus need s to be placed on good corporate governance 

regarding the protection of personal information  and on creating and implementing privacy 

ñ70% of all 

security incidents 

come from 

insidersò -  

Gartner  

ñ80% of threats 

come from 

insiders and 65% 

go undetectedò -  

Forrester  

ñAn insider attack 

against a large 

company causes 

an average of 

$2.7MM in 

damages, where 

the average 

outside  attack 

costs only 

$57,000é Almost 

50 times as 

costly.ò ï Ernst & 

Young  
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enhancing technologies and controls so that the environment can approach 
an adjusted stat e.ò 

Generally Accepted  Privacy P rinciples (GAPP)  

Regulators are responding to the cry for help .  Numerous privacy frameworks 

have been developed, domestically and internationally, in an effort to aid 
consumers , companies  and business es get their arms around the problem.   

Noting similari ties to the rise of Sarbanes -Oxley as a means to get a handle 

on financial controls, the audit profession responded with a framework for 
privacy controls in 2001, the Generally Accepted Privacy Principles (GAPP).  

GAPP was the outcome of a joint task force  between t he American Institute 

of Certified Public Accountants (AICPA) and the Canadian Institute of 

Chartered Accountants (CICA).   Dr. Prosch highlights the mission of the task 

force by stating, ñThe General ly Accepted Privacy Principles  can be used by 

accounting firms of all sizes to provide privacy services an d assurances to 

their clientsé One objec tive of the task force i s to provide a consistent 

framework for developing sound, auditable privacy practices that when 
implemented , will likely comply with any applicable legislation. ò 

 

Figure 1 - Evolution of GAPP 

 

GAPP consists of 66 principles across ten categories of focus.  These principles reflect the 

best of the best  privacy requirements pooled together across myriad regulatio ns, ranging 

from domestic ones such as HIPAA, to international ones such as the E uropean Union (EU) 

Directive.  They streamline the overwhelming number of requirements spread across the 
multitude of privacy frameworks.    

ñWe have reached 

a point where 

much focus needs 

to be placed on 

good corporate 

governance 

regarding the 

protection of 

personal 

information and 

on implementing 

privacy enhancing 

technologies and 

controls ...ò ï Dr. 

Marilyn Prosch, 

Ph.D., CIPP , 

Arizona State 

University  
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In December 2007, Computerworld re ferred to GAPP in an article entitled, Mind the GAPP, 

Accountants bring GAAP - like principles to the privacy sphere , ñ(GAPP) is  likely to become 

the most important new source of requirements for your IT projects since Y2K and 

Sarbanes -Oxleyé The accounting industry has closed ranks around the idea that the GAPP is 

the best international framework for assessing the privacy health of an or ganizationé It's 

the best attempt so far to address the main point of pain for global Chief Privacy Officers: 

the growing c omplexity of privacy regulations around the world. ò 

Table 1 - Generally Accepted Privacy Principles (GAPP) 

Reference  Category  Description  

1 Management  The entity defines, documents, communicates, and 

assigns accountability for its privacy policies and 

procedures.  

2 Notice  The entity provides notice about its privacy policies 

and procedures and identifies the purposes for which 

personal information is collected, used, retained, 

and disclosed.  

3 Choice and Consent  The entity describ es the choices available to the 

individual and obtains implicit or explicit consent 

with respect to the collection, use, and disclosure of 

personal information.  

4 Collection  The entity collects personal information only for the 

purposes identified in the notice.  

5 Use and Retention  The entity limits the use of personal information to 

the purposes identified in the notice and for which 

the individual has provided implicit or explicit 

consent. The entity retains personal information for 

only as long as nece ssary to fulfill the stated 

purposes.  

6 Access  The entity provides individuals with access to their 

personal information for review and update.  

7 Disclosure to 3 rd  

Parties  

The entity discloses personal information to third 

parties only for the purposes identified in the notice 

and with the implicit or explicit consent of the 

individual.  

8 Security for Privacy  The entity protects personal information against 

unauthorized access (both physical and logical).   

9 Quality  The entity maintains accurate, comp lete, and 

relevant personal information for the purposes 

identified in the notice.  

10  Monitoring and 

Enforcement  

The entity monitors compliance with its privacy 

policies and procedures and has procedures to 

address privacy - related complaints and disputes . 

Continuous Privacy Monitoring (CPM) Solutions  

Auditors recognize two key challenges  for companies in adopting GAPP .  They are a 

shrinking pool of resources along with shrinking budgets.  Hence, auditors recommend the 

use of Continuous Privacy Monitoring  (CPM) solutions to automate GAPP and minimize the 

cost and resource requirements.   Dr. Prosch graphically depicts how CPM helps to optimize 
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efficiency and minimize breaches in the following diagram entitled, ñThe Evolution of Privacy 

Protection.ò  CPM com es the closest to optimizing privacy protection because it 

encompasses all five phases of the privacy protection maturity model.  

Figure 2 ς The Evolution of Privacy Protection 

 

CPM solutions, such as one by Approva, automate rough ly 20% of GAPP.  They go deeper 

than data masking and encryption tools by keeping a watchful eye on user access to the 

system.  CPM solutions work by ensuring Segregation of Duties (SoD), which first originated 

as a key Sarbanes -Oxley requirement.  Effecti ve SoD is a key requirement for GAPP, since it 

ensures appropriate user access to sensitive information in the system.  Keeping track of 

SoD and user access in spreadsheets and reports is costly because it is highly manual.  

Automating it with a CPM soluti on like Approvaôs nets a positive return as early as the first 

year of implementation, while it also significantly reduces the risk of a costly data privacy 
breach.  

Table 2 - Where Approva Can Automate GAPP 

Reference  Category  Descri ption  

1 Management  The entity defines, documents, communicates, and 

assigns accountability for its privacy policies and 

procedures.  

2 Notice  The entity provides notice about its privacy policies 

and procedures and identifies the purposes for which 

perso nal information is collected, used, retained, and 

disclosed.  

3 Choice and Consent  The entity describes the choices available to the 

individual and obtains implicit or explicit consent with 

respect to the collection, use, and disclosure of 
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personal informa tion.  

4 Collection  The entity collects personal information only for the 

purposes identified in the notice.  

5 Use and Retention  The entity limits the use of personal information to the 

purposes identified in the notice and for which the 

individual has p rovided implicit or explicit consent. The 

entity retains personal information for only as long as 

necessary to fulfill the stated purposes.  

6 Access  The entity provides individuals with access to their 

personal information for review and update.  

7 Disc losure to 3 rd  

Parties  

The entity discloses personal information to third 

parties only for the purposes identified in the notice 

and with the implicit or explicit consent of the 

individual.  

8 Security for Privacy  The entity protects personal information against 

unauthorized access (both physical and logical).   

9 Quality  The entity maintains accurate, complete, and relevant 

personal information for the purposes identified in the 

notice.  

10  Monitoring and 

Enforcement  

The entity monitors compliance wit h its privacy 

policies and procedures and has procedures to address 

privacy - related complaints and disputes.  

Specific security risks and data governance issues in PeopleSoft  

Although we would like to think our ERP systems are bullet proof and come pre -packaged 

with all the necessary controls for adequate protection of sensitive data, they donôt.  Clever 

developers, and even the casual user, will be exposed to sensitive information if measures 

arenôt taken to protect it.  Data masking and encryption softwar e packages provide a layer 

of protection, however, inevitably, there will be custom -built pages in PeopleSoft where 

these tools get overlooked and information is inadvertently exposed.   Additionally, if 

masking is applied only to production data, and not t he data spread across numerous 

developing and testing environments, the risk magnifies exponentially.   Letôs take a closer 

look at some of the risks within PeopleSoft systems.   

1.  First, weôll highlight some of the commonly used and viewed fields that contain sensitive 
information.  

 Human Capital Management (HCM)  can contain 

sensitive information such as social security numbers, 

compensation, employee bank account numbers, 

benefits, 401(k), e -mail addresses, driverôs license 

numbers, etc .   

 Financial Manageme nt Systems (FMS)  houses 

information regarding Key financial transactions, credit 

card numbers of the organization and employees, etc .  

 Customer Relationship Management (CRM)  can 

contain s ensitive information such as c ustomer account 

numbers, credit card inf ormation, e -mail addresses, etc .  
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2.  Next, weôll take a closer look at just one of these, credit card information , as it is used in 
various versions and pages of PeopleSoft.  

a)  In PeopleSoft Financials/SCM 8.40.02.000 , users have access to the page ñReview 
CC Transaction Historyò which clearly reflects the credit card number.  

 Delivered application displays in clear text the Credit Card Number on the 

screen  

 Approva monitors user access to the ñReview CC Transaction Historyò page 
and ensure access is only granted t o those who need it.  

 

b)  Also in PeopleSoft Financials/SCM 8.40.02.000 , u sers can view credit card 
information on the page, ñReview Prior Card Transaction.ò 

 Delivered application displays in clear text the Credit Card Number on the screen.  
 Approva monitors u ser access to the ñReview Prior Card Transactionò page and 

make sure access is only granted to those who absolutely need it.  
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c)  Even newer versions of PeopleSoft arenôt fool proof, as evidenced here.  In 

PeopleSoft Financials/SCM 8.80.00.000, the delivered  application has begun to mask 
the field for greater security in some places but not all!  

 Approva monitors all uses of sensitive fields such as CR_CARD_NBR to ensure 

appropriate access to all instances  

 

d)  Even attempts to mask the data can be inconsistent -  even in Financials/SCM 
8.80.00.000 . 
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 Credit Card Number was not masked for security on the ñReview Prior Card 

Transactionò page.  The inconsistency in masking is a security risk. 

 Approva monitors access to pages where masking has not been provided.  

 

e)  And i tôs not just credit card information that is vulnerable.   The next  illustration 

highlights where salary information may be exposed.  

 Page displays employee a nnual compensation  

 Approva monitors user access to the ñEmployee Ranking by Job Codeò page and 
make  sure access is only granted to those who need it  
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As illustrated in these examples, even the most sophisticated systems like PeopleSoft can 

be at risk for data privacy breaches.  Whether itôs unauthorized users creating or accessing 

pages due to ineffect ive attempts at Segregation of Duties or inadvertent ñmissesò in data 

masking, or even just limitations with the PeopleSoft application itself, CPM solutions like 

Approvaôs provide the most optimal and cost -effective way to monitor your PeopleSoft 
environm ent and safeguard against data privacy breaches.   

Business case (costs/benefits) for implementing CPM  

The Ponemon Institute estimates the average privacy breach involves 99,000 rows of data.  

This translates to an almost unbelievable cost of $11.5MM for t he average -sized data 

privacy breach , according to Darwin insurance underwriters .  More conservative estimates, 

such as one from Ernst & Young, state insider data privacy breaches cost an estimated 

$2.7MM.   The likelihood is the average cost is somewhere b etween the two.  Regardless, 
those costs are frightening.   

Ramifications of privacy breaches are not just costly during the year they occur.  We must 

point out that the cost estimates do not even include intangible costs such as public 

humiliation and a l oss of customer loyalty, both of which have  longer - term negative 

impact s.  Moreover, ñThe FTC investigates and sanctions organizations that inadequately 

protect personal information , and have required that some of them, such as Petco, Tower 

Records, Micros oft, and ChoicePoint, to obtain a third party privacy audit every two years  

for a period of 10 -  20 years, ò according to Dr. Prosch.  

When assessing a project to safeguard sensitive information, each company must weigh the 

sizable cost of a data breach (whic h experts say will eventually impact every organization) 

against the marginal one - time and recurring costs of implementing a CPM solution to 

monitor  compliance with GAPP.  Some costs and benefits to consider when evaluating CPM 

solutions include:  
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Potential  Costs  

 Will this impact the performance of the ERP applications we are monitoring?  

 How hard is it to learn the software? Will people be able to use it and realize the 

benefits?  

 How hard is it to modify the software (e.g. change rules) as business condition s 

change?  

 How difficult is it to integrate this with related solutions (e.g. controls 

documentation, identity management systems ? 

 What additional costs will I incur when I upgrade my CPM solution and/or the 
applications it is monitoring?  

Potential Benefits  

 When will I be able to realize these benefits?  How long does it take to implement 

the solution?  

 Once I address my short - term compliance obligations can these products  also  be 

used to improve business efficiency?  

 How easy is it to enhance the functionality  and/or tailor it to my unique control 
challenges?  

Approvaôs customers typically see a net positive return on controls monitoring solutions in 

as early as the first year of implementation.  The exact dollar figures vary, depending on the 

size of the organi zation and its associated approach to controls, so this diagram simply 
highlights benefits by order of magnitude.  

Table 3 - Typical Net Benefits of Approva's Continous Privacy Monitoring Solution 

 

 



COLLABORATE 08 Copyright © 2008 Approva Corporation. All rights reserved.  Page 11 

Conclusion  

With data privacy br eaches on the rise, the PeopleSoft community needs to 

take action to safeguard its environments.  There are privacy gaps with 

PeopleSoft out -of - the -box and even with data masking or encryption software 
applied.   

Approvaôs solution for Continuous Privacy Monitoring steps in front and 

prevents unauthorized access to sensitive information ï a key requirement of 

GAPP. 

 Approva identifies and monitors users who have access to PeopleSoft 

pages where masking or encryption is not adequate.  

 Approva monitors individu als who have access to PeopleTools or 

PeopleSoft query as these individuals have the ability to bypass the 

masking and or encryption with which PeopleSoft was delivered.  

 Approva secur es sensitive fields such as NATIONAL_ID, ANNUAL_RATE 

and CR_CARD_NBR by m onitoring and reporting on pages where  these 

fields occur.   

o PeopleSoft allows customizations but does not enforce that the 

masking \ encryption delivered is replicated on newly created 

pages.   

o Approva determines how many occurrences there are of a sensitiv e field in 

the system.  It then monitors that number to ensure new instances have 

adequate protections of masking and encryption.  This type of sensitive data 
rule  is accomplished through the use of the Approva Insight Studio.   

Implementing  some sort of  privacy framework is a must.  GAPP is a framework which is 

comprehensive and recognized by auditors as the standard.  Effective implementation of 

GAPP may require dedicated resources and funding, which is where CPM solutions, like 

Approvaôs, can help by au tomating 20% of GAPP and minimizing the cost and resource 
requirements.  

In a presentation to the National Association of Secretaries of State in February 2008, Marc 

Groman (Chief Privacy Officer of the Federal Trade Commission) emphatically stated, ñYou 

wi ll  have a data breach.ò  It is just a matter of time.  Companies have begun arming 

themselves, and so should you.  By proactively implementing a comprehensive privacy 

solution, not only will you defend against privacy breaches, but you also have a defense 

against the costly and damaging legal ramifications that follow one.  

 

About the Author  

Monica Nelmes Elliott was a victim of identity theft in 2002 and 2003 due to a data privacy 

breach at a Fortune 500 company by an employee with unauthorized access to he r social 

security number and other personal information.  As the PeopleSoft Product Marketing 

Manager at Approva, she educates the PeopleSoft community on ways to use Continuous 

Privacy Monitoring solutions to ensure integrity of sensitive information, use r access, and 
controls in their PeopleSoft systems.  

ñYou will  have a 

data breach.ò ï 

Marc Groman, 

Chief Privacy 

Officer of the 

Federal Trade 

Commission in a 

presentation to 

the National 

Association of 

Secret aries of 

State, February 

2008    
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Appendix  

I.  2007 Privacy Breaches  ï The following companies each suffered a public breach of 

data privacy in 2007.  Courtesy of  Dr. Marilyn Prosch , CIPP, Arizona State University  
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II.  Generally Accep ted Privacy Principles (GAPP)  ï Copyright © AICPA 2006  
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