Administration of Users, Roles and
Responsibilities in Release 12 -
When Technologies Collide

Chuck Kennedy
Susan Behn

Brian Bent
April 15, 2008

>

SOLUTION BEACON, 11c



Role Based Access Control (RBAC)

>

SOLUTION BEACON, 11c




Role Based Access Control
(RBAC)

* What is RBAC?

— MetalLink Doc. ID: 290525.1 “Role Based Access Control
(RBAC) is an ANSI standard (ANSI INCITS 359-2004) supported
by the National Institute of Standards & Technology (NIST).

— The RBAC standard supports the mapping of user access
control based upon a user’s role in the organization rather than
their unique identity

— Responsibilities aggregate menus/functions for navigation
— Roles correlate functions to specific data access

— Role inheritance reduces user administration
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People Form

Responsibilities are associated with individual

usSers

HR Enter

If another responsibility needs to be tied to all HR
Managers — must associate new responsibility to

all HR Managers

ACLE CERTIFED ADVANTAGE
= € PARTNER

HR Manager

Menu

Oracle Forms
User Provisioning

L‘

HR Manager HR Manager 1

Responsibility

| .
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HR Manager 2
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Oracle Application Framework
User Provisioning

« Roles are associated with individual users
« Supports RBAC standard of role based provisioning

OAF HR Enter HR Manager
People Form Permission
Set

HR Manager

Oracle Form Oracle Forms
Responsibility

OAF_ p_ermission sets and Oracle Forms can be
provisioned to a role

 When new responsibilities are added — only need to
provision to HR Manager role — not each individual user

| .

Ll

HR Manager 2

-

A E] . CERTIFIED ADVANTAGE
oH € panmie SOLUTION BEACON, Lic 5
Real Solutions for the Real World®




Pervasiveness of OA Framework

E-Business Suite Registered Forms
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Oracle User Management
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Oracle User Management

* Role Design, Creation and Assignment

Registration Processes

- Manage Proxies

Product Family Functionality

>
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Oracle User Management

« Grants
— Grant specific users to roles and/or responsibilities

— Grant specific users to Data Security Policies

- Data Security Policies

— Regulates specific data accesses — can be for specific columns (data
instance) or a group of rows (instance set)

- Registration Processes
— New user registration integrates with AME for approvals

— Default registration policy is “email”

« That’s why Self-Service userids are usually email addresses
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Initial Grant

2 Object Details - Microsoft Internet Explorer

- memmmsy - Default User
<3 Object Details - Microsoft Internet Explorer i
File Edit Wiew Favorites Tools Help Management

@ Back - ‘__,} |ﬂ @ | :’] /:__\J Search ‘-E'::r’ Fawvorites @ _ F - L prOV|S|On|ng IS
Address |§| http: fivis1Z200ink 1 . solutionbeacon. nekfon,_HTMLAO A, jsprpage=Joraclefapps/fndfsecurity fobjects ‘V| 1] Links gra nted to

Google [C- ¥@o¢ PRS- B - DE- D~ | W Doettings- &y - SYSADMIN
O MNorton 360 @=0 &5 “Fraud monitoring is on 53)  Options - .
Fol ~ userid
LIEAE - Systarm Specific SYSADMINM 28-Jun-2004 Assion All Rows
Administrator - All ser SYSADMIMN Revoke =

Roles Grant Fole b ® MUSt |Og|n as
A SYSADMIN
and grant User

Name i alid from |Va|id to |Bet ‘Data Context Type  (Instance Set

Rolz Administration privileges. Group Of Users 520 Arninistr ator 10-Aug-2004 Assign /Revoke Role  All Rows M a n a g e m e nt

U - Systern Administrator - All Roles Grant Specific User SYSADMIN SYSADMIN 28-Jun-2004 Assign /Revoke Role Al Rows

Role Administration privileges. Group Of Users  iReceivables Customer Administrator 05-Jul-2003 Assign / Revoke Role  Instance

Role Administration privileges. Group Of Users  Customer Administratar O4-Aug-2004 agsign / Revoke Role  Instance ro I e to g ro u p Of
Role Administration privileges. Group Of Users — Partner Adrninistrator O4-Aug-2004 Assign / Revoke Role  Tnstance

Rolz Administration privileges. Group Of Users  MRC General Ledger Vision Germany (DEM) 31-0ct-2005 Assign /Revoke Role  Tnstance u Se r’S O r’

Return to Object Search QUpdate S pe Cifi C u S e r

es Home Logout Preferences Diagnostics

Dracle. All rig

@ ® Internet

CRACLE' CERTIFED ADVANTAGE i
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Initial Grant

Details Role Description Status M u St r ant th e
%) Show SB_CK_SPECIFIC_LE WISION_JAPAMN SE CK_SPECIFIC_LE WISIOM JAPAMN Assigred g
o _ — : - _ seeded
HHide § SECUrDy Adrministrator SeCUrty Administrators manage all user accounts in i .
system, and can assign / revoke all roles. Security Secu I’Ity

Administrators also manage system accounts (such as
GUEST), that are not tied to a person.

Administrator
role

* Active Fram | 30-Apr-2007 |f| Active Ta

Role Inheritance  User Management, Manage Proxies Role

BShow _ _ inheritance
without sharing yvour passwaord. .

[ Show Territory Reports Yiew Operation Territory Repaorts Yiew Operation Assigned prOVIdeS the
[+ Show Matching Atributes Enabling Matching Atiributes Enabling Assigned User
[ Show Marmed Account Managerment (Admin) Mamed Account Management (Admin) sssigned  Man ageme nt
[# Show Sales Team Search Sales Team Search Assigned rO|e

Rt N R el e L e Lol ) LY
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Lser Marne
Passward
Description | Sparrow, Jack
Password Expiration

T Days

i Arcesses

= Wane

User Management iz an Indirect
Responszibility

Indirect Responsibility

FPerson
Customer
Supplier
E-Iail

Fax

Direct Responsibilities J Indirect Reapnnsihilitiesl Securing Attributes

Responsibility

l Llser Management
ser Management
Llser Management

Llser Management

Sparrow, Jack

Effective Dates

From [09-AUG-2007
To

Application
Application Ohject Library

Application Ohject Library
Apnplication Ohject Library
Application Ohject Library

SeCcurity
Group
Standard

Standard
Standard
Standard

Effective Dates
Fram Ta
09-ALG-2007 13-AUG-2007 =
09-A0G-2007 | 13-AG-2007
03-ALIG-2007
09-ALG-2007

; CERTIFIED ADVANTAGE
ORACLE !

PARTNER

Shows as
indirect
responsibility on
System
Administrator
user form

Held in
WF_ROLES and
WF_USER_ROLE
_ASSIGNMENTS

-
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Roles vs. Responsibilities

Latin America

rﬂL firgenting Payables FND_RESP|JL| ARGENTINE_PAYABLES|STANDARD
Localizations

il Argenting FHD_RESF|JL| ARGENTINE_RECELYABLES|STANDARD Latin America

[P 4 | e olin i

FND_RESP|CFA|FA_WER_ASSET INOUIRY|STANDARD
© A ASSRUINGUINY iSO RESE [OA e _ifEl_AS3ET_MJUMRT BETS1BMUARD™ £558T5

- Azsat Inguiry

Belgium
AL gt Inquiry Vision FND_RESP | OFA|FA_WEB_ASSET_INQUIRY FR|STANDARD Assets
France
Al Agset Inquiry Vision FND_RESP| OFA|FA_WEB_ASSET_INQUIRY DE|STANDARD Assets
Germary
ahext 151 - 165 of 2001
M 3 ganyr ity
Administration
+ o Approvals Ub | AWE_&PP_ADMIN Hu
¥ | Wanagement Resources
: 4 dpprovals UM AME_BUS_ANALY! Liman
£ Management BUsiness Resaurces
Analyst

; CERTIFIED ADVANTAGE
ORACLE !

PARTNER

e e O e O

Responsibilities
begin with
FND_RESP

Roles begin
with UMX

User
Management
objects belong
to FND schema

-
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Seeded Security Administration Roles

= I security Administration Secu rlty
+ %;Appr;viljs Managerment U | AME_APP_ADMIN Hurnan Resources V. P & Administrator can
rrinistrator
£ @-ﬂﬁpprmals Management Business LI | AME_BLS_AMALYST Human Resources o V4 4= manage a” users
Analyst and
H e .
5; iepfrnvals Management Process LIFE | AME_BLIS_PROCESS_OWNER Human Resources v / e assi g n /reVOke
£ @-ﬂﬁpprmals Management System LN | AME_TTYPE_ADMIN Human Resources o V4 4= rOIGS
Administrator
[ 80 approvals Management Systerm LM | AME _ADM_VIEWER Hurnan Resources v" Y, e Customer
4 e Er . s
. - — Administrators
~ 4 Customer Administrator U3¢ | LM _EXT _ADMIN Application Object 2 & manage in their
- ' Application Object : :
_,-]Manage Proxies IR | IR _PAARNAGE_PROXIES | EE;:E? Ior LD jec W / e own Organl Zatlon
Y Partner Administrator LI | LM _PARTHER_ADMIMN Application Unject V.4 & Partner
= 2 Prrate Administator UM | UM _PIRATE_ADMIN AP LT v 2 & Administrators
S - Security Administrator UMX | SECURITY_ADMIN 2 | 4 A Managein their
own and partner
L Receivables Customer Administrator LM AR CUST _ADK Feceivables _/ o or an. at'ons
L IZzal
&7 iSetup Super User LM | AZ_SUPER_USER Application Y, 4 9

Implementation

ORACLE CERTIFED ADVANTAGE i
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New Administrator Role Creation

ORACLE"  user Management « Different

Home Logaout Preferences Help Diagnostics

administrator
User Management
Users | Roles Bz Rule Inheritance | Rule Categunes | Regmiratmn Prﬂcesses r‘0|eS can be
User Managemem Roles & Role Inheritance > Cl’eated to
Update Role : Pirate Administrator .

service

* Indicates required field ‘ Cancel ‘ | Security Wizards ‘ ‘ Save ‘ ‘ Apply ‘

different TCA

* Categary ‘SEEUFit}f Administration ¥ * Application |ﬁpp|icati|:|n (Object Library ‘ Q ;

Prle foda 1IMYTIIMY DIRATE ADMIN i - party types (I'e'

n 5 : Fram (po-aug-2007 | &

“Pirate Administrator (gl 505200) partners,
= . . : =870 &

ST REAPESENTS ERTEMAl O STES Tiat Marlade
user accounts and access for pirates in Cu Sto mers,
their own as well as any partner Suppliers and
arganizations,

even
PIRATES!)

Permlssmns

Name Set Object  Data Context Type Access Policy Last Update Duplicate  Update  Delete
Mo results found,

‘ Cancel ‘ ‘ Security Wizards ‘ ‘ Save ‘ ‘ Apply ‘

ORACLE CERTIFED ADVANTAGE _i-
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System Administration Security Wizards

Two Security Wizards are packaged with Release 12 which provide
breadcrumb setup processes

MetaLink Doc. ID: 401463.1 suggests that more products will deliver
security wizards in future patch releases

zer Managerment | Security Administration Setup

ORACI—GE User Mar

Home Logout Preferences Help Diagnostics

User Management: Roles & Raole Inheri
Security Wizards

Role Mame  Pirate Administr;
Name

PHole : Firate Administrator =

ole Code  UMX |UMX_PIRATE_ADMIN
Description

Run Wizard
CE UM Security wizard i
Uzer Managerment @ Security Administration Setup Function for UM security administration setup wizard i

A E] . CERTIFIED ADVANTAGE _i-
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Security Administration Wizard

OR’A\CLEB User Management - . Securi ty

User Management Ad min |Strat| on
Lkers | Roles & Role Inheritance | Role Categories | Registration Processes W| za rd ad d S

User Management: Roles & Rolz Inheritance = .
Data Security
Policies

Home Logout Pref

Update Role : Pirate Administrator
* Indicates required field

Joject (Laild Lonleal 1¥pe ACless FOICY R Data Securit
Jzar Manage ment Person Instance Set F'EIZI[:I|E in Partmer Drgan izat L. y
Policies restrict
Jzer Managerment Crganization Instance Set Wiewy Farter Organizations .
. 2 . actions that
Isgr Managerment Role Instance administrators
can perform
Permissions .
Create Grant ° Data SeCU r|ty
Name Set Dbject Data Context Type Access Policy Last Update | Duplicate Update Delete POI |C| es al SO
User Administration privieges Basic User Administrafration Privieges  User Management Person Instance Set People in Parmer Organizations  09-Aug-2007 @ _/" Eﬁﬂ . . .
Crganization Adrinistration privileges  Organization Administration Privileges  User Management Organization  Instance Set Yigw Partner Organizations (09-40g-2007 @ _/" @ In d Icate Wh ICh
Role Adrministration privileges. Agsign / Revoke Role User Management Role Instance LM | UMK _PIRATE_ADMIN 09-Aug-2007 @ /" Eﬁﬂ TCA pa rt IeS an d

organizations can
be administered

-
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Pirate Administration Setup

* Next step is to add a navigable responsibility for User Management — click
on Add Node (green plus sign)

(27 Pirate Administrator IR | UM _PIRATE _ADMIM Application Object Library =« g o

* Next select User Management responsibility to add to the Pirate
Administration role

ORAC |_€° User Management

Home Logout Freferences Help Diagnostics

User Manageme
User Foles & Role Inheritance | Role Categories | Registration Processes

Define Role Inheritance Hierarchy: Search and Select Roles

e role you select from the hisrarchy will be inkerited by everyvorne assigned the Pirate Admlnlstraw | cancel |
L ol
Search Socnc
[ Category
Category | e = Role

sz Responsibility
| % all Users (Everyongl
¥ Externally Managed Group

MName |user management

Code |

Application | | K/,

uick
elect Select |R|:|Ie Code |App|icatil:|n ‘Actiue
= Liser FRD_RESPE | FMND | UL | STAMDARD Application Object
o * i e
= MManagement Library

Cancel | | select

CRACLE' CERTIFED ADVANTAGE i
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Pirate Administration Setup

Last step is to create grant for User Management Menu

ORACLE" User Management

Home Logout Preferenc Help Diagnostics
User Management

Users | Roles 8 Role Inheritance | Role Categaries |
User Management: Foles & Role Inheritance =  Update Role
Yiew Grant: UM Menus

Registration Processes
: Pirate Administrator =

pelete | | Update
Hame  UNMX Menus
Description  UMX Menus
Effective From 13-Aug-2007
Effective To

Security Context

Grantee Type Group Of Users
Grantee  Pirate Administrator
Cperating Unit
Responsibility

S5et

intenance UI's
Code UMX_USER_ADMIN_UI_PERMS >
scription  Gives access to the User Maintenance UI's. Must be granted to all User Administrator Roles.

Return to Grants

Delete | Update

A E] . CERTIFIED ADVANTAGE _i-
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Pirate Administration Setup

L Pirate Administrator LI | LI _PIRATE_ADMIM Application CObiject Librar

 New Pirate
Administration

E[ Lser Managerment

e e | Cancel | | Reset Password | | Save | | Apply | &
Prefix ‘ * Uzer Mame | jsparrow | Ql jick Tips rOIe nOW h aS
First Mame Jac ; s ] -
2 Ernail Personal information ariginates '
Middle Narne Stats ) Active fram the HR system and cannat be Wh ee | S

= [431T] 1= ny

« Jack Sparrow

Pirate Administrator Reprasents external pirates that manage user accounts and access Assig
for pirates in their own as well 35 any pariner organizations, can now
Custorner Administrator Represents external people that manage user accounts / access  Assig administer
for people in their own organization (defined as organization other pirates
arties),
parties) through User
Management
ST heir own as well as any partner organizations. =
[ Show Pirate Administrator Represents external pirates that manage user accounts and access Assigned )
for pirates in their own as well a5 any partner organizations. =
[ Shiowy Custamer Administrator Represents external people that manage user accounts / access (Assigned
for peaple in their own organization (defined as organization E
parties).
[F Shos User Management Liser Management Assigned ‘_‘/
[ rancal | [ Rocat Daccwnrri_l [ gaua | I annly | ¥

ORACLE CERTIFED ADVANTAGE _-i-
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Jack Sparrow — Pirate Administrator

Liser Marne |

Maintain User Accounts

Ernail ]

| Organization Business World .
+ Register nesw people,

Role | Q
. create/disable user accounts, and

Last Marne |

| - reset passwords,

First Marne |

| | | Control Access

(@]

« Grant access to different parts of
. the system by assigning/revaking
- roles.

Regis’
[T D

Last |
Srith

Sparrouy Jack

J

| P ot | <

o e ” o

Jsparrow ) Active

Stein = | CllZa0em A ﬂ

Stenz

e Elizabeth

@ Mot Created 8

i3 V4

TUPRE T irrier Wil ﬂ

Turak

Turner Wil @ Mot Created | = 7
Yerdi Fabrizio bwvorldit ) Active 3 = V4
Wang Robert  rwang@bw.com rwang ) Active 3 =y V4
Reqgister V| Go ‘ & Previous 10 ‘31—40 v | Mext 10 ()

; CERTIFIED ADVANTAGE
ORACLE !

PARTNER

Now login as
Jack Sparrow
and only users
in the pirate
organization
can be
managed

-
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Manage Proxies
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“Manage Proxies” Role

Users | Roles & RoleInheritance | Role Categories | Registration Processes
User Managerment: Users =

Update User: ckennedy
¥ Indicates required field

Cancel | ' Reset Password ‘ Save | Apply ‘

Prefi

. rnedy ‘ lJuic:k Tips
Firsthame  Chuck ckennedy is the i Personal information ariginates
Midldle: Narme delegafing user fram the HR system and cannat be
LastMame Kennedy & updated here
Suffix E
rample: 23-Jan-2008)
Active Ta Iﬁ
Roles = Contact Information
anges can only be made for roles you have bedf.  pirivilages.
Chang Iv be made for rales you have b Manage % privikeq
Proxies" Role is
Assigned

Assign Roles

(2 Previous 10 | 121-130 % | Next 10 ()

Details Role it |Status ‘Remuve

[# Shore SB_CK_SPECIFIC_LE_YISION_JAPAN “SPECIFIC_LE_YISION_JAPAH Assigned _I.lf!
>

[+ Showr Security Administator Sacurity Administrators manage all user accounts in the hesigned
system, and can assign [ revoke all rales, Security )
Administrators also manage system accounts (such as =
(LEST), that are not tied to a persan,

0t Manage Proxies 0 ACCESS YOUr USEr acoount, Assigned

larant oner users e rignt

Delegating User
must have the
“Manage Proxies”
role assigned to
them

“Manage Proxies”
role provisions
the “Switch User”
and “Return to
Self’ permission
sets

. CERTIFED ADVANTAGE
ORACLE PARTNER

-
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Manage Proxies

ORACLEg User Management | gg}gences off

Home Logout Preferences Help Personalize Page Diagnostics
: | AR the Home Page -
User Management find “Manage
Proxies” on the

4 Corerdl General Preferences oft sid
+ Display ' Cancel ‘ Reset to Default ‘ | Apply ‘ eit side
Preferences

Languages

o Aroess Reguests

; . , v r'i'\
Current Session Language | American English ¢J Under
Default Application Language | American English ¥ W) Preferences
find "Manage

Accessibility Proxies"

Accessibility Features | None v
Regional

Territory | United States v

A E] . CERTIFIED ADVANTAGE _i-
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Add Proxy User

- “Add People” button allows the delegating user to select their proxy user or users

ORACLG User Management

Home Logout Preferences Fersonalize Page Diagnostics

User Management

| Manage Proxies: Manage Praxies =

o General .
o Manage Proxies JSPARROW is
Prafarances Manage the people that can access your account and act on your behalf, now proxy for [ _Eeﬁal_ Fﬁﬁ"‘a’_]
ckennedy ' '
*  ACCESS Req : .
Add Fedple | KUM FroKy keport |
« Manage . '
Proxies Jetails Last Name |First Name |I.lser Name |
| Shoi Sparrow Jack

JSPARROWY

i- Eance!“| | Apply ]

ORACLE CERTIFED ADVANTAGE _-i-
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Proxy User Login

Now logged in at JSPARROW which is the proxy user for CKENNEDY

Select “Switch User”

ORACLE! E-Business Suite

[iggnostics Lagout Preferences Help Persanalize Pag e eey

Navigator Favorites

Personalize Personalize

You haie ot elected any favortes, Please Use the
Personalize” button o set Up your favertes,

ORACLE CERTIFED ADVANTAGE _ni-
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Switch User

Select “Switch” to change from JSPARROW to CKENNEDY

ORACLE! E-Business Suite

Diagnostics Home Logout Prefarences Personalize Page

oelect "Switch'
to change fo
| CKENNEDY

Logged In 45 JSPARROW
Switch User
Select 3 user and act as teir prg

Guitch _Lantfme. ‘Flrst Name ‘User Name Toh Titl Phone ~~ Emal

M7 Ky Chuck CYENNEDY

ORACLE CERTIFED ADVANTAGE _-i-
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Proxy User Now Is Delegated User

- JSPARROW is now masquerading as CKENNEDY with all of CKENNEDY roles and
responsibilities

*  Does not need to know CKENNEDY password

«  When done with proxy duties — hit “Return to Self”

DRACLEe E-Business Suite

When Jack ogout Preferences Help Personalize P=oc Return to Self
Sparrow is —

done with proxy
duties - he hits

Logged In As ISPARROW
Proxy For CKEMNMED

Navigator "Return to Self" Favorites '
Personalize
|__| @Ay anced 5LJDD|";" Chain Planner :F';Iease salect a respunsilﬁilit:.r. e ol o P e bt

"Personalize"” buthopd set up your favorites,

[ Advanced Planning Adrministrator
[ advanced Planning DRP Planner
[ advanced Supply Chain Planner
[ alert Manager, Yision Enterprises
1 application Developer

1 Bills of Material

[ Cash Management

@l cash Management Manager

[ Cash Management Setup

[ Catalog sdministrator, Progress S&EL
[ Collections &gent

[ Collections Manager (1

[ Cost Managerment

7 Cost Management - SLA

Jack Sparrow is
now logged in
as CKENNEDY

-
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Proxy Report

*  Must run the “Page Access Tracking Data Migration” concurrent program to make proxy
accesses available to the Proxy Report

+  Go to “Manage Proxies” and select “Run Proxy Report”

ORACLE

Clase Window Preferences Fersonalize Page Diagnostics

User FManagement .
Manage Proxies: Manage Proxies = pr—
by proxy
Proxy Report JSPARROW
Fallowing are the pages that this proxy accessed when using
User Name | | & ¢ CKENNEDY's Hility | | &
Effective From I:I & roles .an.d. To I:I

(example: 23-Jar-2008) e responsiblities (example: 23-1an-2005)

[5o, /
User Name |Respunsihilitv Action |Date
ISP ARECW System Administrator LI 29-Jan-2008 11:06:56
JSFPARRECWY System administrator LI 29-Jan-20038 12:59:23
ISP ARREOW System administrator Los0T 29-Jan-2008 11:08:00
JSPARRECW System Administrator Lo=0lT 29-Jan-2008 13:02:56
JSFPARRCW System administrator RESF_CHaMNGE 29-Jan-20038 11:07 .26
ISP ARRECW System Administrator RESF_CH&MGE 20-Jan-2008 12:59:53

S 1
. CERTIFIED ADVANTAGE
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|dentifying Proxy Users

* Run the following SQL to find those users who have the “Manage Proxies” role assigned
to them

- select * from wf_user_role_assignments_v
where role_name = 'UMX|UMX_MANAGE_PROXIES'

and start_date <= sysdate
and (end_date is null OR end_date >= sysdate)

« Important to understand proxy user relationships from a controls perspective

. CERTIFIED ADVANTAGE _l
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Pervasiveness of UMX in Release 12
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Create Role

_.:_1_}

Focus Name

¢ e e OeeOee

B3 all Roles, Regn=== -
= IRoles & Re
O Training

B O Miscella
B Security

+]

L Infarma
(3 Territor
(3 Territor
LI Release

L Salution
(3 Groups fro

Create Role

; CERTIFIED ADVANTAGE
ORACLE ..omner

Release 12 Role Groups

Code Application Active Update Add Node Remove Node

== e e

 Training

(7 Miccellaneous
4 ] EiEEUI’iT:." Administration
+

J Information Technology

&Y A Terr tory Managerment Task Foles
(3 Terr tory Management Job Raoles
[+

I Release 12 Core Team

+ : ;
[ salution Beacon

* (] Groups from other Source Systems

View the
seeded role
groups by
logging into
UMX and going
to Roles and
Role
Inheritance

Expand the role
groups to see
the underlying
E-Business
Suite
Applications

SOLUTION BEACON, 11c

Real Solutions for the Real World®




UMX/RBAC Role Groups
Training

Miscellaneous

Security Administration
Infarmation Technology

Temitory Management Task Roles
Terrtory Management Job Roles

Groups from other Source Systems

; CERTIFIED ADVANTAGE
ORACLE ..omner

Release 12 Role Groups

E-Business Suite Application Ownership *Underlying E-
Business Suite
Learning Management Applications

*  Doesn’t provide
the complete
picture — need

All Responsibilities

UMARBAC Security Administration

to look at
Integration Repository (IREP) Permission
Sets
CRM - Territory Management
CRM - Territory Management
Trading Community Architecture and HR RolesiPositions
:
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Complex Maintenance
Repair and Overhaul
Applications BIS

Incentive Compensation

Configurator.

Advanced Product Catalog

Application Object Librarny

Scripting

Customers Online

CRM Foundation

Learning Management

Sourcing

LIk Security

Approvals Management
Engine (AME)

; CERTIFIED ADVANTAGE
ORACLE ..omner

Release 12 Permission Sets

Internal Controls Manager

Balanced Scomrecard

Depot Repair

Document Managment and

Collaboration

Engineering

Project Portfolio Analysis

Cuollections

Inventory

Project Contracts

Project Intelligence

Purchasing

Who Fkfl oo

Self Semvice Receivables

Cash Management

Service

Enterprise Asset
Management

Financial Intelligence
Financials Common Modules
Grants Proposal

iR it :

CHM -

Sales Territory Management
Purchasing Intelligence

Advanced Pricing

Work in Process

select * from
apps.fnd_menus a,
apps.fnd_menus_tl b
where a.type =
'SECURITY"

and a.menu_id =
b.menu_id

order by a.menu_name;
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Applications To Audit

E-Business Suite Application UMX/RBAC Access * Applications where all
their UMX roles should be

Approvals Management Engine (AME) All accesses examined .

Workflow Mlerrece * These roles that can be

provisioned within these
applications can have

UMX Security Administration All accesses high impact across the
Release 12 E-Business

Cash Management All accesses Suite

Application Object Library All accesses

Trading Community Architecture All accesses

ORACLE CERTIFED ADVANTAGE i
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SYSADMIN May Be OId....
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SYSADMIN Userid

Upgrades require SYSADMIN to be active (point in time, planned
activity)

The Release 11.0 to Release 11i Category 3 steps require the
SYSADMIN user to be active

The Release 11.0 to Release 12 upgrade path involves upgrading
first to 11.5.10.2, which requires the same Category 3 step
mentioned above

In a Portal/SSO environment, SYSADMIN is required as the backup
method to perform the administration tasks and troubleshooting if
something happens to the Single Sign-on (SSO) infrastructure and it
fails to work as designed

Over 350 specific lines of E-Business Suite Release 12 code
reference SYSADMIN (select * from sys.dba_source where text like
‘%SYSADMIN%’;)

>
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SYSADMIN Userid

» The following system level profile options are defaulted to
SYSADMIN at implementation:

— AP: Invoice Approval Workflow User
— GMI: Workflow Default Item Approver
— OKC: Change Request Approver

— OKC: Contract Approver

— OKL: Credit Analyst

— OKL: Funding Approver

— OM: Notification Approver

>
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SYSADMIN Userid

« Unless changed, Oracle Workflow will fail because SYSADMIN is
the default workflow administrator and is used to communicate user

security events, violations and exceptions (see MetaLink Doc. IDs:
259319.1 and 333656.1)

« Upon implementation, SYSADMIN is the initial and original grantor
of UMX Security Administration (point-in-time, planned activity)

- SYSADMIN is the default userid used to startup the concurrent
managers. Alternatively, a custom script could be developed to use
a different userid that has the associated System Administrator
responsibility

 Historically, many patches have required SYSADMIN to be active —
patch analysis should check for this and, if required, SYSADMIN
could be activated (point-in-time, planned activity)
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Sensitive Data
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Sensitive Data in Production

* Personalizations
- Database roles and privileges
* Direct database restrictions

* Release 12 Payments and Cash Management
Masking and Encryption

 Above all else — IDENTIFY sensitive data
elements

« Know where sensitive data elements come to
rest
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Sensitive Data in Non-Production

 Additionally for Non-Production Environments....

* Oracle Applications Management Pack includes
scrambling as part of clone process

« Obfuscate or destroy sensitive data elements

- Search and destroy package available from
http://www.solutionbeacon.com/security

« Above all else — IDENTIFY sensitive data
elements

>
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Conclusion and Recommendations

>
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Recommendations

Check on the UMX roles for the high-impact applications
mentioned previously

Create an alert to notify when SYSADMIN is used
Change the SYSADMIN password frequently

Obfuscate your sensitive data in non-production
environments

Check database roles and privileges in production
Consider restricting direct connections to the database

>
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Got Oracle”?
Get the Books!

SHINING A LIGHT
ON THE RELEASE 12 WORLD

The Release 12 Primer

SOLUTION BEACORN,

Installing, Upgrading and The Release 12 Primer —
Maintaining Oracle E-Business Shining a Light on the
Suite Applications 11.5.10.2+ Release 12 World

Available at
www.solutionbeacon.com

-
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Oracle Applications Users
Group (OAUG)

- THE world’s largest knowledgebase for Oracle
Applications users

*  Networking opportunities with over 118,000 members
worldwide

* Access to over 50,000 white papers in the online OAUG
Conference Paper Database

* FREE online training every Tuesday, Wednesday and
Thursday for OAUG members
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Questions and Answers

Thank Youl!

Chuck Kennedy
ckennedy@solutionbeacon.com
Susan Behn
sbehn@solutionbeacon.com
Brian Bent

bbent@solutionbeacon.com
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