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Oracle Projects Suite- Security Options
(A security journey from Forms to HTML)

Timothy Cronin
Cronin Business Solutions
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Agenda

 Introduction to the Oracle Projects Suite
 Forms versus HTML

« Function and Menu Security
* Responsibilities

 PA Profile Options

* Project Access Control

e Organizational Security

* Role Based Security

e Security Extension

e Personalizations

o Configuration Considerations
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The Projects Suite...

Oracle Projects Intelligence

Oracle Project

racle Project Oracle Project
Management

Portfolio Resource

Oracle Project Rlanning Management

Collaboration

Oracle Project | Oracle Project

Billing Costing
Oracle Time

and Labor

Personalized Role-Based Views/ Security
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Oracle Enterprise Project Management...

Oracle Projects Intelligence

A

Oracle Project

racle Project Oracle Project
Management

Portfolio Resource

Oracle Project g Management

Collaboration

o o

Personalized
“ ' \ Role-Based Views/ Security
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Oracle Project Costing

Cost Inputs Oragl(?sl;rnosect Cost Outputs
I
- Inventory 314 Party Apps
e
AP Cash
Management
e
. Integrate with multiple sources * View Commitments
 Manage cost via a WBS o Drill Down features
« Track cost against budget  Capitalize Assets

« Generate Accounting
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Oracle Project Billing...

-
ﬁ ~ Funding / Generate Oracﬁls?l Er:SJeCt
Agreements Invoices e ks, e
Interproject/ F s % 9
$ Revenue Generate Interorg g ¢ J
Budgets and Revenue il Generate
Forecasts "ing AutoAccountin

« Track agreements / Fund Projects * Supports the following
billing/revenue methods:
« Manage Revenue Budgets

: —T&M
 Generate Invoices _% Spent
« Generate Revenue —% Complete
—Events

—Custom methods
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Oracle Project Management...

Manage
Workplans

Create, manage and version
workplans

Track progress against plan

Integrate with MS Project

Create budgets / forecasts to
completion

Provide real time project overview via
HTML

S - HTML
Portal / Qf@
Dashboard

5

o>
Assign task @M View Gantt

<> 20

weighing == Charts

Manage issues at a project or task
level

View Gantt charts
Create work plan dependencies
Manage change orders

Oracle Project
Management
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Oracle Project Collaboration...

- > 0. Oracle Project
o9 82 Collaboration
>
ddd <
—
a
* Provides a secure collaborative workspace
 Visibility to assigned tasks, issues and deliverables

« Single document repository with versioning capabillities
* Related to Oracle Project Management

Visibility to tasks,
issues and
deliverables
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Oracle Project

Manage team
schedules

Supports the following
functions:

*Project Managers
*Resource Mangers
«Staffing Managers

Generate
Forecasts (

Track resources and
availability

Resource
Management

ay
/-
'—'
\
Nominate and assign
esources to a project

=

Calculate
__Z_Utilization |

 Used by all members of your project °
based organization °

« Calculate organization / resource
utilization

 Managing team schedules

Track resources and availability
Nominate / Assign resources to a
project

Search for open requirements

Generate financial
forecasts
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Oracle Project Intelligence...

A ) 7
AR AN =l
Operation and Real time Prepackaged And KPI
Financial Project On-line reporting Reports t00ls
Metrics

* Provides Project based operational and financial metrics, reporting
and analytics

* Provides role based security
e Drill down to transactions
e Dashborad and KPI's

« Manage by exception Oracle Project
Intelligence
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Oracle Project

Portfolio
Planning

Score and Establish
Rank Common

Projects Metrics

 Release Date: May 2005
« Evaluate, analyze, prioritize potential projects

« Establish common metrics for potential projects
— NPV, ROI, strategic or financial fit

e Score and rank projects
 Create and compare “What if” scenarios
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HTML versus Forms
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HTML vs. Forms...

e Oracle is migrating away from Forms towards HTML
e Oracle Projects suite is on the leading edge

 The bulk of the Oracle Projects suite is now in HTML

— In many cases, a function can be performed in both Forms
and HTML

o Security features are sometimes related to either
HTML or Forms

home of the OAUG Knowledge Factory T
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HTML vs. Forms...

* Project creation is HTML and Forms:

Source Template GSD POC (T200001)
= Project Number

= Prajact Nama l Project Number

= Project Description

Project Name

Project Description

Customer Hame

POC Master Project

= Customer Name | :S?
POC Master Project Product Line

= Product Line vl| Revenue Type
= Revenue Type « |

= Classification - |

= Customer Group v| QK QEIFII:E|

= Country v

= State w
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Functions and Menus
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Function and Menu Security

Function Security

e Function security controls user access to
Oracle Projects functions

* Functions are assigned to Menus
— Thus providing access to specific functionality in PA

Menu Security
« Build from either other menus or functions
« Grant access to specific PA functionality

 Menus are assigned to either Responsibilities
or Roles

home of the OAUG Knowledge Factory T
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PA_PRM_PRO.J_SUI

Project Super User Responsibility Main Menu

 Functions control access s

Project Super User Responsibility Main Menu

to mOSt featu reS Within PA - . P_PRM_EMOVE_CONFLICTS 1

Projects : Project Progn

« Examples include:

Projects: Page Layout: |

Unlock Structure Unlock Structure Unlock Structure

—_ Ablllty to See a button Projects: Report Types: Report Types Setup

Projects: Options: Repo
Projects: Project Sets: L Projects: Project Sets: Update All [

- Ablllty tO basellne a. PA: Workplan: Change |PA: Workplan: Change Current P14
workplan |

— Ability to view cost rates
— Ability to update progress

Proj FProject Hom
— Eftc...

Projects: Project List PA_PROJ_LIST Projects: Project List
Frojects: Project Overview PA_PROJ_OVERM...  Projects: Project Overy
Frojects: Project Overview Function PA_PROJ_OVERM...  Projects: Project Overy
Projects: Project Progress Report Yiew PA_PROGRESS_R... Usercanview progres
Projects: Project Reguest List PA_PROJ_REGQ_LIST Projects: Project Regu
Projects: Project Search PA_PROJECT_SEA.. Projects: Project Seard
Projects: Project Sets: Create and Delete PA_PROJ_SET_MA.. Projects: Project Sets:
Projects: Project Sets: Setas Shared PA_PROJ_SET_SH Projects: Project Sets:
Projects: Project Sets: Update All PA_PROJ_SET_UP.. Projects: Project Sets:
Projects: Project Status Report: Update Shortcut PA_PROGRESS_R.. Usercan edit status re

1

|
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Functions Documents

Application:Menu

e Menus are defined

using the System gee =
Administrator Lo )

+ Flexfield
Administer Folders

responsibility Seoumen

Network Test

Messages

* They are build from
both:

View Tree..
- S u b menus PA_SUPERUSER_GUI (PC)

Standard
— Functions

l 1 Projects Projects: Subfunctions |Projects Enter and maintain projects =
2 Budyets Budgets: Subfunctions |Budyets Enter and baseline budgets
3 Expenditures |PA_SU_EXPEND_GUI Enter and import expenditures
4 Allocations PA_SU_ALLOCATIONS Define and release allocations
5 Capitalization |PA_SU CAPITAL GUI
6 Project Status  |Project Status Inguiry Inquire on project status N
7 Project Adminis|PA_SU_MAINT_PRO.EC
til Setup PA_SU_SETUP_GUI (PB Setup project accounting options
9 Other FHND_OTHER 4.0 View concurrent request and set |
10 Lookup @Define Lookups -
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Function and Menu Security

e Steps to create a function loaded menu
1. Navigate to System Administrator- Menu

2. Either create a new menu or query an existing
menu

3. Add/Remove Functions as necessary

home of the OAUG Knowledge Factory 'I-h
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Responsibility Based Security
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Responsibility Based Security...

« A user’s logon determines which functions
the user can perform

o Each responsibility limits user access to the
operating unit with which it is associated

Effective Dates bility i Project Billing Super lse Effective Dates

Projects Al |01-JAN-1951 =1L Projects S0 D1-JAN-1951
PA_PRM_PROJ_SU T _ [i{47 11 PROJECT_BILLING_SUPER_USER 7 [

Project Super User Project Billing Administrator
hle From Data Group

Data Group

I Standard Standard

Projects (o1l |Projects

VSAT Projects Super User ! \ All Project Billing Programs
Projects ' Projects
Menu Exclusions Excluded ftems Securing Attributes Menu Exclusions Excluded ltems Securing Attributes
~ Type Narne Description ~ Type MName Description
l‘ Function '”Utilizatiun by Organization |Uti|ization by Organization Workhook = I|Fum:tiun '”Navigalur: Disahle Multiform |Naviga(ur: Disable Multiple Open Form Capa =
‘Fum:tinn v”Utilizatinn by Resources |thilizatinn by Resources Workbook | ” |
‘Fum:tiun '”Utilizatiun by Resource Managers |Uti|ization by Resource Managers Workhook | || |

| | - | E— | 5

home of the OAUG KNowledge Factory
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Responsibility Based Security...

« Responsibilities -

contain the -
les + PROJECT BILLING SUPER_USER T _

Project Billing Administrator

following attributes: [Frie

— Menu

— Request Group et o R
— Function and Menu || s | s 1.

. - Type Marne Dascription
EXCI u S I O n S I Function v |Navigatnr: Disahle Multiform |Na\rigator: Disable Multiple Open Form Capa —
|

S| Projects

Request Group

home of the OAUG KNowledge Factory ©
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Responsibility Based Security...

 The Oracle Projects Suite contains the
following predefined responsibilities:

— HTML Based — Forms Based
* Project Super User * Project Costing Super User
* Project Manager » Project Billing Super User
* Project Administrator * Projects Implementation Super User
 Resource Manager * Project Manager (Non-HTML)

« Staffing Manager
» Operations Manager
« Team Member

home of the OAUG Knowledge Factory T
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Responsibility Based Security...

« HTML versus Forms responsibllities...

MNavigator

[ Business Yiews Setup

3 Daily Business Intelligence Administrator

3 Functional Administratar

0

3 Project Resource Managernent Super User
Obsolete

3 Project Super User

[ Projects Implermentation Superuser

3 System Administrator

3 US Super HRMS Manager, Standard

Project Billing Super User
Projects
Budgets
Lookups

Expenditures
Transaction Funds Check Results

Expenditures : Pre Approved Batches
Enter
Rewiew

Expenditures : Transaction Import

Irmport Transactions
Review Transactions

Expenditures : Expenditure Inquiry
Project

All

Allocations

Allocation Rules

Rewview Allocation Runs

nsihbilities 0

Security Group
Standard

Responsibility
: Busi B
Daily Business Intelligence Administratar Standard

Functional Adrministrator Standard
Project Billing Super User Standard
Project Resaurce Managerment Super User Ohsolete Standard
Project Super User Standard
Praojects Implementation Superuser Standard
System Administrator Standard

LS Super HRMS Manager Standard

home of the OAUG Knowledge Factory
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Responsibility Based Security...

e Steps to create a responsibility

Navigate to System Administrator — Responsibilities
Enter name

Assign Application

Determine: Forms vs HTML

Assign Menu

Assign Request Group

Enter any function or menu exclusions

N O O A~ wDdE

home of the OAUG Knowledge Factory T
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PA Profile Options
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PA Profile Options...

e The following profile options provide an
additional level of security for a responsibility

* Cross Project User functionality provides
access to all projects regardless of the role
assigned to a user:

— PA: Cross Project User — Update
— PA: Cross Project User — View
— PA: View All Project Resources

Application

Responsibility
Profile Option Mame

PA: Cross Project User -- Update
IPﬂ: Cross Project User - View IYes

home of the OAUG Knowledge Factory :‘
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PA Profile Options...

e Steps to define the PA Profile Options
1. Navigate to System Admin- Profile System Values

2. Query each of the following profiles an update as
necessary
« PA: Cross Project User — Update
 PA: Cross Project User — View
 PA: View All Project Resources

home of the OAUG Knowledge Factory 'I-h
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Project Access Levels
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Project Access Level...

e Project Access Levels allow control of who
can search and view specific projects

 There are two access levels for projects:

— Secured: Users need role or organizational
access to view the project

— Enterprise: Project can be viewed by any user in
your enterprise regardless of their role

home of the OAUG Knowledge Factory T
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Project Access Level...

 The project access
level Is assighed via
HTML

« The UPG: Update
Project Access
_evel concurrent

access levels of
several projects at
once

Create Project Template
* |ndicates reguired field

Template Information

ceess Level | Entenprise iv

process to update the

home of the OAUG KNowledge Factory T‘
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Project Access Level...

e Steps to enable Project Level Access
1. Navigate to Project Super User
2. Query a Project or Template

3. Set the access level to elther:
 Enterprise
e Secured

home of the OAUG Knowledge Factory 'I-h
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Organizational Based Security
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Organizational Based Security...

Access for users at an
organizational level

Users with Organizational
based security do not need
roles

Note that this feature does
not recognize
Organizational Hierarchies,
therefore each organization
must be assigned to the
user

Add Qrganizations Find Organizations

| ¥

4|

4] | >

home of the OAUG KNowledge Factory T
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Organizational Based Security...

e Organization based security provides the following
organizational authorities:

— Project Authority: Perform Project Manager functions on
all projects in the organization

— Resource Authority: View and update resource
Information for all resources in the organization

— Utilization Authority: Calculate and view utilization for all
resources in the organization

— Forecast Authority: Generate and view forecast
Information for all projects in an organization

home of the OAUG Knowledge Factory T
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Organizational Based Security...

Steps to enable Organizational Based Security

1. Navigate to Project Billing Super User — Organizational
Authority

2. Enter the name of the user that needs organizational
access

3. Enter the organizations the user should see

4. Set the users authority for each Organization by
checking the authority check boxes

home of the OAUG Knowledge Factory T



COLLABORATE(S

Techaology o Applktations [ |

Role Based Security
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Role Based Security...

* Role based security controls access based
on the role the use plays on a project

* Access for a user can be different on each
project
— Project Specific

 Role based security overrides responsibility
based security for individual users

home of the OAUG Knowledge Factory T
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Role Based Security...

* Role Based Security assigns menus to roles
— Menus with roles are considered secured roles
— Unsecured roles use the Responsibility to determine project
access
 Menus are build from:
— Functions
— Sub-menus
— Etc.. i

R Allow as Contract Member
s Allow as Project Member
2t Allowe as Task Member

Ayailable Controls

home of the OAUG Knowledge Factory T‘
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Role Based Security...

* Role based security also provides Role
Controls including:
— Allow as Project Member
— Allow as Task Member
— Allow as Contract Member
— Allow Scheduling
— Allow Labor Cost Query

home of the OAUG Knowledge Factory :‘
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Role Based Security...

e QOther features
associated with Role
Based Security include:

— Role List

— Jobs

_ CO m pete n C i eS ~Financial Foreca, s1in;efaUIt o ”

— Project Status et

- Access R u Ies Project Resource Job Graup |\r"iaSat BG
Default Minimum Job Level ’7
Default Maximum Jab Level ’7

home of the OAUG Knowledge Factory T‘
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Role Based Security...

o After the role has been
created

e Assign a user as a key
member/team member
to the project

* Note that key
members/team
members can be
established in both:

— Forms
— HTML

I Cronin, Timothy 123456 Project Manager 01-JAN-2008 L

Add Team Members

* |ndicates required figld

=Ferson | Cronin, Timothy :?
=Role |Project Manager @
= Start Date [12-Jan-2008
(Example; 26-Feb-2008)
End Date

WP cohadilad Marmhar
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Role Based Security...
Steps to enable Role Based Security

1.

2.

Navigate to Project Billing Super User- Setup-
Project Roles

Create a new role

Create Name

Assign Menu for Role based security
Enter appropriate controls

Enter further information:

— Role Lists

— Jobs

— Competencies

— Project Status

Assign users to the roles in either HTML or Forms

home of the OAUG Knowledge Factory T
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Security Extension
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Security Extensions...

 The Project Security extension allows
customized business rules for project and
labor cost security

 Only applies to non-HTML architecture

« Examples:

— Responsibilities can view or update only capital
projects

— Only users that belong to the project organization
can access the project

home of the OAUG Knowledge Factory T
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Security Extensions...

e Steps to create a Security Extension

1. Define your requirement

2. Update the body and package respectively
« Body: PAPSECXB.pls
 Package: pa_security _extn

3. Test the extension
4. “Go Live” with the extension

home of the OAUG Knowledge Factory 'I-h
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Personalizations
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Personalizations...

e Provide the ablility to modify specific HTML
features

 The forms can be personalized at the
following levels:
— Responsibility
— Organization
— Site

home of the OAUG Knowledge Factory 'I-h
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Personalizations...

« After enabling the following Personalize profile option,
a HTML user will have access to the personalize
features :

— Personalize Self-Service Defn = “Yes*

T TCRONIN
I Personalize Self-Service Defn m Yes

|®

home of the OAUG Knowledge Factory Th
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OAUG

oracle applications users group

Personalizations...

 Determine the HTML screen that you would like to
modify.
» Click on the Personalize Page Link

« Examples of modifications that are possible include:
— Reorder a view
— Create a button
— Add a column
— Etc

® TIP In simpla view mode, some itams or reqions may not be visible in the page structure and 1hs reorder or create icon may be disabled for cortain nodes. Plasse switch 10 complele view mode if you nead full personalizatio
L3 .- B ams and ren

Expand Al | Collagpse Al

i
Focus Hame Shown Personalizable  Pemonalize Reorder  fem Trem Item Wiews Conuplets
¥ Paga Layout: Time Erdry ¥ 5]

Raw Texl: shimlz<hs <fond COLOR="MI53I3"><ford face="arnal" size=10> <P align="center>"iaSa Yes
Coontingerd Warkar Imvoice <fh=<fiml=

¥ Page Button Bar Timecard Activiti
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oracle applications users group

Personalizations...

 Determine if the change should be global or restricted
to one of the following:
— Responsibility
— Organization
— Site

yaliz i I
Paredr alios L L
Chilghnal Clnganiz afl o e il AT QL T Wk
Definition Skt VSAT OPERATING UNIT Elechionic Imenice Fosull ' Sewrce
. 1
Bdmin Personalization Irue - " Inhent * nherd true / Site
58 Class bt Inksml |yt
Expart View Amlbie Inihesii Inkseni Irkerd
Piomy inhest inbert i
||||| fig el ir frue
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oracle applications users group

Personalizations...

o Steps to enable Personalizations
1. Set the “Personalize Self-Service Defn” profile option = “Yes
Determine where a Personalization is necessary
Click the Personalize Page Link
Make the appropriate Personalization

Assign the personalization to any of the following:
* Responsibility

e Organization

« Site

6. Save Changes

a s~ wb
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Configuration Considerations
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Configuration Considerations...

 Refer to the PAIG.pdf for the following
documentation:
— Profile Options
— Menus and Responsibilities
— Function Security

 When building and testing menus based on
role based security, it iIs recommended to
have access to bounce the Apache Server

— Changes/updates will not immediately appear
unless Apache is bounced

home of the OAUG Knowledge Factory T
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Where to find more information

e Timothy Cronin, President

www.CroninINC.com
tcronin@CroninINC.com
054.243.3101

e Experts in the Oracle Projects Suite
090

Cronins, ¢
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